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Network forensics is a complex domain that demands a deep
understanding of the available practical tools and properties to
have an appropriate experience of how network forensics tools and
methods can be employed to detect dangerous traffic. Wireshark is
an effective open-source tool for sniffing packets and operates with
many operating systems like Windows, macOS, and Linux. Many
features help users sniff packets easier with its easy-to-use
Graphical User Interface (GUI) or Command Line Interface (CLI),
i.e., advanced filtering capabilities. This paper employed Wireshark
to analyze the packets by simulating several attacks scenarios
within protocols among some applications, i.e., Secure Shell Hash
(SSH)/Telnet, Voice Over Internet Protocol (VolP), WhatsApp, and
Address Resolution Protocol (ARP) Spoofing. This study
highlighted Wireshark's ability to analyze malicious behavior for
information via network traffic. The data collection of 10000
benign and malicious instances was exported through Wireshark,
which simulates education network traffic. The experiments
employed an artificial neural network model to detect the network
behavior, and the results showed significant accuracy in detecting
potential network threats.

Keywords: NetworkForensics,Wireshark, Proactive detection,
Artificial Neural NetworkAttacks Scenarios.

. INTRODUCTION

Network forensics is a complicated field that requires deep
insight into the available powerful tools and properties to have
a reasonable understanding of how Network forensics tools
and methods can be utilized to detect harmful behavior [1].

Wireshark is one of the network forensics softwarethat
analyzes packets on the network traffic. It is also one of the
tools that can show the live traffic of the network in actual
real-time. Previously, it was known as Ethereal, developed by
Gerald Combs in 1988 [2].1t is considered one of the oldest
tools used in network traffic, analyzer, troubleshooting, etc.
Wireshark can run on many operating systems, such as
Windows and Unix. Note that Unix can be available in
different versions. Wireshark supports various protocols and
uses Graphical User Interface (GUI) [3]. It supports not only
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GUI; that is why Wireshark is a powerful tool among many. It
has unlimited access to the network traffic and provides many
statistics, filters, protocols, etc. Later, we will discuss different
protocols, functionalities, and attacks that could happen, like
Address Resolution Protocol (ARP) spoofing or poisoning [4].
Capturing packets on Wireshark could be imported or
exported as aPacket Capture(pcap) file, a tcpdump file, etc.
Also, it can use one of the available interfaces on the Personal
Computer (PC). Within a PC, it can have Network Interface
Card (NIC), which is an interface that allows you to connect to
the internet. For example, a wireless interface is widely used
these several days to connect to the internet, as each NIC is
unique from a different device [5]. Because each NIC contains
a physical address, and the Media Access Control (MAC)
address is uniquely identified for each device worldwide,
MAC cannot be the same address for two devices. Note that
the MAC address is 48 bits long. To sniff the network traffic,
the user can select any NIC available within the PC, such as
wireless, ethernet, and others. When the packets arrive at NIC
and are accepted, we can say it is set into promiscuous mode.
Promiscuous mode is one of the brilliant modes to allow
packets to be copied to the memory. That is why Wireshark is
so valuable for storing the packets in the memory [2-5].

This paper utilized Wireshark to investigate the packets by
simulating several attacks scenarios within protocols among
some applications, i.e., Secure Shell Hash (SSH)/Telnet,
Voice Over Internet Protocol (VolP), WhatsApp, and Address
Resolution Protocol (ARP) Spoofing. Involving Wireshark in
those scenarios implies the real practice behavior of each
application and its protocols. This study highlighted
Wireshark's ability to analyze malicious behavior for the
information via network trafficand allow systems to
countermeasure suspicious occurrences quickly. Moreover, a
data collection of 10000 benign and malicious instances was
exported through Wireshark, which simulates education
network traffic. The experiments employed an artificial neural
network model to detect the network behavior, and the results
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showed significant accuracy in detecting potential network
threats.

The rest of this paper is organized as follows: Section
2illustrates how Wireshark works. Section 3 simulates several
attack scenarios within protocols among some popular
applications. Section 4 explores the artificial neural network
model and the performance evaluation. Section 5 draws the
concluding remarks and discussion.

Il. How DOES WIRESHARK WORK?

Wireshark has a lot of protocols to capture within a single

NIC. Note that Wireshark is not an Intrusion Detection System
(IDS) [2]. That is because this software will not warn you if
any attack happens. Wireshark is just a sniffer that views all
traffic from the NIC that has been collected. In this section,
we will discuss the features of the Wireshark GUI. The user
should know the known protocols because they are the
powerful understanding of the Wireshark environment, such
as Transmission Control Protocol (TCP), User Datagram
Protocol (UDP), Real-Time Protocol (RTP), etc.
All the information is valuable in Wireshark and can support
fixing any issue on the network or understanding how the
network traffic works [6]. International Organization for
Standardization (ISO) has divided the network into seven
layers called the Open System Interconnected (OSI) model.
Those seven layers are the application, presentation, session,
transport, network, data link, and physical, presentation,
session, transport, network, network, data link, and physical
layers. As shown in Figure 1, those are the seven layers
starting with the physical layer from the bottom and ending
with the application layer and vice versa. Those seven layers
are essential when it comes to Wireshark. The Wireshark can
decode the packets into those seven layers. Each layer is
specified in the application based on the contents regarding of
OSI model in the network traffic [7].

r Application 3
. program Y.

1

——«— Application

|"‘ Application 3
. program
Application —»——  Application layer

Presentation —»——  Presentation layer =~ ——<— Presentation

Session —»—— Session layer ——4—  Session
Transport —»—— Transport layer ——— Transport
Network —»—— Network layer —4—  Network
Data Link —»—— Data Link layer ——<«— Data link

Physical Physical

Physical layer

Figure 1: OSI reference model using different layers.
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IIl.  TYPES OF POSSIBLE ATTACKS

This section will discuss several possible attacks that could
happen in the educational networktraffic using Wireshark. We
know that Wireshark is not an Intrusion Detection System
(IDS) because it does not warn the user if a malicious attack is
happening to the user’s PC [7]. Without further ado, let’s
discuss some of the possible attacks that could be seen in
Wireshark. Those possible attacks use remote session
protocols such as Telnet or Secure Shell Hash (SSH), Voice
over Internet Protocol (VolP), WhatsApp application chat, and
Address Resolution Protocol (ARP) spoofing [8].

A. Telnet vs. SSH

Telnet and Secure Shell Hash (SSH) are remote sessions to let
us establish a connection from the remote site [9]. For
example, a user located in Germany can access a router or any
other device that is in France via a remote session like SSH or
Telnet. Telnet does not provide any encryption for the data.
However, SSH does provide encryption for the data to
exchange between two computers in the network [10]. Both
protocols can be used in the router, switch, or any remote
connection to a device. In Figure 2, we can find that two
routers are connected through an ethernet link using the GNS3
application. The first router on the left, called R1, has an IP
address of “10.1.1.1” with a mask of “/30” or
“255.255.255.252”. For the second router has the IP address
of “10.1.1.2” with a mask of “/30” or “255.255.255.252”. The
mask is “/30” or ‘“255.255.255.252”is optimum because we
need only 2 hosts to be connected within those devices.This
means that R1 and R2 routers are the only hoststhat are
connected, which means that it does eliminate the waste of IP
addresses.

IP Address: 10.1.1.2/30
IP Address: 10.1.1.1/30 i

username: Students
username: Heider

Secret: Students
Secret: F20$kN46Wo0

Enable Secret: Students
Enable Secret: 03FA855°82

Figure2: Using Telnet and SSH through two routers via GN3
application.

SSH is a more secure remote connection, it uses Rivest-
Shamir-Adelman (RSA) algorithm as public-key encryption
[10]. Telnet does not use any kind of encryption. That is why
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it is not appropriate to use. In practice, we use RSA as the
2048 bit key to establishing the SSH protocol. Figure 3 shows
that the data is encrypted because SSH uses the RSA
algorithm to encrypt the packet. However, Telnet does not use
any type of algorithm to encrypt the packet. That is why it is
recommended to use SSH protocol, as seenin the comparison
between SSH and Telnet in Table 1. Telnet is not using any
data encryption, making SSH stronger and better. So, it is hard
to decrypt the packets if there is a man-in-the-middle attack. It
also uses public-key cryptography, which uses public and
private keys. The man-in-the-middle attack will find that the
decryption is not easy to crack the SSH encryption [9-10].

|Protocal |
ssHv2
ssHv2

Figure 3: Encrypted data using remote SSH connection in
Wireshark.

Table 1: Comparison between SSH and Telnet protocols.

Type of Protocol SSH Telnet
Encryption RSA None
Version SSHv1, SSHv2 Telnet
Cryptography Public key None
B. VolP

Voice over Internet Protocol (\VVolP) is a voice communication
over IP addressescalled IP telephony [11]. This technology
allows voice communication over the internet instead of a
standard phone. People benefited from the cost of switching
from regular phones to VVolP. VolIP costs less than a traditional
phone because regular phones reserve a large amount of
bandwidth. However, VoIP is used to share the bandwidth
among all users connected to the internet. VoIP is the most
effective way to deliver voice to other users [11-12].

Moreover, VolIP transmits voice data in packets through the
internet, making it a reliable and cost-effective protocol.
Besides, the regular phone uses Public Switched Telephone
Network (PSTN). PSTN is known as a traditional circuit-
switched telephone network. However, VoIP is known as
packet switching. Regular phones carry voice communication
over analog signals, making it expensive for the Internet
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Service Provider (ISP). On the other hand, digital signals like
VolP make it cost-effective to use.

We will focus on the attack that could happen in VolP using
Wireshark.Line phone is an open source using messages,
video, and VolP. Line phone uses open standards like Session
Initiation Protocol (SIP) and Real-Time Protocol (RTP). To
allow voice communication, SIP and RTP must work together.
In addition, the Line phone is available in 10S, Android,
macOS, Windows, and Linux. It provides a graphical user
interface, enhanced instant messaging, audio, video, and
secure communication. Although it says end-to-end
encryption between users, the application provides no
encryption by default. So, we have tested two users to figure
that out through Wireshark. After the testing, we found thatthe
voice communication was so evident between the two users,
which indicates that any man-in-the-middle attack could
collect the voice conversation from end to end. Thus, losing
trust in this application.Encryption options exist in the Line
phone application setting, such as SRTP, ZRTP, and DTLS.
However, the choice is selected “None” by default. Not every
user has experience with how encryption work. An application
like Line phone or any other VoIP application needs to
provide full encryption for end users by default and not
without encryption. Data encryption is essential to prevent
security information between end users.

C. WhatsApp

WhatsApp is a phone chat application used by iOS and
Android. WhatsApp is used by more than two billion people
around the world. Many people use it as a secure and reliable
application [13]. We will discuss the possible attack that could
happen if there were a man-in-the-middle attack. We will sniff
the traffic using Wireshark. Before we discuss it practically,
WhatsApp provides end-to-end encryption between two or
more end-users. Let us see what the practical tells us. In this
example, we have tested two users to communicate with each
other. In Figure 4, the communication between two end users
shows encrypted data in Wireshark. Thus, it indicates that
WhatsApp is a trusted application thatend-to-end users can
use.
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Figu 4: Encrypted messages between two end-user traffic
from WhatsApp using Wireshark.

D. ARP Spoofing

Address Resolution Protocol (ARP) spoofing is a protocol that
is vulnerable to attack by hackers to see the user’s data
information by sniffing the packet using Wireshark or any
other sniffing tool [14]. ARP contains IP address and Media
Access Control (MAC) address together. When a user wants
to initiate a communication with another user within the local
network for the first time, the user must send an ARP request
containing the IP address of the end device with a broadcast
MAC address “ff:ff:ff:ff:ff:ff”. In Figure 5, when the end
device has match of the IP address that the user had requested,
the end device will reply, "this is my IP address, and | will
give you my MAC address”. Then, the user will put the end
device's IP address and MAC address to its ARP cache to be
saved and not apply ARP every time to the end device. The
ARP spoofing is taking advantage of sending a reply message
called gratuitous ARP to its corresponding users within the
same network. Moreover, it takes advantage of the ARP cache
to change the router's MAC address to its MAC address for
the user's ARP cache. Without further ado, let’s get into the
practical work.

ARP Reply
<<10.0,0.1 (IP)
00:00:00:00:00:01 {MAC)
1 doll My MAC
address i 10.0.0.2 (IP)
CEHTETTEE) 00:00:00:00:00:02 (MAC)
<<10.0.0.3 (IP) @
00:00:00:00:00:03 {MAC}

ARP

10.0.0.4 {IP)
00:00:00:00:00:04 (MAC)

Figure 5: ARP reply to get the MAC address of a user.

We have tested two computers in this example;one computer
is acting as a user using Windows operating system. The other
computer works as a hacker using the Linux Kali operating
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system, intending to sniff the packets from the user. We have
used an application called Ettercap [15]. This application is
used in Unix operating systems to be able to use the ARP
spoofing attack on the user. First, the user will have a stable
connection to the router and its corresponding MAC address
when the hacker uses the Ettercap application to target the
user via sending a gratuitous ARP. The user Windows
machine ARP cache of the router will change its MAC address
to the hacker's MAC address. Of course, the user will have no
idea that the packets will reach the hacker. The user will think
that the packets are reaching the router because, in the ARP
cache, it appears the router's IP address. Although the user
sees the router's IP address in the ARP cache of the Windows
operating system, the MAC address is not the router's MAC
address. More likely, it is the hacker's computer MAC
address. Using Wireshark, we can see that in Figure 6,all the
packets from the user with an IP address of “192.168.1.3” hits
the hacker device traffic first before going to the router with
an IP address of “192.168.1.1”. Even though ARP spoofing
looks s fantastic way to sniff the packets, it is not the optimum
technique to attack and look for the packets. ARP spoofing
solution is easy to solve it. Instead of making the ARP cache
of the user set to dynamic to get the MAC address of the
router or any other device within the Local Area Network
(LAN).The user needs to manually type the MAC address of
the devices in the LANon its cache to change from dynamic to
static mode. With this solution, the hacker's ARP spoofing
attackwill be useless to the user.

Capturing from eth0 - o x
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[ Wl @ § IF

(WTApply a display filter ... <Ctrl-/> -+

XE Qe TESF §

= |==

No. Time Source
28 18.511458673 192.168.1.3

Destination Protocol Length Info =
192.168.1.255 NBNS 92 Name query NB WORKGROUF

29 18.523932648 172.16.148.1 172.16.148.255 NBNS 92 Name query NB WORKGROUR
30 19.247325901 172.16.148.1 172.16.148.255 NENS 92 Name gquery NB WORKGROUF
31 19.247868651 172.16.148.1 172.16.148.255 NBNS 92 Name query NB WORKGROUFE
32 19.256371215 192.168.1.3 192.168.1.255 NBNS 92 Name guery NB WORKGROUFR
33 20.408254808 192.168.1.3 192.168.1.1 cMp 74 Echo (ping) request ic
34 20.415098032 192.168.1.3 192.168.1.1 IcMP 74 Echo (ping) request ic
36 22.007318915 192.168.1.3 192.168.1.255 BROWSER 216 Get Backup List Request
37 22.012690394 192.168.1.3 192.168.1.255 NBNS 92 Name query NB WORKGROUR
39 22.756738272 192.168.1.3 192.168.1.255 NBNS 92 Name query NB WORKGROUFE
40 23.501854401 192.168.1.3 192.168.1.255 NENS 92 Name guery NB WORKGROUFR
42 25.905622535 192.168.1.3 192.168.1.1 ICMP 74 Echo (ping) request ic
43 25.911180849 192.168.1.3 192.168.1.1 IcHMP 74 Echo (ping) request ic
44 26.257714226 192.168.1.3 192.168.1.255 BROWSER 216 Get Backup List Request
45 26.262531274 192.168.1.3 192.168.1.255 NBNS 92 Name query NB WORKGROUF
47 27.906056720 192.168.1.3 192.168.1.255 NBNS

92 Name guery NB WORKGROUF .
. »
» Frame 1: 60 bytes on wire (480 bifs), 60 bytes captured (480 bits) on interface eth®, id @
0006 01 80 c2 B0 @9 00 Bc 47 43 8 3b 01 [EA] 42 42 G C; BB
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Figure 6: Linux Kali runs the Wireshark application to sniff
the packets from the user tothe router.

IV. ARTIFICIAL NEURAL NETWORK MODEL AND
PERFORMANCE EVALUATION

In this work, we analyze particular education network traffic
by Wireshark and export the data into a CSV file to be used
within the artificial neural network to develop the proactive
detection of malicious behavior on network traffic.
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Multi-layer perceptron (MLP) is a supplement of a feed-
forward artificial neural network, consisting of three layers;
the input layer, output layer, and hidden layer. The input layer
contains the input signal. The output layer executes essential
tasks such as prediction, recognition, and classification.
Several hidden layers can be placed between the input and
output layers, which are the actual computational engine of the
MLP. MLPs are developed to approximate any continuous
function and deal with not linear problems. MLPs are formed
of neurons called perceptions, as shown in Figure 7. a
perceptron uses N numeric attributes as input
(a=al,a2,..., an), and each of these attributes has a weight
[16].

al Weights

Output
Input

features

an

Figure 7: MLP Perceptron with n Input Features.

Figure 8 presents the main structure of MLP with three layers,
three input features, four hidden neurons, and one output.

Input fea(ure‘

!

Input fealu192

.

Input featum3 Output layer

:

Input layer

Hidden layer

Figure 8:The main structure of the MLP Model.

The data collection is balanced and consists of 10000
instances; 5000 as malicious and 5000 as benign. The
extracted features from Wireshark are summarized in Table 2,
which corresponds to [17-24].

Table 2. The list of selected features

6 direction thedirectionofthecapturedtrafficeitherinorout
eth_dst thedest macaddress

8 eth_src thesourcemacaddress

9 host Splunkserveriporhostname

10 | ids_type thetypeoftheusedids

11 | ip_id thepacketid

12 | ip_len packetlength

13 | ip_tos packettypeofservice

14 | ip_ttl packettimetolive

15 | linecount thenumberoflinesofthecaptured traffic

16 | pOf_app protocolusedbyPOfforfingerprinting

17 | pof_link iz:::onnectiontypeattheattackersidelikemodemo

18 | pof_os machinegeneratngthetiack

19 | pOf_uptime howlongsincetheattackingmachineisup

20 | protocol tcporudp

21 | sensor idassignedbyMHNperhoneypot

22 | severity severityrankoftheattack

23 | signature thesignatureoftheattackasmatchedbysnort

24 | snort_classification | anumbergiven bysnorttoclassifythetraffic

25 | snort_header theruleheader

26 | snort_priority assignsaseverityleveltorules

27 | source inputdatasource(neededbySplunk)

28 | sourcetype inputdatatype(neededbySplunk)

29 | splunk_server Splunkiporhostname

30 | src attacksrcip

31 | src_port attacksourceport

32 | ssh_password Esassswordusedbytheattackertryingtogetsshacc

33 | ssh_username g:srnameusedbytheattackertryingtogetsshacc

34 | ssh_version attackersshclientversion

35 | tcp_flags indicat_e a par_ti_cular_connecti_on state

orprovideadditionalinformation

36 | tcp_len packetlength

37 | timeendpos atwhichbyteintotheeventthetimestampends

38 | timestartpos atwhichbytethetimestampstarts

39 | transport transportprotocoltypetcporudp

40 | type honeypoteventtype

41 | udp_len packetlength

42 | vendor_product nameofthehoneypotthatcapturesthetraffic

43 | raw raw(not parsed)event

# FeatureName Description

1 | time timeoftrafficcapturing

2 app honeypotcapturedthetraffic

3 dest destip

4 dest_port destport

5 dionaea_action teiict):erDionaeahoneypotacceptorrejecttheconnec
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We adopted a 10-fold cross-validation in which the set of
samples of the data collection is divided into ten elements.
Nine are used for training, and one for testing. A cross-
validation procedure is duplicated ten times to test all ten
elements.
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We calculated the accuracy, precision (P), recall (R), and F-
measure (F-M) using the prediction quality measurements;
True Positive (TP), True Negative (TN), False Positive (FP),
False Negative (FN), as shown in formulas 1-4 [25].

TP+TN
TP+FP+TN +FN ()
TP

TP+FN

Accuracy; =

Recall, =
()
TP

Precision, = ————
TP+ FP
©)

(2xTP)

F —measure =
(2xTP)+FP+FN

(4)

When evaluating the model, we explore the highest values of
TP, precision, recall, and F-measure. On the other hand, the
FP rates should be lowest toward the optimal value, which is
zero [25].

MLP model yielded an accuracy result of 92.56% with an
error rate of 7.4%; Table 3 explores the detailed results.

Table 3. Detailed Accuracy Results for SVM Model.

Class TP Rate | FP Rate | Precision | Recall F-M
Malicious 0.861 0.010 0.988 0.861 | 0.920
Benign 0.990 0.139 0.877 | 0.990 | 0.930
Weighted Avg. 0.926 0.074 0.933 0.926 0.925

As shown in Table 3, the MLP yielded optimal prediction
results for benign behavior with an accuracy of 99%. The
accuracy result for malicious detection was 86.1%, which
shows the considered detection accuracy result.

A confusion matrix is a table design that visualizes an
algorithm's performance, typically in supervised learning
models. Every row presents the actual instances class label in
the confusion matrix, while every column shows the instances'
predicted class label.

Among the 10000 instances, the MLP model correctly
classified 9256cases and failed to classify 744cases to their
correct class label, as shown in Table 4.

Table 4. Confusion Matrix of MLP Model.

Predicted Class
Actual Class Benign Malicious
Benign 4949 51
Malicious 693 4307
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The results showed that the MLP model could be utilized as
an early warning proactive tool for predicting malicious
behavior on network traffic.

V.  CONCLUSION AND DISCUSSION

In conclusion, we find that Wireshark distinguishes

between several packets through the network traffic,whether it
is encrypted or unencrypted. Wireshark considers one of the
most powerful tools used to sniff network traffic. The
Wireshark is still the dominant sniffing tool in Linux, macQOS,
and Windows operating systems. The features of GUI helped
us a lot with specific possible attacks. The possible attacks we
have implemented in the practical work are SSH/Telnet, VVoIP,
WhatsApp, and ARP Spoofing. Each possible attack has its
mechanism work and how we found the data encrypted
through the Wireshark. In SSH/Telnet, we saw that SSH uses
encryption to encrypt the data. However, Telnet does not have
any encryption. Thus, the data is obvious to see. VoIP is one
of the brilliant network features that has voice calls over the
network. We had the test on the application that supported
VolIP called Line phone. We found that by default phone does
not provide any encryption, which makes it untrusted. In
Wireshark, the voice is evident through the network traffic.
Then, we tried to sniff the packets from the WhatsApp
application.
We found that the data is encrypted end-to-end using the
Wireshark sniffing tool. We also showed the ARP spoofing
using Linux Kali as a hacker and a Windows user. We found
that the Linux Kali had changed the ARP cache of Windows
users to allow all the traffic from Windows to the Linux Kali
instead of going to the router directly. The solution was to use
a static rather than dynamic ARP cache. Moreover, this work
employed Wireshark to analyze network packets among
various attack scenarios. A dataset of 10,000 several packets
was collected and labeled each instance as malicious or
benign. An MLP model was used to detect network behavior
proactively, and the results were promising to allow network
administrators to countermeasure the suspicious events in the
network traffic.
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