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ABSTRACT: 
Due to the proliferation of cryptocurrencies and decentralized apps, blockchain has recently sparked 
widespread attention and worry. It functions as a database and is used to keep track of a huge 
number of entries in a time-ordered fashion for use in data-heavy applications. It is proposed in such 
a scenario that search engines be used to retrieve the data stored in a blockchain and then analysed 
for various reasons. However, there hasn't been any comprehensive study of blockchain search 
engines yet, and the field is still in its infancy. Both the present state of blockchain search engine 
development and its potential in the Internet of Things (IoT) space are examined in this article. The 
paper's primary focus, from a research standpoint, is on the categorization of blockchain search 
engine techniques and a comparison of their relative performance. Current search works connected 
to IoT domains are introduced with the future potential of blockchain search engines in this space. 
The remainder of the paper provides a history of blockchain technology. Then, the search necessities 
are laid down, such as the basic rules of categorization. We then provide a problem analysis of 
blockchain search in IoT domains and a comprehensive overview of previous work in this area. We 
conclude with a discussion of the difficulties inherent in blockchain-based searches and an outlook 
for future research initiatives in IoT-related fields. 
Keywords: Blockchain search engine Search fundamentals Search requirements. 
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1. INTRODUCTION 

The blockchain technique that forms 

the backbone of cryptocurrencies like 

Ethereum or Bitcoin [2] can be credited for 

the rapid and amazing explosion of 

technological advancement in decentralized 

computing. This system is based on a peer-to-

peer (P2P) distributed network with a wide 

variety of cryptographic primitives (such as 

digital signatures and asymmetric encryption). 

Users that don't trust each other can freely 

engage, maintain track of financial activities, 

and agree on communal wealth using 

blockchain because no third party is required 

for mediation or verification [6,7]. This means 

that the blockchain network can potentially 

use a consensus mechanism to build a 

reliable, append-only database. Data is added 
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to the block and sent to nodes in the network 

only after it has been confirmed and verified. 

Smart contracts have enabled the expansion 

of blockchain technology beyond the domain 

of cryptocurrencies into fields as diverse as 

medicine, government, supply chain 

management, the energy sector (through the 

smart grid), the Internet of Things (IoT), 

implantable medical devices, and more [9,10]. 

The current state of blockchain-based systems 

has great promise for a variety of applications, 

including the reduction of operational 

expenses, the identification and prevention of 

fraud, the prevention of tampering, and the 

enforcement of contracts [11].  

Transactions involving the exchange 

of money can now be recorded and kept in a 

decentralized ledger known as a blockchain. 

The hash of the previous transaction and 

other metadata may vary between blockchain 

implementations and make up a node's digital 

signature. For instance, the hash value of a 

previous transaction and an index to identify 

the output are both included in the input of a 

signed transaction in Bitcoin and other 

blockchains that follow the Unspent 

Transaction Output (UTXO) paradigm. This 

guarantees that monetary transactions are 

secure against corruption or destruction. The 

analytical tool can quickly discover and verify 

all transactions that have taken place at a 

certain address, such as those in a wallet, 

because the blockchain acts as a public 

record. Although most blockchain-based 

schemes only permit limited search 

capabilities at the moment, blockchain 

technology may be used to eradicate the risk 

of fraud in data storage. More specifically, the 

blockchain keeps its records in order of time.  

All per participant nodes need to 

either comb through every block in the 

blockchain or use metadata/index of blocks to 

acquire a comprehensive search result in 

response to a query. The records can be 

retrieved by randomly searching the disk's 

vast number of files or by adopting a 

rudimentary block index, but this is an 

extremely time-consuming search technique. 

Data providers collect a greater and larger 

data set from which to draw conclusions as 

more and more smart devices reach the 

market. The apparent drawback is that it 

complicates targeted, rapid, and privacy-

preserving searches for chosen data and 

datasets among the mountain of data stored 

on blockchain. Even if there are a plethora of 

large datasets to choose from, not all of them 

are conducive to guiding decision-making. 

Furthermore, the analysis process calls for 

one or more custom-built datasets or dataset 

combinations to accomplish one or more 

custom-built goals in any number of different 

application domains.  

This emphasizes the need of providing 

a means of sifting through data on a 

blockchain via a search interface. Due to 

blockchain's intrinsic restrictions in 

throughput, storage capacity, scalability and 

flexibility, latency, size, and bandwidth, how 

to efficiently search data is a significant topic 

in the field of blockchain systems study. 

Security of object data in a spatial database or 

cloud is becoming increasingly important as 

more and more things are connected to the 

internet of things (IoT) [12]. However, the 

volume of data generated by these networks 

and stored in various data warehouses and 

clouds [13,14] is becoming increasingly 

problematic. With the use of the cloud, 

blockchain may be used to store information 

from a wide variety of IoT-related application 

domains, not only that provided by the 

devices themselves. As shown in Fig. 1, edge 

devices may encrypt and collect data from 

sources including sensors, monitors, and 

cyber-physical systems by creating and storing 

various local spatial indexes. Next, the edge 

devices verify the data transfer to the 

warehouse using the blockchain, which stores 

the smart IoT device's and edge device's 

identifiers in addition to the storage address.  
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A user's identity is validated and the 

transaction is permitted by the blockchain 

before it is sent from their device to the edge 

node. The edge device will then receive the 

query results using the storage address and 

provide them to the requesting node after the 

transaction has been verified and recorded 

into a block. It is important to note that the 

edge device at the fog layer acts as a proxy 

between the IoT device layer and the cloud 

layer because to its better compute, 

communication, energy, and memory 

capabilities. For optimum connectivity with 

the edge device, we've set up a blockchain 

and a warehouse in the cloud. Therefore, an 

edge device may allow for low-latency 

interaction between IoT devices, blockchain, 

and the warehouse. Create a robust 

blockchain search engine that can be used in 

IoT environments, since the storage of IoT 

data via blockchain is on the rise.  

To swiftly and anonymously access 

block or transaction information in answer to 

a given query, a blockchain search engine 

comparable to existing search engines is 

necessary. Without a doubt, the index 

structures that fuel search engines are 

indispensable. However, due to blockchain's 

intrinsic limits, such as those on throughput, 

storage capacity, scalability and flexibility, 

latency, file size and bandwidth, wasted 

resources, and usability, creating an efficient 

index structure in blockchain is difficult. It's 

impossible to do difficult jobs in a timely 

manner when a large amount of data is being 

received.  

This makes it difficult to integrate 

blockchain data into other systems and make 

use of it elsewhere. Sometimes it's hard for 

users to get their hands on blockchain data, 

much less figure out how to use it. While 

there are now several well-known blockchain 

search engines, they all have the drawbacks 

common to research at an early level and are 

not yet being directly used to blockchain 

search in IoT-related application areas. To the 

best of our knowledge, there is not yet a 

synthesis of the current status of search 

research in blockchain that can be found in 

existing studies and surveys. We give a 

comprehensive literature analysis on the 

studies that are pertinent to this study, and 

we offer a look at potential roadblocks and 

future research possibilities in the areas of 

application that are connected to the Internet 

of Things. 

As a quick recap of this paper's findings, here 

they are: 

• An introduction to the search literature 

pertinent to the Internet of Things is provided 

in the first part of this research. 

• Then, we go over the basics of blockchain 

technology, including search. 

• In what follows, we conduct an extensive 

literature review of blockchain search engines 

already in existence. While there are 

advantages to using blockchain technology for 

reliable data storage, we also detail the 

drawbacks of this approach to research. We 

use this to analyse various issues with 

blockchain-based searches in Internet of 

Things settings. 

• We make some suggestions for future study 

into blockchain search in IoT application 

domains, taking into account the recent 

ongoing of search engine in different 

domains. 
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Fig. 1. System structure for blockchain storage and search in IoT-Edge-Cloud collaboration [1] 

2. SEARCH WORKS RELEVANT WITH IOT 

NETWORK 

For this part, we take into account I 

the spatial-temporal feature of IoT objects, 

and (ii) the relevant IoT-Edge-Cloud 

environment, and examine the state-of-the-

art search operations pertinent with IoT 

network.Finding Information in a Geographic 

Database: For example, "reviews of Los 

Angeles restaurants in March," "hotels and 

bars in Chicago in the summer," "San 

Francisco's weather in spring," and so on are 

all examples of real-world queries that people 

are interested in information about certain 

locations, time intervals, and keywords 

associated to. Searches that combine textual, 

geographical, and temporal criteria are known 

as spatial-temporal-keyword inquiries. The B-

tree [15,16], R-tree [17], KD-tree [18], and its 

variations are all examples of hierarchical 

index structures that are commonly used to 

record spatial locations for the query only 

with spatial constraint. 

The B-tree is a helpful tool for 

indexing and searching one-dimensional data 

since it maintains data order and permits 

sequential access, insertions, and deletions in 

logarithmic time. Indexing and searching 

multi-dimensional data like geographical 

coordinates, rectangles, or polygons may be 

done with the R-tree, an extension of the B-

tree. Assuming an initial bulk is loaded, and 

then no changes occur in the succeeding data, 

the KD-tree is optimal for scenarios when the 

data is low-dimensional and static in practice. 

For spatial data in two or more dimensions, 

various methods translate the keys to a single-

dimensional key based on space-filling curves 

(e.g., Z-order, Hilbert, Peano) [19,20].  

Using this, a spatial-temporal-

keyword index is created for accessing data 

items satisfying a spatial-temporal or 

keyword-related query constraint, such as an 

IR-tree [21], SIF (Spatial Inverted File) [22], a 

decaying inverted quadtree [23], and so on. 

To retrieve documents, IR-tree [21] uses a 

unified representation of spatial and textual 

relevance’s. Using a block-based inverted file, 

SIF [22] expands IRtree to handle top-k 

spatial-textual searches in bulk. The spatial-

temporal-keyword queries suggested in [23] 

can be executed in real time using the index 

structure of a decaying inverted quadtree. 

Using a quadtree structure, the scalable 
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integrated inverted index [24] partitions the 

data space into cells containing relevant 

keywords and thereby captures the keywords' 

spatial proximity. In [25], researchers 

introduced a new type of index structure, 

which uses an inverted list to combine the 

textual and temporal aspects of documents. 

In [26], a shallow tree is used to narrow the 

search space in the temporal dimension by 

using time stamps, in addition to scanning the 

spatial and textual dimensions. When 

combined with keyword information and the 

temporal dimension, the two hybrid index 

structures introduced in [27] for processing 

spatial-temporal and spatial-keyword 

searches can also enable spatial-temporal-

keyword inquiries. In [28], the spatial, 

temporal, and keyword aspects are all 

handled inside a single index structure, 

allowing for quick and easy resolution of 

spatial-temporal-keyword searches. In [29], 

the authors examine a geographic keyword 

query with temporal awareness, and they 

develop an efficient index structure and 

related algorithms to reduce the search area 

in terms of both spatial-temporal and textual 

characteristics. Unfortunately, the results of 

these research cannot be immediately used to 

the search of spatial-temporal-keyword 

associated items stored in blockchain since 

the index size may not be sufficient to the 

restricted blockchain storage. 

Roadside social-network-based 

querying: In order to meet the rising demand 

for these sorts of services, location-based 

social network programs like Yelp, Google 

Maps, and Facebook Places have sprung up in 

recent years. The users of the social network 

are always linked to their road network 

locations, such as stores, homes, workplaces, 

etc., in such apps, creating a hybrid road-

social network. Distance and range inquiries 

[33], reverse top-k Boolean spatial keyword 

queries [34], collective spatial keyword 

queries [35], and aggregate closest neighbour 

queries [36] are all common forms of queries 

performed on road networks. Similar 

approaches for searching road networks 

provide up exciting new possibilities for users 

of social networks to quickly organize and 

participate in spontaneous offline activities. 

The goal of the cohesion group closest 

neighbour query [37,38] is to return the query 

users with the highest proximity and the 

matching top-k items on a road network by 

leveraging social cohesion between them.  

In order to find a collection of skyline 

cohesive groups where no one group may 

dominate the others, researchers have 

developed the skyline cohesive group query 

[39]. The authors in [40] propose a novel 

index structure PIM-tree for algorithm design 

and pruning, which combines a Partitioned 

Road network, an Inverted Intersection Union 

(I2U) file, and a Check-in and Friendship 

Matrix, and uses a top-k geo-social keyword 

query to retrieve the objects with the spatial-

social-textual constraint (CFM). The index size 

may not be acceptable to the restricted 

blockchain storage, thus while these studies 

do answer certain issues associated with 

geographical, social, or keyword limitations on 

road-social networks, they cannot be directly 

utilized to search spatial-social-keyword 

related items stored in blockchain. 

IoT-related keyword: The Internet of Things 

(IoT) paradigm links physical things in the real 

world to the virtual world, paving the way for 

the development of smart environments and 

applications [41-44]. Due to their 

interconnectivity and data-processing 

capabilities, the billions of smart devices that 

make up an IoT network generate a vast 

quantity of data [45-47]. In light of this, 

analysing such a massive dataset is a crucial 

but challenging endeavour. By employing 

search methods, a program may cherry-pick 

the information that best suits its needs [48, 

49]. Search methods are therefore essential 

to the IoT, but they also present a number of 

difficulties, including the aforementioned 

huge volume, heterogeneity of devices, 
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dynamic availability, resource restriction, and 

real-time data created in a wide variety of 

forms and kinds [50-53]. Data searches in IoT 

sensing networks need to account for query 

efficiency, latency, energy usage, and 

communication cost. 

 Most of the existing literature on IoT 

search engines uses a layered architecture 

[54–56] to handle queries with basic and 

restricted limitations, such as keyword 

searches [54–56], location-based searches 

[55–57], and state-based searches [58]. Micro 

search [50] and google [55] both employ a 

keyword-formatted sensor node to store 

entities, from which users can then query 

matching entities by using the keywords. 

However, the suggested method suffers from 

severe limitations in its data transfer manner, 

making it unfit for use in a highly dynamic, 

expansive network setting. The MAX [56] 

search system can detect real-world objects 

through tags and adjust to mobile queries 

with dynamic information. Broadcasting 

messages, however, creates significant 

communication cost in large-scale network 

setups. For real-world entities in a given state, 

Dyser [58] uses keyword matching.  

Adopting a predictive method can 

boost searching efficiency while cutting down 

on expenses. As a result, Dyser works well in 

environments where there are constraints on 

the available networking resources. In recent 

years, researchers have been studying the 

spatial-temporal restriction in addition to the 

keyword limitation in IoT search engines. To 

address this issue, the developers of IoT-

SVKSearch [59] created a master index server 

and secondary index node servers. In order to 

index the full-text keywords or the time-

stamped, dynamic positions of moving 

objects, a collection of hierarchical trees is 

generated in each index node server. In order 

to handle range and (improved) k closest 

neighbour queries, the SMPKR (Search 

Mechanism over PKR-tree) search engine [60] 

creates an encoding-enabled index approach 

that takes into account the spatial-temporal-

keyword closeness. Unfortunately, because to 

the storage limitations of blockchain, these 

findings cannot be immediately applied to the 

search of IoT data stored in blockchain. 

IoT edge and cloud computing search 

collaboration: Furthermore, it is necessary to 

execute data analysis as close to the smart 

devices or base station as feasible to decrease 

the processing and transmission latency in IoT 

networks. Fog computing [61–63] refers to 

distributed computing that makes use of 

locally available resources, and it has the 

potential to extend cloud services to the 

network's periphery, where they may be used 

for things like low-latency online analysis of 

large amounts of data in real time. The 

method suggested in [67] uses fog computing 

and a priority-aware index tree to process a 

flood of continuous multi-dimensional top-k 

searches in WSNs. When the cloud and WSNs 

are linked via a fog layer, near-real-time data 

transfer from WSNs to the cloud is possible. 

Two types of spatial indexes are built in CECSE 

(Collaborative Edge-cloud Cache Search 

Engine) [68] to improve search efficiency and 

decrease search latency by identifying and 

classifying activity regions with different 

frequencies.  

The reasoning for this is because using 

fog and cloud caching may greatly reduce 

network traffic and service latency in IoT 

networks [69-71]. In [72], the authors offer a 

new method for cloud-edge storage that 

allows for safe data searching and sharing. 

While the system does provide for more 

security, it does cause additional computation 

and communication overhead when 

uploading and exchanging data. Generation of 

keyword search trapdoors reduces data 

search's communication and computational 

cost. To provide fine-grained access control 

and search, LFGS (Lightweight Fine-Grained 

Search) [73] moves some of the storage and 

compute burden from end users to 

strategically placed edge nodes. In [74], we 
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find a data processing system that uses both 

fog and cloud computing to centrally manage 

data preparation, storage, and search.  

At initially, the edge node processes 

all of the unprocessed data. Data that can't 

wait are used and stored locally, while data 

that can be searched using a retrieval feature 

tree (RF-tree) or a hash value tree are 

uploaded to the cloud (ID-AVL tree). As a 

result, the suggested method increases 

retrieval efficiency while decreasing network 

and cloud data transmission and storage 

needs. To ensure the semantic security of 

outsourced ciphertexts, ESPE (Edge-aided 

Searchable Public-key Encryption) [75] takes 

use of the edge-cloud architecture and 

provides a searchable public-key encryption 

technique with the help of edge. With this 

method, the expensive cryptographic 

operations of industrial IoT devices may be 

offloaded to the neighbouring edge node for 

rapid computing, drastically lowering the 

costs of transmission and decryption. 

Unfortunately, because to blockchain's 

storage limitations, these research' 

conclusions about improving the efficiency, 

latency, security, and privacy of search in 

collaborative IoT-Edge-Cloud storage cannot 

be extended directly to searching IoT data 

stored in blockchain. 

 
Fig. 2. System structure for search in cloud computing via blockchain. [1] 

A growing number of people and 

businesses are eager to transfer their data to 

cloud computing platforms due to its endless 

storage and processing resources, low costs, 

and ease of use [76–79]. It is necessary to 

encrypt data prior to outsourcing it to the 

cloud in order to protect user privacy and 

maintain search capabilities [80–82]. Many 

essential and difficult challenges, such as user-

server-side verifiability and a fair payment 

mechanism without a trusted third party, 

have not been thoroughly studied in existing 

search algorithms over encrypted data. As an 

illustration, in the universal payment model, a 

malevolent cloud may deliver incorrect results 

or even mismatched papers in order to cheat 

for financial gain, while the client would be 

left holding the bag for not receiving the right 

result and hence incurring financial loss [83]. 

This seems to necessitate a more secure 

search technique over encrypted data, one 

that can not only identify illicit cloud activity 

but also safeguard client benefits with an in-

built fairness mechanism.  

To combat issues like hostile or 

hacked nodes [84], online keyword guessing 



NEUROQUANTOLOGY | OCTOBER 2022 | VOLUME 20 | ISSUE 12 | PAGE 120-150| DOI: 10.14704/NQ.2022.20.12.NQ77013                                   
G. Sreenivasulu / CURRENT RESEARCH AND FUTURE POTENTIAL OF BLOCKCHAIN SEARCH ENGINES FOR IOT NETWORKS 
 

                                                                                                                                                                               

www.neuroquantology.com 

eISSN 1303-5150   

 

          127 

attacks [85], unfair payment [86-88], data 

sharing and key leakage [88-90], and data 

integrity and security [91-93], blockchain 

approaches are increasingly being considered. 

In Fig. 2 we see the four components of the 

search system: the data owner, the client, the 

cloud server, and the blockchain. When 

storing information in the cloud, the data's 

rightful owner generates a password-

protected index and encrypted copy of the 

file. With the aid of blockchain, the client 

conducts a search query and uploads it to the 

cloud for result return, where it is verified and 

fair payment is achieved. All these projects 

use blockchain to address issues with trust 

and compensation. However, this creates 

expenses for blockchain in order to ensure 

safety and equity. we survey the related 

researches on search in blockchain, as the 

application of blockchain technology can bring 

some benefits for search in cloud computing, 

but it is more efficient and possible to ensure 

these search merits directly from blockchain 

storage because of the following advantages. 

The blockchain technology functions normally 

in a decentralized network where no central 

authority is required.  

• All users may inquire about past 

transactions, making Blockchain a trustworthy 

system. Pseudonymity is achieved in the 

Blockchain system by recording transactions 

using publicly available pseudonymous 

addresses and by concealing the identities of 

nodes. The decentralized, peer-to-peer nature 

of the blockchain system makes it possible for 

all nodes to equally weigh in on choices. A 

blockchain's smart contracts can execute 

tasks including generating transactions, 

making decisions, and storing data 

mechanically. Despite its decentralized 

nature, the Blockchain system guarantees 

reliability through the use of a consensus 

procedure executed by all participating nodes. 

Payment integrity is ensured using the 

Blockchain technology, which eliminates the 

need for a trusted third party. 

3. BLOCKCHAIN BACKGROUND 

Blockchain is a technique for 

facilitating consensus between numerous 

parties in regards to incremented blocks of 

data. To create the blockchain's underlying 

data structure—the hash chain—each block 

must first be hashed. This process may be 

encrypted using a hashing function in 

cryptography. 

Constituent parts: It is important to 

remember that the user creates a transaction 

by feeding in a sequence of UTXO, which 

reflect the current state of the Bitcoin 

network. Meanwhile, Ethereum uses a 160-bit 

identifier called the State Root to describe the 

global state. Blocks in a chained structure, 

which are built using identical blocks, often 

contain the following data fields, as shown in 

Fig. 3. In the first, known as the block header, 

the following components predominate: 

 
Fig. 3. A chained structure of blockchain [1] 
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Fig. 4. Merkle Hash Tree [1] 

For the hash chain to work, the 

"previous hash" must be the hash value of the 

prior block.The time stamp indicates the 

precise moment the block was inserted into 

the chain.  MerkleRoot: It is the root hash 

value computed from all the transactions in 

the current Bitcoin block using the Merkle 

Hash Tree, as illustrated in Fig. 4, or its 

variations such as the Merkle Patricia Trie 

Tree [94], the Merkle B-tree [95], or the 

Merkle KD-tree [96]. 

 • StateRoot: This is the hash value at 

the tree's root that is calculated using a 

Merkle Patricia Trie Tree from the hashes of 

all Ethereum transfer transactions. TxRoot is 

the root hash value of the current Ethereum 

block's transactions, calculated using a Merkle 

Tree. ReceiptRoot is the Merkle Tree root 

hash value of all the receipt data in the 

current Ethereum block. 

It is important to remember that the 

user creates a transaction by feeding in a 

sequence of UTXO, which reflect the current 

state of the Bitcoin network. For Ethereum, 

the state is represented by a "wallet," a 

unique identifier that is 160 bits in length. The 

second provides the current block's worth of 

transactions, which mostly consists of the 

following: The input is the address where the 

communication is beginning. In other words, 

the output is the final destination's physical 

address. The number of input tokens that 

were successfully transmitted, denoted by 

"Value." What we mean by "data" in this 

context is the information provided in the 

input's attachments. After a transaction has 

been verified and recorded in a blockchain, 

the value of the data it represents can no 

longer be changed or falsified. The length of 

transaction data in Bitcoin varies with the 

value of the initial byte, but with Ethereum, 

there is no such restriction. Signature is a 

value attached to a specific transaction that 

has been signed using the input key. In 

addition, there are several blockchain 

architectures that enhance blockchain 

functionality in the following ways: I knew 

block types, such as Bitcoin-NG [97], which 

seeks to increase Bitcoin's throughput by 

implementing Key blocks and Macroblocks; (ii) 

new block structures, such as Fruit chains 

[99], which provides an alternative structure 

to the blockchain and separates the 

processing of transactions and blocks; (iii) new 

block types, such as Bitcoin-NG [97], which 

seeks to increase Bitcoin's throughput by 

implementing Key blocks and Macroblocks; 

(iv) new 
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Mining blocks: Data is added to the 

blockchain through the mining process, which 

consists of producing blocks. The most 

common method of mining in practice is the 

proof of work [103], which seals off the blocks 

and makes the transaction history 

unchangeable. Complex mathematical 

puzzles, which are updated periodically, must 

be solved by mining nodes and accepted by all 

miners. After the node verifies the 

transactions and solves the puzzle, the block is 

sent to the blockchain. To further ensure that 

the deliverer is not forging the block, other 

mining nodes verify its integrity. After the 

miners validate a block, it is added to the 

blockchain and the sender receives payment 

in bitcoin. In this case, consensus has been 

reached by the greater number. Nakamoto's 

Consensus [104], the GHOST (Greedy Heaviest 

Observed Subtree) protocol [105], the POS 

(Proof of Stake) protocol [106], and the DPoS 

(Delegated Proof of Stake) protocol [107] are 

all examples of consensus protocols used to 

verify nodes in the public blockchain before 

they can participate in block mining. However, 

in consortium blockchains or private 

blockchains that don't rely on the monetary 

system, the nodes have stricter standards for 

the reliability of each other. Because of this, 

the classic consensus algorithms like PBFT 

(Practical Byzantine Fault Tolerance) [108], 

Paxos [109], Raft [110], etc., have largely 

replaced their more modern counterparts. 

The blocks that include the transactions and 

state transfers are generated by the 

consensus algorithm, making it crucial to the 

blockchain's functionality [111]. Unless more 

than half of the mining nodes are hacked, it is 

difficult to forge using this method. Therefore, 

blockchain creates a trustworthy network 

where members may jointly preserve the 

block information without having to put their 

faith in any one node. 

Conventional Contracting Meets the 

Future. Nick Szabo initially proposed the 

notion of a smart contract in 1997 [112]. A 

smart contract is a computer program 

consisting of a set of trustworthy symbolic 

protocols. There is no need for an impartial 

third party to oversee the operation of the 

contract. Smart contracts provide a large 

number of APIs and are designed to handle 

increasingly complex scenarios. Using these 

APIs, programmers may create sophisticated 

protocols for communication between nodes 

[113]. The miners run the code, and the 

blockchain consensus process ensures the 

validity, semantic equivalence, and non-

tampering of the contracts they execute. 

Ethereum's smart contracts run on the 

blockchain in a bytecode format and are 

executed by a Virtual Machine [114]. In 

Ethereum, where data cannot be rejected or 

altered, miners must agree on how to store 

data and carry out calculations. Additionally, 

the smart contract is implemented to lessen 

the burden of administration and service 

expenses while simultaneously increasing 

safety. 

Credible information architecture: There has 

been much research on verifiable query 

processing algorithms [115] to ensure the 

integrity of the query result that is challenged 

by a trust less service provider. Generally 

speaking, methods based on an authenticated 

data structure are more effective because of 

how they optimize for individual requests. 

Digital signature [116] and Merkle Hash Tree 

[117] are two of the most fundamental data 

structures that are used here to act as 

authenticated data structures. A digital 

signature is a kind of message authentication 

that is generated using asymmetric 

cryptography. It is not scalable to huge 

datasets since each data record must be 

signed in order to provide verified searches. 

The structure of a Merkle Hash Tree is 

analogous to that of a tree hierarchy. Each 

entry in a leaf node is given the data record's 

hash digest, whereas each entry in an internal 

node is given the digest computed from its 

children.  
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Meanwhile, the data owners sign the 

root digest of the Merkle Hash Tree. Using 

this, a minimal set of verification objects or 

hashes may be provided to confirm the 

authenticity and integrity of the data records 

included inside blocks. Because of this, with 

some tweaks, Merkle Hash Tree may be used 

in blockchain systems. [118] Access to the 

blockchain: There are two broad kinds of 

blockchain systems based on how they 

manage user access to the network: Bitcoin 

and Ethereum are examples of permissionless 

blockchains, whereas Hyperledger-Fabric and 

Ripple are examples of permissioned 

blockchains, which restrict access to the 

network and its contents based on a set of 

access restrictions. Since each blockchain uses 

a unique database and data storage method, 

a search that works for one blockchain may 

not work for another. We'll talk more about 

this as part of our analysis of relevant search 

works below. 

4. SEARCH FUNDAMENTALS 

4.1. Classification of search techniques 

This section provides an overview of 

how blockchain search engines are currently 

being studied and categorized. Current works 

mostly employ the following three structures 

to boost search performance, all of which are 

based on the core data organization and 

storage structure. Improved search efficiency 

is achieved through the use of a 

fingerprint/tag/pointer structure to obtain 

and return query results from the distributed 

data storage. In order to enhance search 

performance, we have restructured our 

databases and now get query results by 

moving data to new locations.  

• Authenticated index structure: 

Authenticated index structures are used to 

obtain and confirm the soundness and 

completeness of query results. Current 

studies mostly concentrate on keyword-based 

search, along with some additional search 

contents investigated, such as transaction, 

history, balance, Boolean range search, time-

window search, spatial-temporal search, and 

so on, depending on the data's applicability 

and utility in various situations. The retrieved 

transactions are based on the keywords used 

in the search. For instance, you may look for 

all the purchases that included the word 

"Beijing."  

• Search that doesn't rely on 

keywords to obtain results identifies financial 

dealings by their structure and other 

characteristics. For instance, finding the deals 

at a specific "time instance" that describe 

"picture" information. 

4.2. Search requirements 

When a blockchain application is built, 

it is tailored to a particular industry so that it 

can carry out the unique activities required by 

that industry. As a result, it creates a concrete 

goal that takes into account the needs 

stemming from the aims of the sector. In 

order to give better solutions to achieve these 

goals, search for the blockchain apps should 

account for search needs. The search system 

you use should take into account your need 

for efficiency and offer your ideas that will 

help you achieve that goal. Time is 

money;thus, a search engine has to factor in 

how long it takes to do a search on the 

blockchain and how long it takes to compute 

the results.  

• Throughput: Search systems need to 

think about how many requests/transactions 

they have to execute in a certain amount of 

time. The price of sending a query to a 

database and receiving the results back 

should be kept to a minimum for a search 

engine to be efficient. The computational 

effort required to execute and validate certain 

operations in Ethereum's search system is a 

good proxy for the gas cost associated with 

doing so. The search engine must take into 

account the amount of privacy protection 

required by the user and the data supplier. It 

seeks to protect the privacy, security, and 

accessibility of data stored on a blockchain. 
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This feature ensures that the information 

stored in a blockchain remains private. When 

doing a search or gaining access to only 

certain blocks of data, the search pattern 

might be concealed.  

• Soundness: This feature ensures 

that any attempt by a server to breach the 

agreement will be discovered. All of the 

returned search results must also originate 

from the data provider and meet the criteria 

of the original query. This feature protects 

sensitive information from prying eyes by 

keeping search requests and data files private. 

Additionally, it strives to conceal from the 

attacker whether or not the newly inserted 

document contains the previously searched-

for data.  

• Integrity: This ensures that 

information cannot be altered while it is in 

storage or in motion. 

 • Verifiability: This feature is used to 

check that search results are accurate and 

comprehensive. 

 • Access control is the ability to limit 

who has access to which resources and when. 

If the clients are legitimate, the data supplier 

will also provide them the decryption key and 

permission to access the data. Here, the data 

supplier has completed say over who may 

access their information. All parties engaged 

in a search system need to keep in mind that 

only when users pay for both their search 

tasks and access to the data provider's data 

will they receive accurate results. An 

examination of the incentive system in 

financial applications provides the foundation 

for a fairness conclusion. Loosely speaking, 

the process of fairness compels all parties to 

make accurate calculations. If one of the 

parties breaches this contract, he will receive 

no benefits: To summarize, in both the single-

user and multi-user settings, the client should 

acquire accurate search results if he pays for 

his search tasks and the access to the data 

provider's data, while the executor and data 

provider should make money if they honestly 

comply with the agreement. By making the 

transcription public and selling it for things 

like search tokens, the data supplier benefits 

financially. 

5. SEARCH IN BLOCKCHAIN 

The current state of the art in 

blockchain search engine research is 

discussed. We define the associated idea for 

each of the examined works of literature and 

elaborate on its storage structure, query type, 

search strategy, and drawbacks. Due to its 

inflexibility, lack of scalability, and limited 

storage capacity, blockchain is unable to 

handle complicated activities in a timely, cost-

effective, and user-friendly manner. In order 

to facilitate efficient and privacy-preserving 

query, some researchers have proposed using 

fingerprint/tag/pointer et al. to access the 

encrypted data in the decentralized storage 

[119–124], or reorganizing the block and 

transaction information into the designed 

databases [125–128] and then verification 

[96,129–131].Indexing and retrieval using 

fingerprint/tag/pointer structure 5.1 

An elegant way for a client to access 

the requested encrypted data is searching 

based on fingerprint/tag/pointer structure. 

While the encrypted keyword 

fingerprint/tag/pointer is kept by the 

permissionless/permissioned blockchain, the 

encrypted dataset is saved in a distributed 

and decentralized way. As a result, the 

encrypted keyword fingerprint/tag/pointer 

may be utilized for indexing, allowing for a 

speedy means of searching for relevant 

encrypted documents. In order to speed up 

the search process and prevent downloading 

unnecessary data, clients interact with the 

nodes and content in a blockchain to obtain a 

fingerprint of the exact data content in 

response to a query. The client then accesses 

the distributed data store to get the 

fingerprint/tag/pointer-based encrypted 

documents. Structure of the relevant search 

system is depicted in Fig. 5. 
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Do et al. [119] use the blockchain 

technology to implement a search engine that 

provides a safe keyword search service over a 

network of databases. The content of the 

paper is not stored in the blockchain. So that 

clients may connect to the distributed hash 

table through blockchain, it simply stores the 

fingerprint generated using the hash function. 

The blockchain only stores the document that 

contains the ciphertext keywords. The 

suggested search strategy checks if the 

trapdoor keyword matches the ciphertext 

encrypted by the smart contract or the peers 

of the blockchain. The system uses distributed 

proof-of-retrievability to guarantee the 

reliability of its data storage, and it provides 

data consumers with a method of obtaining 

credentials that protects their anonymity. 

However, no review or comparison of search 

performance has been provided by the 

authors. Searchable encrypted data kept on a 

permissioned and distributed ledger 

blockchain network is made more efficient via 

the use of keywords with the help of a unique 

framework presented by Tahir et al. [120]. To 

prevent separate attacks and ensure search 

security at higher levels, the suggested system 

makes advantage of the trapdoors produced 

by a master key, an index table, and a smart 

contract. When using the trapdoors, only an 

encrypted set of transaction IDs is detected 

and returned, which must be decrypted in 

order to recover the transaction id and hence 

get the appropriate data blocks. If numerous 

linked transaction ids are returned, however, 

it is necessary to sequentially scan the 

connected data blocks, which is a time-

consuming process. Additionally, the search 

performance is uncertain because the authors 

have not provided any assessment and 

comparison. 

 
Fig. 5. System structure I for search in blockchain. [1] 

Using Ethereum, a public blockchain, 

Hu et al. [121] offer a decentralized privacy-

preserving search strategy to ensure that the 

data source does not need to complete 

verifications with the help of a smart contract 

in order to receive reliable search results. The 

authors also provide a unique fairness 

mechanism and develop a fair privacy-

preserving search system, in which all users, 

whether in a single-user or multi-user 

environment, are treated equally and 

encouraged to make accurate calculations. 
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However, due to the high cost of eth/etc. 

required to conduct the sophisticated search 

work on a smart contract, the 

aforementioned techniques have a limited 

scalability and significant overhead.  

A decentralized privacy-preserving 

search technique using the private blockchain 

is also proposed by Hu et al. [123]. In the 

proposed system, users may choose from a 

pool of verified and reputable service 

providers. In contrast to [121], this method 

handles massive data sets and allows only 

verified users to join its private blockchain 

network. Since the private blockchain makes 

use of a more efficient consensus process, it is 

more productive than [121], despite the two 

using the same encrypted index structure. On 

the other hand, smart contracts incur 

additional overhead in terms of time spent 

finding, updating, and calculating for both 

public and private blockchains. In light of the 

fact that multiple queries may result in 

additional costs for the client, Jiang et al. 

[122] investigate a new cooperative search 

scheme in blockchain-based data markets, in 

which the pricing cost for each query is 

distributed between I owner, who is 

compensated for his data ownership, and (ii) 

miner, who is rewarded by query search, via a 

smart contract and gas system. With the 

restriction that the resultant integrated query 

is not much bigger than any of its original 

questions in terms of the number of 

keywords, the cost can be decreased by 

combining numerous searches into a group.  

However, the suggested technique 

provides just a split of groups based on 

keywords, which are used as query criteria. As 

more sophisticated query requirements may 

increase computing, communication, and gas 

cost, it is increasingly important to think 

about other constraint constraints, such as 

spatial-temporal aspects paired with 

keywords. A dynamically efficient approach 

for doing encrypted keyword search on 

distributed storage is proposed by Cai et al. 

[133]. Each file and its index will remain in the 

same service peer under the proposed 

system, reducing the communication cost of a 

search query. In addition, the scheme uses 

the smart contract to store encrypted search 

logs (evidence) on the blockchain, and it 

creates a fair protocol to manage disputes and 

provide fair pay-outs. The suggested system 

forms an arbiter committee with the 

presumption that more than two-thirds of the 

service peers on the committee are 

trustworthy.  

This is unrealistic since it ignores the 

possibility of coordinated hacking and fraud. 

In their research, Zhang et al. [132] examine a 

new method for enabling encrypted keyword 

searches in a blockchain-based distributed 

ledger with centralized data storage. The 

proposed scheme is built around I the 

Suppressed Merkle inverted index, which has 

a logarithmic maintenance cost but allows for 

efficient query processing and result 

verification, and (ii) the Chameleon inverted 

index, which uses the chameleon vector 

commitment to achieve a constant 

maintenance cost. More than that, the 

suggested indexes have authenticated query 

algorithms designed for them. This article 

includes a security proof and an analysis of 

the proposed scheme's performance on real-

world Ethereum datasets. Experimental 

findings show that the suggested technique 

successfully balances high query performance 

with drastically reduced on-chain 

maintenance costs. Users must verify the 

accuracy and completeness of search results 

and should not blindly trust the system's 

service providers. 

A search that doesn't rely on 

keywords... Using GPUs to speed up 

blockchain search is an idea proposed by 

Morishima et al. [124]. In order to make the 

most of the blockchain functionality, the 

authors provide an array-based Patricia tree 

structure optimized for GPUs. Since the array 

is built by append-only write queries in a 
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blockchain, it may grow in size dramatically as 

the number of keys increases. This is because 

the array stores each vertex of the Patricia 

tree representing the keys in the order they 

were added. All the aforementioned research 

summarizes how search functions on 

permissioned/permissionless blockchains, 

where the majority of encrypted indexes or 

tags are maintained in blockchain and the 

actual data is obtained.  

 It is impractical to obtain all the 

data/block one at a time using the basic 

pointer structure due to the real-time 

necessity of a batch of data from a large-scale 

deployment of the IoT devices. Pointer's 

storage benefit can be used with index 

mechanism and likely cross chain retrieval 

techniques to improve the search efficiency of 

numerous associated blocks or data. Since 

most search works provide a time 

performance metric and a security analysis, it 

is clear that blockchain only needs to have a 

minimal amount of storage on hand in order 

to guarantee search performance. The linked 

paper takes into account the gas utilization 

and fairness in permissionless blockchain in 

further detail. Permissioned blockchains are 

able to query unlimited amounts of data since 

there is no gas cap. 

 
Fig. 6. System structure II for search in blockchain. [1] 

5.2. Searching based on reorganized 

database structure 

With the support of privacy 

protection and verification, search based on a 

rearranged database structure may efficiently 

offer a wide range of query services. The 

blockchain technology creates a public ledger 

by recording each user's transactions in 

chronological blocks. The blockchain's blocks 

and transactions are then retrieved by the 

middleware layer, which efficiently re-

organizes the data in the database in order to 

present the client with a number of query 

options. To that end, Fig. 6 depicts the 

organizational framework of a search system. 

A search that doesn't rely on 

keywords... Verifiable search services for 

blockchain-powered systems are proposed by 

Peng et al. [125], who also provide an efficient 

query layer. To facilitate various query 

services, such as block query and transaction 

inquiry, the middleware layer extracts the 

transactions from the underlying blockchain 

system and arranges them into databases. 
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Each built database is given a cryptographic 

hash value to prevent middleware from saving 

the spoofed information. The miners first 

authenticate the database fingerprint, i.e., the 

hash value and some database attributes, and 

then record them in the blockchain. If you 

want to improve the speed of your searches 

without having to go through the trouble of 

querying each and every block in the 

blockchain, you may do so by building a new 

three-layer architecture for the blockchain's 

storage. 

 The drawback is that it creates 

update and calculation cost in the key 

database as new transactions and blocks will 

be continually created, and the databases 

require to be updated to handle various 

search services in a more effective and timely 

manner. Xie et al. [126] adopt a two-step 

private information retrieval to ensure that 

the necessary transactions from trust less full 

nodes may be obtained by lightweight clients 

without information leaking. Meanwhile, it 

considerably minimizes the communication 

overhead between the complete node and 

the lightweight client. To facilitate the 

lightweight client's access to the transaction 

and related simplified payment verification 

evidence, the authors reorganize the 

blockchain data into two types of relevant 

databases, namely, an index database and a 

database of transaction files. However, with 

the arrival of the new block, two databases 

need to be updated, resulting to greater 

update cost for merely searching recent 

transactions.  

There is also a lack of thorough study 

and comparison of the suggested system's 

performance. In order to provide several 

search parameters, Pratama et al. [127] plan 

blockchain data retrieval's architecture. Data 

searching is simplified when numerous criteria 

are used. In addition, various analytical 

functions are provided to enhance the overall 

capabilities of the query layer system, which is 

used to conduct the actual queries. The three 

primary query functionalities presented in this 

paper are I retrieval query, which allows users 

to locate blockchain data according to 

multiple search parameters, (ii) aggregate 

query, which provides some elementary 

statistical analysis for a collection of 

blockchain data, and (iii) ranking query, which 

ranks blockchain data according to its 

blockchain component. However, the query 

layer technology involved in extracting and 

transforming blockchain data into database 

objects is just briefly presented and discussed, 

with no specifics provided on how to actually 

implement it. Additionally, there is a lack of 

comprehensive performance comparison and 

evaluation of the suggested system. A 

distributed database is characterized by its 

lack of a centralized data repository. It has 

fast query processing and a well-formed data 

type, but it can't guarantee the accuracy of 

the information. 

Muzammal et al. [128] present 

ChainSQL, a new blockchain-based database 

solution that integrates the blockchain with 

distributed databases, to enhance safety. As a 

middleware, three use cases are implemented 

between the user application and the 

database: I a tamper-resistant multi-active 

database, (ii) a data-level disaster recovery 

backup, (iii) an audit middleware. The 

resulting search method combines the 

trustworthiness of blockchain technology with 

the speed of distributed database query 

processing. However, there hasn't been 

enough work put into testing the proposed 

system to draw any firm conclusions about 

how much it would cost to execute a smart 

contract or how much it will cost to verify the 

results of  

Linoy et al. [136] suggest a search 

strategy that makes use of Hadoop, a scalable 

distributed processing and storage system, to 

deal with the growing volume of blockchain 

data. Hadoop's MapReduce processes 

download and synchronize data from the 

chain, and then store it in HDFS (Hadoop 
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Distributed File System) using an in-memory B 

+Tree-based index. For obtaining blockchain 

blocks and transaction details, the search 

mechanism allows for queries written in SQL 

(Structured Query Language). In addition, it 

uses a secret information retrieval method to 

protect user privacy during the search. Even 

though it achieves excellent query efficiency 

in experiments, it is not compared to other 

state-of-the-art models to gauge its true 

performance. The benefits and drawbacks of 

the most recent search methods, which are 

based on the rearranged database structure, 

are outlined. Metadata descriptions of items 

and smart devices are predicted to rise at a 

more modest rate than the size of IoT 

networks, while the data created by smart 

devices is expected to increase exponentially.  

Due to the potential high cost of both 

building and verifying such a blockchain, it is 

still difficult to conduct such a search 

efficiently. However, due to the time-sensitive 

nature of IoT data, ensuring data consistency 

between built databases and the underlying 

blockchain system can be challenging due to 

the need for frequent database re-

construction, storage, and verification. In a 

scenario where smart devices are deployed on 

a massive scale, it would be impractical to 

constantly extract, reconstruct, and verify the 

real-time data being produced. In addition, 

the complexity of re-constructing and 

verifying databases is heightened by the many 

types of IoT data and the varying needs of 

individual users. The effectiveness of 

blockchain search systems may be improved 

by combining IoT data management and 

retrieval techniques with a restructured 

database strategy. In addition, we provide a 

summary of the relevant blockchain features, 

a summary of the measurement performance, 

a summary of the considered search 

requirements of existing surveys and the 

related solutions, and a summary of the 

information concerned by existing surveys. As 

we can see, most of the relevant research 

works are concerned with measuring time and 

throughput, or ensuring the authenticity, 

reliability, and consistency of a system. Since 

most search is turned into rearranged 

databases, blockchain's performance is not 

evaluated in the aforementioned polls. It is 

required to provide a more in-depth study of 

the costs associated with blockchain 

verification and other processes. Related 

search infrastructure opts for Ethereum, 

Bitcoin, and Ripple as the underlying 

blockchain because to the need for high 

throughput and fast confirmation of results. 

5.3. Searching based on authenticated index 

structure  

A blockchain-maintained authenticated 

index structure may be used to efficiently 

enable authenticated queries and guarantee 

the completeness and soundness of search 

results; this structure is used to organize the 

data in blockchain. During a query, a client 

first makes a request to a full node, which is 

responsible for validating all network 

transactions and maintains both the block 

header and block body. The complete node 

not only conducts the query using the 

authorized index, but also appends 

verification information to verification objects 

before returning both the results and the 

verification objects to the client. To that end, 

Fig. 6 depicts the organizational framework of 

a search system. What follows is a summary 

of how non-keyword search is currently being 

treated in studies.  

A search that doesn't rely on keywords. 

The method provided by Zhu et al. [129] 

provides relational meaning to information 

stored in history blocks. This means that all 

blockchain data exists as multi-attribute 

relations among blocks. To speed up data 

access, three types of index mechanisms (i.e., 

Block-level B +-tree, Table-level Bitmap Index, 

and Layered index) are designed to answer 

the corresponding range query, such as I 

obtaining a block according to block id, 

transaction id, or timestamp, (ii) obtaining 
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tuples that are with the same transaction 

type, and (iii) obtaining transactions given 

some conditions. In addition, to boost the 

effectiveness of both execution and 

verification, the authors build an 

authenticated index structure according to 

layered index and return verification objects 

based on it. The suggested search strategy 

benefits from using a relational semantics and 

stacked index to improve search performance.  

The execution time and computation 

cost may grow exponentially with the size of 

the verification object if the request data span 

a large number of blocks, as the verification 

object incorporates the search results and the 

corresponding sibling hash values in the query 

path of each block that contains the search 

results into its total size. Currently, the vast 

majority of relevant studies are dedicated 

solely to providing basic query limitations 

(e.g., a single phrase search) by relying on 

symmetric encryption techniques that allow 

the data source to independently verify the 

authenticity of query results. Though several 

searchable symmetric encryption techniques 

already exist, it is not apparent how to make 

them verifiable such that they may handle 

complex data structures and expressive 

searches like Boolean queries and structured 

data without imposing an undue financial 

burden on the data source. 

 Boolean range inquiries and 

subscription questions are often used in 

blockchain applications, and Xu et al. [130] 

focus on these types of queries to address this 

issue. This work is the first of its kind that uses 

a built-in authenticated data structure and a 

returned verification object to verify the 

integrity of a blockchain database's queries. 

The suggested solution, however, does not 

address the gas-efficient issue of the 

authenticated data structure. To solve this 

problem, Zhang et al. [131] offer a gas-

efficient Merkle Merge Tree, called a GEM2-

tree, that can be effectively managed on the 

blockchain. With its efficient handling of 

authorized range requests, the smart 

contract's storage and calculation costs are 

drastically cut down. To verify results, we 

compute the root hash on the fly by 

suppressing internal nodes of the GEM2 -tree. 

Moreover, an enhanced GEM2 -tree is 

planned to lessen the burden of upkeep while 

keeping the query performance the same.  

The multi-user setup, in which all 

authorized users can search the data 

provider's shared files, is not considered in 

the proposed method. Additional research on 

other authenticated inquiries, such as 

keyword and aggregate searches, and the 

development of gas-efficient data structures 

for these is crucial. Block directed acyclic 

networks are proposed by Qu et al. [96] as an 

alternative to sequential blockchain access for 

storing spatial-temporal data. A block space 

index is used throughout the query system to 

guarantee the uncorrupted body of the block 

at all times. Meanwhile, a Merkle Patricia Tree 

variation is used to track the worldwide 

position update. In particular, by traversing 

block headers, the presented approach may 

perform spatial-temporal queries directly on 

chains of directed acyclic networks.  

The search system is able to handle 

basic spatial-temporal searches, but it is 

unable to carry out more complicated 

inquiries that involve several constraint 

requirements, such as a spatial-temporal 

query in addition to a keywords requirement. 

FalconDB is presented by Peng et al. [140], 

where a distributed blockchain network is 

used to keep servers and clients in sync. The 

client just saves the block headers, whereas 

the server stores the whole database with all 

of the authorized data structures. FalconDB 

stores the digests produced from authorized 

data structures and uses these for 

query/update authentication via the database 

servers, which clients can utilize as verification 

interfaces. Smart contracts are used to 

enforce the incentive model and offer 

penalties for dishonest activities, ensuring the 



NEUROQUANTOLOGY | OCTOBER 2022 | VOLUME 20 | ISSUE 12 | PAGE 120-150| DOI: 10.14704/NQ.2022.20.12.NQ77013                                   
G. Sreenivasulu / CURRENT RESEARCH AND FUTURE POTENTIAL OF BLOCKCHAIN SEARCH ENGINES FOR IOT NETWORKS 
 

                                                                                                                                                                               

www.neuroquantology.com 

eISSN 1303-5150   

 

          138 

service supplied by the server node. A smart 

contract's execution cost, however, is not 

quantified. FalconDB improves user 

collaboration with respect to efficiency, 

storage cost, and security, but it comes at a 

significant price in terms of verification and 

consensus cost. An improved and more secure 

blockchain search approach for IoT-related 

application domains is possible through the 

use of an efficient authenticated index to 

search IoT data transactions.  

Due to the potential for significant 

verification costs and a sizable verification 

object, managing such a structure on a large-

scale IoT network is no simple undertaking. 

Furthermore, the ever-expanding scale and 

dynamic nature of the IoT network, where the 

data is created at high volume, velocity, and 

kinds, makes it difficult to readily meet the 

complicated needs from diverse users. For the 

many varieties of real-time IoT data 

transaction, a new sort of storage structure 

and authentication contract is required. The 

goal is to reduce verification and 

communication costs while simultaneously 

increasing the accuracy and completeness of 

search results for many users.  

5.4. Other researches 

The search of payment systems in 

blockchain, the searching of data in semantic 

blockchain, the search utilizing sharding 

mechanism, and the search in other 

distributed systems will all be discussed, as 

will the search of electronic medical records 

paired with blockchain. Granular Access 

Authorization is a proposed architecture by 

Zhang et al. [138] for blockchain-powered 

electronic medical records. It can handle 

versatile queries that provide an authorization 

scheme and access model. Different degrees 

of permission granularity are possible within 

the access model. On the other side, it can 

keep working with the blockchain and even 

improve compatibility with it. However, there 

hasn't been enough time spent on 

performance testing the suggested design. It's 

important to remember that the blockchain 

infrastructure already contains many user-

generated smart contracts. Up light of this, 

Tran et al. [137] introduce a new kind of 

search engine that is tied in with a smart 

contract on the blockchain. Users can utilize 

examples of comparable smart contracts that 

blockchain generates and saves to help them 

verify their own work. 

 There hasn't been much time spent 

on gauging the planned system's 

effectiveness, though. Integrating Semantic 

Web capabilities into blockchain architecture 

is the heart of the semantic blockchain 

concept. In order to address the current 

difficulties in cross-chain interoperability and 

resource sharing, the semantic blockchain 

proposes a semantic processing layer on top 

of the conventional blockchain, which use 

standard ontology to represent data 

(including blockchain metadata and content) 

[143]. At the moment, BLONDiE (blockchain 

ontology with dynamic extensibility) [144] and 

EthOn [145] are the most widely used 

blockchain ontologies (ethereum Ontology). 

Block header metadata and transaction data 

may be expressed as RDF (Resource 

Description Framework) triples using such 

ontologies, and SPARQL (SPARQL protocol and 

RDF query language) [146] can be used to 

access data stored in RDF format using a 

query language. A specialized SPARQL engine 

may be used to search for relevant data if the 

blockchain employs ontology and RDF to 

represent the block information and content. 

The block content is often stored in off-chain 

repositories like RDF databases (like RDF4J) or 

other NoSQL (Not Only SQL) databases, 

allowing semantic blockchains to lower the 

cost of on-chain storage by keeping only the 

metadata of block headers. This also makes it 

easier to use SPARQL and other native NoSQL 

query languages to search semantic 

blockchain data.  

The sharding approach has the 

obvious benefit of increasing both the 
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blockchain's scalability and the speed at which 

transactions may be processed. Participants in 

the food supply chain, validators, and a 

blockchain query manager make up the three 

tiers of the network proposed by Malik et al. 

[141]. Distribution network members 

categorize products by area. Transactions are 

processed in parallel by validators in each 

shard, which greatly enhances scalability. 

When a consumer submits a query request, 

the query manager quickly queries the system 

and verifies the results. The framework of the 

domain-based static sharding system 

developed by Yoo et al. [142] separates the 

shard into two parts: the local shard and the 

global shard. Through the use of smart 

contracts, node verification assures the 

atomicity and isolation of shard-level 

transactions and enables quick querying of 

both local and cross-shard transactions. To 

achieve simultaneous processing of 

transactions and effectively improve 

scalability, Li et al. [139] offer a network 

sharding strategy that I split the edge nodes 

into several shards to create multiple local 

blockchain networks, and (ii) creates a global 

blockchain network in the cloud. Customers' 

requests are first checked against the local 

blockchain and then then sent to the global 

blockchain if necessary. This has the potential 

to boost query efficiency while simultaneously 

decreasing the efficiency with which 

resources may be accessed. 

Filecoin and IOTA are only two 

examples of other distributed ledgers that 

support search (Internet of Things 

Application). As an incentive layer for the 

Interplanetary File System (IPFS) ,Filecoin 

[134] can ensure the smooth execution of 

IPFS transactions at the institutional level. 

Users initiate a retrieval in Filecoin by locating 

retrieval-capable miners and requesting 

retrieval quotations; the system then sets up 

a payment channel between users and 

retrieval miners; and lastly, the miner 

transfers the retrieved data to the user. 

Distributed hash tables are the foundation 

technology for data retrieval by address by 

content (DHT). This not only guarantees that 

data integrity is verified, but it also eliminates 

the risk of a single point of failure in central 

file storage. Filecoin, on the other hand, might 

compromise the security of sensitive user 

information. The user will submit the original 

data to the storage miner immediately 

following a successful order matching. 

 If the user's data is not encrypted, 

the storage miner can access the whole 

database without raising suspicion on the 

network or among users. At the same time, 

bad miners may easily steal the user's 

information from this site. For cases involving 

a large number of simultaneous transactions 

involving devices connected to the Internet of 

Things, IOTA [135] is the distributed ledger of 

choice. In addition, IOTA does not charge a 

transaction management fee, which 

drastically lowers the overall transaction price 

for IoT micropayments and tiny purchases. 

Using the Application Programming Interface 

(API) supplied by the IRI software running on 

nodes, users may conduct queries and do 

other actions on the IOTA network (IOTA 

reference implementation). However, as 

there is no miner in IOTA to ensure the 

integrity of the ledger, there is very no safety 

in checking whether or not ledger 

transactions can be undone. Furthermore, 

anyone may transmit a large number of 

transactions at any moment with a 

transaction charge of $0, reducing the overall 

network's efficiency. 

6. CHALLENGES AND FUTURE PROSPECT IN 

IOT NETWORKS 

There are now various difficulties that 

reduce the query performance of blockchain 

search. To improve its usability and 

adaptability across various blockchain-based 

Internet of Things applications, it must 

overcome these obstacles and conform to 

specific standards. In this article, we'll go over 

the difficulties of blockchain-based search in 
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the Internet of Things (IoT) space, then talk 

about where the field of study may go from 

here. 

Searching Difficulties: Data sources, 

such as smart gadgets, provide a flood of 

diverse Internet of Things data at breakneck 

speeds. All of these obstacles make it harder 

for the blockchain search system to improve 

query speed. In light of this, it is imperative 

that it makes every effort to adapt to the 

difficulties and provide effective search 

solutions. The following are some of these 

difficulties: To improve search efficiency, a 

search engine should be able to retrieve 

diverse types of IoT data from different types 

of IoT-related applications.  

For the sake of data storage and 

administration, a search engine should be 

adaptable enough to probe a scalable, 

distributed data model designed for IoT. For 

the encrypted index to be partitioned into 

many blocks and submitted to the smart 

contract with sufficient transactions, a 

trustworthy, resilient, and load-balanced 

storage structure should be provided. • 

Optimizing inquiries: In IoT domains, where 

smart devices and their services are 

constantly evolving, a search system's 

responses to a vast collection of queries 

should be timely, accurate, and multifaceted. 

Latency in obtaining dynamic IoT data may be 

minimized by minimizing the search system's 

computational, communication, verification, 

and execution overhead, all of which can add 

up to significant costs. • Data sharing: Based 

on the consensus mechanism, a blockchain 

network might be used as a shared database. 

Due to the dynamic nature of IoT data, it is 

essential that all involved parties maintain a 

consistent copy of the database and agree to 

every update before any observable results 

can be expected. 

Possible Futures: In the preceding 

paragraphs, we discussed the major flaws of 

blockchain search. In this article, we provide a 

glimpse into the future of research and 

development in IoT domains, with the goal of 

discovering an effective blockchain search 

engine to fulfil the various search needs of IoT 

domains. • One promising avenue for further 

study is the combination of blockchain search 

with cutting-edge network and computer 

methods. Search speed, scalability, and 

security are all areas that might benefit from 

this combination. 

 In particular, there is promise for the 

integration of edge computing with 

blockchain systems to provide low-latency 

search and storage services; machine learning 

can achieve more accurate results in large and 

dynamic IoT datasets, and so may be able to 

help blockchain search optimize performance 

and realize artificial intelligence. However, for 

compute limited and resource constrained 

devices, a number of difficulties, including 

lengthy training times and high computation 

costs, need to be addressed and handled. • 

The second line of inquiry might focus on the 

need for keywords in IoT transaction retrieval 

in conjunction with more complicated query 

limitations like time and geography. Because 

of the exponential expansion of data in IoT-

based systems, users have varying needs for 

transaction data for their various applications. 

Now is the time to build a blockchain search 

engine capable of handling a wide range of 

sophisticated query conditions. 

 Traditional search methods are not 

acceptable solutions due to blockchain's 

constraints in areas such as throughput, 

storage capacity, latency, size, and bandwidth. 

A deeper and more clear understanding of the 

search transaction in terms of the IoT 

properties, spatial-temporal property, 

relevance, access permission, et cetera, and 

the initiation of a scientific foundation for the 

search technique, result verification, and 

payment fairness are all areas that need to be 

explored in future research. • Maximizing 

usefulness across many user requests and 

developing a just payment system would be 

the third possible line of inquiry. Since IoT 
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data is time-sensitive and no one wants to 

obtain the data with excessive delay, it is 

necessary to take into account all requests 

concurrently and optimize the advantages for 

all users.  

Due to the fact that users may not be 

able to be trusted, it is important to 

guarantee I the data provider is compensated 

if users search the transactions, and (ii) users 

receive accurate search results that deliver 

their expected value if they pay the required 

fee. • The functions required by IoT 

applications may span many disciplines. Such 

a scenario calls for the co-creation of a search 

system across several domains. To quickly 

achieve linked information across different 

blockchains and to assure the soundness and 

integrity of the returned findings, future 

research may need to examine cross-chain 

retrieval mechanisms across numerous IoT 

domains and create associated verification 

algorithms. 

 • Information created in today's age 

of the Internet of Things (IoT) is both 

abundant and fast-moving, posing a problem 

for methods of boosting transaction 

throughput. To further improve throughput, 

future studies may also need to build a very 

efficient technique for retrieving blockchain 

data. The intra-shard and inter-shard 

consensus performance must also be 

optimized. • A SPARQL engine that operates 

on the blockchain network is required for the 

semantic blockchain in order to index the on-

chain RDF data. An alternative is to construct 

the on-chain SPARQL engine using smart 

contracts. Smart contract data structures 

need to be built up to be more granular and 

complicated before this can be achieved. 

7. CONCLUSIONS 

Exploring blockchain search engines 

for recovering encrypted data in a fair and 

safe pattern is crucial as there is a growing 

need to do so in light of the development of 

potent upcoming blockchain approaches. We 

begin this research by introducing the search 

works pertinent to the IoT network. Then, the 

history of the blockchain and the basics of 

searching are covered. Here, we provide a 

problem analysis in IoT domains and an 

overview of the research conducted on 

blockchain search. In the meanwhile, we give 

a comparison of existing works that examines 

blockchain properties and search efficiency. 

We also discuss the obstacles and potential 

research paths for blockchain search in IoT 

sectors. These issues will be fixed, and the 

query optimization technique for the central 

blockchain search problem in an IoT network 

will be investigated in the future. 
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