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Abstract.

Industrial Control Systems (ICSs) are widely applied in critical infra-structures to provide essential utilities to so-
ciety. As a result, protecting them against terrorist activities, defects and cyber-attacks are crucial. The tremendous
rise in cyber-attacks against Industrial Control Systems has triggered the advancement of security systems for ac-
curate and timely detection of ICS cyber-attacks. In this paper, machine learning based ensemble XG-Boost algo-
rithm for anomaly detection in industrial control systems proposed to identify cyber-attacks in ICS environments.
Intrusion detection system based on anomalies is more efficient than other forms of intrusion detection system.
Proposed system is a build with multiple machine learning algorithms, on Hardware-in-the-Loop (HIL) industrial
process dataset (HAI). The HAI dataset was gathered from a realistic industrial control system testbed augmented
with a hardware in the loop simulator that simulated pumped storage hydropower generation and steam-turbine
power generation. XG-ADICS consist of 4 main steps, starting from data pre-processing then model training fol-
lowed by model testing and at last classification of anomalous or normal observation. System findings demonstrate
that by employing XG-ADICS, we can attain greater ac-curacy 99.96 % with a higher F1 score of 0.9986. The results
suggest that the XG-Boost algorithm outperforms other algorithms in finding abnormalities. results demonstrates
that the suggested system is appropriate for an ICS environment.

Keywords: Cyber Physical Systems, Cyber Physical Security, Industrial Control System, Machine Learning, Intru-
sion Detection System.
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1 Introduction
1.1 Overview

Moreover, convergence of OT infrastructure and
IT infrastructure helps to connect OT plants from

IT cyber-attacks are now routine for everyone;
however, people may not be aware of OT (Oper-
ational Technology) cyber-attacks. Industrial
Control Systems (ICS), Distributed Control Sys-
tems (DCS), Programmable Logic Controllers
(PLC), Supervisory Control and Data Acquisition
(SCADA), and Human Machine Interfaces (HMI)
are all ubiquitous components of operational
technology. Production, smart grid, rail, electric-
ity generation and distribution, chemical manu-
facturing, oil and gas, aviation, and so on and so
forth utilities all require OT components. Prior to
a few years ago, OT systems and IT systems were
completely isolated from one another.

physical layer to cloud layer which extends the
coverage, connectivity, and functionality of OT
plant also it is vital for Industrial IoT and Indus-
try 4.0, on other hand it also open the way to sev-
eral cyber-attacks on OT/ICS plants/devices.

Cyber physical systems are built on the real-time
interchange of numerous forms of data and
sensitive. information between cyber and the
2010 Stuxnet attack targeted on Iran’s nuclear
power plant, in 2016 cyber-attack on a Ukraine
power plant. In 2015, the Black Energy
cyberattack caused a power plant in Ukraine to
fail, resulting in a severe power outage. A cyber
assault on a German steel factory in 2014 took
control of industrial machinery, and several blast
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furnaces were destroyed. In May 2021,
American Colonial Pipeline, the East Coast's
biggest gasoline, diesel, and natural gas provider,
was targeted by a ransomware assault. These are
just a few attacks, there are n numbers of large-
scale attacks happening on ICS throughout the
world [4]. Hence, there is an impending need to
secure such ICSs against such attacks. More
importantly, the impact of such assaults led to the
awareness that new techniques and approaches
outside the traditional mechanism are necessary
to safeguard ICS. The danger of OT cyberattacks
is projected to rise and failure to preserve
industrial application’s security and privacy can
result in massive financial and economic
losses.[2]

1.2 Associated Risk and Losses:

Research reported by Ponemon institute state of
Industrial Cybersecurity, report says,[5] typical
cost of small ICS cyber security attack on OT/ICS
to identify, investigate, and remediate, as well as
an incident response team and some obligatory
replacement of equipment, physical devices,
downtime, legal and regulatory fines, is mini-
mum around $3 million to the company. A large-
scale OT/ICS cyber assault can cost a firm more
than $100 million. In 2017 OT attack happened
on Shipping and Logistics company A.P. Mollar
Maersk, to resolve entire issue it costed them
$300 Million. [5]. According to Gartner, the finan-
cial impact of CPS attacks resulting will exceed
$50 billion by 2023[6]. Organizations need to re-
alize that OT cyberattacks not only cause finan-
cial losses, but there could also be loss of prop-
erty, reputational damage, permanent and irre-
versible damage to personnel, the environment,
and even national security. It has become crucial
for organizations to implement OT Cybersecurity
system before it is too late.

1.3 Problem Statement:

As ICS systems are frequently challenged by ma-
licious threats and cyberattacks, a successful at-
tack in an ICS environment may result in the dis-
ruption of critical services, the destruction of in-
struments, and the alteration of operational data,
all of which can have catastrophic consequences.
Effective and reliable ICS security and protection
are necessary to guarantee that everything runs
smoothly. The attacks on ICS highlighted the

need for new methods and tools beyond tradi-
tional mechanism are obligated and must secure
ICS. Rather concentrating on network traffic,
packets, and signature-based IDS, we proposed
the detection mechanism based on cyber physi-
cal device readings and values incorporating
with machine learning techniques to identify in-
trusions/attacks. Anomaly detection method
based on machine learning is proposed to protect
and safeguard the ICSs.

1.4 Existing Solution and Gaps Findings:

The IT-centric solutions are insufficient and inca-
pable of protecting an Industrial Control System.
These solutions do not address potential vulner-
abilities that may arise when IT systems interact
with physical devices or the ICS environment. A
firewall breach may go unreported while in-
truder manipulates operational data, causing
PLCs to transmit erroneous orders and com-
mands putting the plant in hazardous circum-
stances. Now, detecting OT/ICS cyber-attacks, In-
trusion Detection System is the well-known solu-
tion. Traditional IDS used signature-based ap-
proach; this sort of IDS necessitates the use of a
predetermined dictionary of attack patterns. if
some pattern seen within process operation
matches to any one of the predefined attack pat-
terns, it identifies it as an intrusion. Although this
method has a low false positive rate, but it does
not identify zero-day assaults.

In complicated physical processes it is extremely
challenging to develop a comprehensive diction-
ary of attack’s signatures. The most signature-
based intrusion detection systems become obso-
lete after short duration because in modern age,
every day a new cyber-attack is developed by
someone and somewhere, but that new attack
pattern is not available in the pre-determined at-
tack pattern dictionary. The signature-based IDS
approach teaches the system to detect certain ab-
normalities, anomalies which system already
knows but it completely fails to detect pattern
which system don’t know. [7]

1.5 Proposed Solution:

To overcome this problem, Behaviour based IDS
can be a great solution. This technique is centered
on operational system data from the physical
process. based on the obtained data, a model is
trained on the process's normal and abnormal
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behaviour accordingly and used to detect intru-
sions and abnormalities.

The proposed system focused on operational val-
ues from level 0 and level 1 w.r.t Purdue Model
shown in figure 2. The aim of anomaly-based
IDS is to discover abnormalities in data, Anom-
aly-based IDS looks for any divergence from ex-
pected behavior.

|
| i | =
M | i B —
: Lewi2 : B
|

i) L L ol Engineering
Workstation
Process 1 W 1 Process n
| Y !
YL | Feeees
e W‘yij-J %‘.»uuuu ' HV * L
100088 [ == ||

Actuator | ‘ PLe PLC

Level 1 Operation i Level 0 Operation

\/
i Level 1Operation

Fig. 2. Level 0 and Level 1 Operational Diagram [9]

Level 0 Operation

Signature based IDS tries to inspect in network
traffic, investigates suspicious packets, in con-
trast, anomaly-based IDS do not inspect or inter-
act with network traffic, nor do they investigate
packets; instead, anomaly-based IDS directly
evaluate data streams of multiple parameters. It
tries to identify any deviation from normal sys-
tem performance due to malicious behaviours
such as altering sensor setpoints or inserting
fraudulent limit values and measurements. ICS
attacks create the largest danger to an industrial
site but detecting them is an extremely critical
and complex process. Proposed system helps in
the detection of these attacks, it will add a crucial
layer of security to cyber-physical systems and is
intended to secure ICS operations regardless to
the form of an attack.

The remaining part of the paper is organized as
follows. Section 2 describes the review of the lit-
erature. Section 3 provides explanation about the
methodology for the proposed system. Section 4
presents experimental setup of data collection
method and dataset information. Section 5 dis-
cusses about machine learning model which are
used. Section 6 explains the model evaluation
metrics for the proposed model, to validate the
model. Section 7 reviews the output and result of
proposed system and finally we conclude our re-
search and future scope in section 8.

2 Literature Review:

In This [8] Paper, Measurement intrusion detec-
tion system (MIDS) has been offered from au-
thors for detecting cyber-attacks and sense unu-
sual activity in the SCADA's measurement data.
MIDS SCADA detects any anomalous activities
with accuracy of 99.76% incorporating with Ran-
dom Forest(RF) algorithm. The paper [9] investi-
gates on anomaly detection for ICS using a data-
centric approach. Authors discuss the difficulties
associated with supervised and unsupervised
data sets. By reaching 99.93 percent detection
rate by implementing Probabilistic neural net-
work (PNN) with high detection rate and mini-
mal false alarm. Authors of reference [10] dis-
cussed MADICS, an anomaly detection paradigm
which is semi-supervised approach to predict ICS
behaviors. They achieved cutting-edge precision
of 0.984, achieved recall of 0.750 and F1-score of
0.851 in terms of detection performance incor-
porating with Secure Water Treatment (SWaT)
dataset. The suggested method of [11], com-
prises k-means clustering to produce different
coaching subgroups. Support Vector Machine
(SVM) classification vector is constructed and ra-
dial SVM classifier is implemented to detect in-
trusion. Authors of reference [12] built three su-
pervised machine learning algorithms, Support
Vector Machine, Random Forest, and K-nearest
neighbor and two unsupervised techniques, One
Class-SVM and Autoencoder. SVM and RF pro-
vided the greatest overall accuracy and F1-Score
results.

Reference [13] examines CPS related applica-
tions, technology, and standards. CPS security
weaknesses, threats, and assaults are examined.
The existing security methods and their chal-
lenges are described and examined, along with
their key shortcomings. Study of [14] examines
types of behavior-Based IDS in ICS, categorize it,
find gaps, and recommend future research op-
tions. [t also investigates signature-based, behav-
ior-based and specification-based IDS. Paper
[15] examines the ML-based security approaches
for Cyber Physical Security system. This research
compares many algorithms, including SVM, Iso-
lation Forest, Deep Belief Network(DBN), Recur-
rent Neural Network(RNN), and Long Short-
Term Memory(LSTM) to examine cyber-physical
security in cyberspace. In reference [16] authors
cover 150 papers to examine and review all of
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the machine learning strategies utilized for iden-
tifying anomaly detection, different sorts of
anomalies as well as their drawbacks. Paper [17]
authors suggest time dimension characteris-
tics that are ignored by confusion matrix and its
accompanying measures, to address this, authors
provide three additional criteria for evaluating
classification quality while accounting for tem-
poral component of time-series data.

3 Methodology:

In this section, we discussed the complete pro-
cess flow of XG-ADICS. Initially, a description of
the Cyber Physical System attacks is provided,
followed by an explanation of the methodologies
and strategy used to identify those attacks. Fig-
ure 3 depicts a comprehensive architectural dia-
gram.
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Fig. 3. : System Architecture Diagram

We employed the HAI (HIL-Based Augmented
ICS) dataset for the proposed system, which
eliminates the necessity for a data collecting pro-
cedure. The dataset we are utilizing is an unbal-
anced dataset, thus we must deal with it. To do
so, we employed SMOTE (Synthetic Minority
Oversampling Technique) to normalize the data.
The scale of features in our dataset are not on the
same scale, features if we do not scale features on
the same scale, large scale features may domi-
nate small scale features and model output can
impacted. Data scaling technique has been used
to overcome this issue. Lastly, the Feature Selec-
tion Technique is being applied to strive dimen-
sionality reduction while simultaneously mini-
mizing computation complexity, enhancing
model accuracy, and making it easier for the al-
gorithm to identify patterns in the data. Next
phase is model training, which is a crucial proce-
dure in which we build the model on a dataset us-
ing multiple algorithms. For model training, algo-
rithms like Random Forest, KNN, XG-Boost and

Decision Tree Classifier are being used to get the
best results and on later stage we compare the
performance of these algorithms.

Model testing is the next phase, where we test
and validate the model, to do so we have used
confusion metrics for model performance evalu-
ation. We check accuracy, recall, precision, and
F1l-score of each method we utilized in final
stage. the proposed system determines whether
an observation is anomalous or normal on the
testing dataset.

3.1 Threats Description:

In today's cybersecurity landscape, anomaly de-
tection encompasses a wide range of disciplines,
including fault detection, intrusion detection,
event detection, and novelty/outlier identifica-
tion in sensor networks. In an ICS, any diver-
gence from regular performance may be charac-
terized as an anomaly. It might be caused by sev-
eral circumstances, including a cyberattack, sys-
tem component failure, or an insider sabotage.
The notion of anomaly detection is discussed in
this work in terms of fault and intrusion detec-
tion. Anomalies in ICSs can be identified using
measured data acquired by the ICS system, which
has the benefit of identifying any deviation in
normal behavior even though the intrusion is not
detected at the network layer even by Network
Intrusion Detection System. These assaults hap-
pen when an intruder manipulates sensor data
or control signal resilience by gaining unob-
served access to control networks until the sys-
tem breaks.

3.2 Data Analyzing:

In IDS modelling, the issue of unbalanced da-
tasets is very critical. Accessibility to the bal-
anced dataset during training phase does have a
significant influence on the model performance
in machine learning modeling, particularly in
classification issues. This issue arises in the
model because the number of normal observa-
tions in the dataset we are considering is much
larger than the number of abnormal observa-
tions. A variety of strategies, such as the cost-sen-
sitive learning, one-class learning, and threshold
method are introduced to address the problem of
unbalanced datasets [18]. All balancing strate-
gies rely on either oversampling or under sam-
pling. In a nutshell, the under-sampling tech-
nique seeks to lower the number of observations

elSSN 1303-5150

www.neuroquantology.com

1680



Neuro Quantology | August 2022 | Volume 20 | Issue 9 | Page 1677-1689 | doi: 10.14704/nq.2022.20.9.NQ44193
Niranjan Kundap, Suresh Satpute, Trushita Chaware,XG-Boost Algorithm Based Anomaly Detection for Industrial Control System

drawn from the majority class, whereas over-
sampling tries to increase the number of samples
from the minority group. Oversampling exposes
the model at risk of overfitting, whereas under-
sampling risks losing essential information

To resolve this issue, the Synthetic Minority
Oversampling Technique (SMOTE) technique
[19] approach used to address this issue. The
SMOTE technique uses random oversampling to
produce new instances from existing data from
uncommon classes with the help of KNN algo-
rithm. SMOTE is a common oversampling
method proposed by Chawla et al. Its basic objec-
tive is to generate new minority class data sam-
ples by interpolating and randomly selecting a
nearby minority class neighbors. To begin, for
each minority class data sample x, one obtains its
k-nearest neighbors from other minority class
data samples. Second, from the k neighbors, one
selects one minority class data sample . Finally,
one generates the synthetic data sample x new
by interpolating between x and X as follows:

xnew = x+rand (0, 1) x (x - X),

As aresult, by creating new samples (that are not
identical to the old samples), this strategy avoids
the possibility of overfitting. The SMOTE ap-
proach is used in this model to normalize the tar-
get column data observations due to the imbal-
ance in the labelled data. Furthermore, the bal-
anced dataset aids in the separation of normal
and aberrant data throughout the process of cre-
ating the train and test datasets. The Train-Test
Split (TTS) technique is used in this work to split
the train and test data. 20% of the data has been
chosen for testing data.

3.3 Feature Scaling:

Some machine learning algorithms are sensitive
to feature scaling, while others are mostly unaf-
fected by it. Having features that are on the same
scale and they contribute equally to the result. It
has the potential to increase the performance of
machine learning algorithms. If we do not scale
features, large scale features will dominate small
scale features. Whether to use features scaling or
not it depends upon the algorithms we are using,
and the algorithms used in proposed model gets
affected by it. Certain machine learning tech-
niques, such as the distance-based algorithm, the

gradient descent algorithm, the matrix factoriza-
tion algorithm, and the curve-based algorithm
are sensitive to feature scaling. Feature scaling is
classified into two types, feature normalization
and feature standardization. Scaling approach
based on feature standardization in which data
typically focused it around mean and have a unit
standard deviation. As a result, the mean of the
property is zero, and the resultant distribution
has a standard deviation of one.

Feature Normalization is a scaling technique also
termed as Min-Max Scaling that adjusts and re-
scales data values such that they range between
0 and 1. Equation for normalization is,

X = Xmin

x' =

Xmax—Xmin

Xmax denote the maximum and Xmin denote
lowest values of the features. Because we are
working with enormous continuous numerical
data with various characteristics of varying
scales, the Feature Normalization scaling ap-
proach is an excellent fit for our system.

3.4 Feature Selection:

The attributes / variables of measured data gath-
ered by the CPS system via embedded sensors
are referred to as features in proposed model. In
large-scale ICSs, the number of sensors is usually
large. This refers to two facts. First, the feature
selection strategy has a significant influence on
the model's performance in the proposed chal-
lenge; second, due to the massive amount of
measured data, the model algorithm must be
competent of speedy prediction to be viable in
real-time applications. Feature selection is just
the selection of necessary independent and rele-
vant features that have a stronger relationship
with the dependent feature will benefit in the de-
velopment of a good model, making it more accu-
rate and requiring less computing time. for fea-
ture selection Pearson’s Correlation Matrix with
Heatmap is used. In Heatmap technique, the lin-
ear link between two or more factors is meas-
ured via correlation. The most correlated fea-
tures w.r.t the target feature would be picked to
build the model in feature selection. Further-
more, features that do not correlate well with the
target feature must be avoided and discarded.
The Pearson’s Correlation Matrix can describe as,
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The range of the 1’ is in-between -1 to +1. The
value '0' indicates that there really is no relation-
ship between the two variables. A positive rela-
tionship is shown by a value greater than zero,
with an increase in one variable increasing the
value of the other. A number less than '0' denotes
a negative relationship between two variables,
with an increase in one lowering the value of the
other.

I' = Pearson Correlation Coefficient
X; =X Variable Samples

Y; = Y Variable Samples

X = Mean of Values in X Variables

e Y =Mean of Values in Y Variables

The calculation simply boils down to dividing the
covariance by the product of the standard devia-
tions. The formula can also be written as,

cov(x,y)

var(x)y var(y).

Pxy = Correlation (x,y) =

4 Experimental Setup:

A HIL-Based Augmented ICS (HAI) Security Da-
taset is created using a realistic industrial control
system testbed and a hardware-in-the-loop (HIL)
simulator. Hyeok-Ki Shin and three other re-
searchers of The Affiliated Institute of ETRI in the
Republic of Korea created this testbed and da-
taset. [20]

Y (Xi-X)(Yi-Y)
Vo (X=X T (G- Y

A boiler, turbine, water-treatment component,
and an HIL simulator were all part of the testbed.
Water-to-water heat transfer at low pressure
and moderate temperature is used in the boiler
technique. The turbine procedure, on the other
hand, entailed precisely mimicking the behav-
iour of an actual rotating machine using a rotor
kit testbed. To achieve synchronization with the
spinning speed of a steam-power generator, the
boiler and turbine operations were linked with

TXy =

the HIL simulator. During the HIL simulation, wa-
ter was pumped to the upper reservoir and then
released into the lower reservoir according to a
pumped-storage hydropower generating model.
Three distinct controllers were used to regulate
the three real-world processes, namely the
boiler, turbine, and water treatment pro-
cesses.[20]

m 7 N
] .
\/ byt | /
e’ () R,
\/ P s

Fig. 4. HAL Testbed Diagram [21]

P Wbk Procmy

This ICS testbed dataset is available with open-
source access for developing and evaluating
models for detecting abnormalities in ICSs. Fig-
ure 4 depicts the process architecture of the HAL
testbed. [21]. The testbed is divided into three
main processes: a boiler (P1), a turbine (P2), a
water-treatment process (P3), and an HIL simu-
lator (P4). This process consists of four
controllers (level controller (LC), temperature
controller (TC), pressure controller (PC), and
flow-rate controller (FC)

4.1 Data Set:

The ICS dataset, HAI 21.03, was created in the
HAI testbed environment by the researchers at
The Affiliated Institute of ETRI, Republic of Ko-
rea. The dataset is labelled dataset. The training
data were created using a greater range of typical
conditions, whereas the test data were generated
by applying a greater variety of assault scenarios,
allowing for the evaluation of detection perfor-
mance in different situations [21]. All the assault
scenarios were created using the four feedback
control loop variables, SP, PV, CV, and control pa-
rameter (CP). When some of the parameters
were outside of their regular ranges or in unex-
pected situations as a consequence of attacks,
malfunctions, and failures, abnormal behavior
ensued. HAI 21.03 has 78 data points in six pro-
cess controllers. Data collection points were also
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utilized to generate a dataset of the controllers’
inputs (setpoint (SP), process variables (PV), and
outputs (Control variable (CV)).

5 Machine Learning models:

Multiple algorithms were utilized to construct
the model that predicts the normal and anoma-
lous in the HAI dataset. Due to the HAI dataset,
which is basically a labelled dataset, supervised
algorithms can be used to discover abnormalities
in the dataset. XG-Boost, decision tree classifier,
random forest, and KNN these algorithms has
been used in the system.

KNN:

The k-Nearest Neighbor (KNN) method is a non-
parametric algorithm that is used to solve classi-
fication and regression issues. The KNN algo-
rithm assumes that comparable objects exist
nearby. In other words, comparable objects are
close together. In reality, the categorization is de-
pendent on the features of objects adjacent to the
one under consideration, which are measured
using certain distance metrics, most prominently
the Euclidean distance. The below is a derivation
of the Euclidean distance:

i=1

Where, xi and pi are n-dimensional vector com-
ponents. After calculating the distance between
the considered point and all others, the class of
the considered point is allocated as the most
common among the first k points with the small-
est distance.

Random Forest:

Random Forest is a type of ensemble learning al-
gorithm. It is a method of supervised learning al-
gorithm. It builds a "forest" out of a set of deci-
sion trees that are often trained using the "bag-
ging" approach. The bagging strategy is predi-
cated on the idea that merging multiple learning
models optimizes final result. To put it simply,
random forest builds large number of decision
trees and then combines them to produce a more
precise and consistent forecast. Random forest
does have the key benefit in that it can be used

for regression as well as classification problems
that are prominent in machine learning systems.

XG-Boost:

XG-Boost which is known as extreme gradient
boosting, a famous gradient boosting ensemble
technique, which have better speed and perfor-
mance based on tree-based sequential decision
tree machine learning algorithms. Gradient
boosting is the technique of strengthening single
weak model by merging it with a number of other
weak models in order to construct a collectively
strong model. Tianqi Chen developed XG-Boost,
which has been previously managed by the Dis-
tributed (Deep) Machine Learning Community
group. XG-Boost is a boosting approach in En-
semble Learning. Ensemble learning consists of a
group of predictors, which are several models
that collaborate to increase prediction accuracy.
By adding weights to the models, the boosting
strategy aims to correct flaws introduced by pre-
vious models [22].

Decision Tree Classifier:
Decision Trees are a kind of Supervised Machine

Learning in which data is continuously separated
depending on a specific characteristic. Decision
tree having two main nodes, the Decision Node,
and the Leaf Node. Decision nodes have numer-
ous branches, and it is used for decision mak-
ing, while Leaf nodes are the outcome of such de-
cisions and do not have any branches.

6 Model Evaluation Metrics:
Figure 4 depicts a Confusion matrix, whichisa N

x N matrix used to evaluate the performance
of classification model. The matrix compares ac-
tual target values to the machine learning mod-
el's predictions. This gives us a comprehensive
picture of how effectively our classification
model performs and what kinds of errors it gen-
erates [22]. Furthermore, sensitivity, recall, pre-
cision, and F1-score metrics are generated for
this matrix, in addition to accuracy, F1, Precision,
and Recall being the most often used measures
for assessing anomaly detection algorithms. Pre-
cision indicates how many of the accurately an-
ticipated occurrences were genuinely positive.
Recall reflects how many real positive cases we
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were able to properly foresee using our model.
Because the F1-score is a harmonic mean of Pre-
cision and Recall, it presents a unified view of
these two metrics. It is finest when Precision
matches Recall. The confusion matrix is depicted
in Figure 5. In addition to the Confusion matrix,
ROC(Receiver Operating Frequency)
AUC(Area Under Curve) parameters used to eval-
uate the model performance by graphical depic-
tation. The ROC is a graph which illustrates the
classification algorithm's performance across all
classification parameters compared to baseline
model (tpr = fpr) which is 45 degree diagonal line
in ROC curve. and includes two metrics: true-pos-
itive(tpr) and false-positive rates(fpr). The ROC
curve depicts the trade-off among sensitivity (or
TPR) versus specificity (1 - FPR). The area under
the ROC curve, often termed as the area under
the curve (AUC) metric, is used to compare ROC
curves.

and

Actual Value
(Obtained by experiment)
Positives Negatives
C o
o B 2 True False
2% | Z| Positive Positive Precision
; 2] £ (Correct) (Incorrect) (Positive Predicted Value)
>
¢ 5
123
33| g
2o | .= False True
& B | §| Negative | Negative |4mm NPV
e 2 (Incorrect) (Correct) (Negative Predicted Value)
t ACC, F-mcasure,
MMC
Recall Specificity
(Sensitivity)

Fig. 5. Confusion Matrix

TP o TP
fecall = TP+ P~ Precision = TFIFP
1 AT 2
Accuracy = _ TPHIN  PL-seore= -
: . . , N o,
TP+FP+TIN+FN Recall " Precision

The formulas for Precision, Recall, Accuracy and
F1-Score are shown above.

7 Results and Discussion:

The proposed XG-ADICS system is developed on
the Visual Studio Code IDE using the Python pro-
gramming language. The outcomes and outputs
of the model phases are given and discussed in
this section. Finally, a comparative analysis of

different algorithms used is discussed given in
table 1.

First, the technique is to deal with an imbalanced
dataset that contains significantly uneven target
observations. The SMOTE [19] technique was
used to handle the imbalance dataset. The target
column can only have two labels since the model
will be looking for anomalies in the dataset: 1 for
anomaly observations and 0 for normal
observations. The orange portion shows the
anomalous percentage, whereas the blue portion
represents the normal percentage of
observations. left pie diagram in figure
6 illustrates a dataset with 97.10 % normal
observations and 290 % anomalous
observations before executing SMOTE. right pie
chart in figure 6 shows that after addressing the
imbalanced data with the SMOTE technique[19],
the dataset now comprises % normal
observations and % anomalous observations,
shown in figure 6.

0

AITACK

Fig. 6. SMOTE Result

Now that all features in the dataset have different
scales, which impacts model performance, fea-
ture scaling is the next strategy used to give all
features a scale between 0 and 1. To do this, the
feature normalization technique is performed.
Figures 7.1 depicts features are in different scale
and 7.2 depict the feature scale changed to in be-
tween 0 to 1,figure 7.1 and 7.2 shows the before
and after result of scaling.
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P1.B2004 P1.B2016 P1.B3004 P1.B3005 P1.B4002 P1.B4005 P1_B400B
0 009874 125036 38221698 111861084 320000 99.98731 2835.65454
009874 124944 382.21698 111861084 320000 100.00000 2832.98731
009874 124746 38221698 111861084 320000 99.98115 2842.25244
009674 124624 38221698 111861084 320000 100.00000 2833.12744
009874 124364 38221698 111861084 320000 10000000 2839.44482

~ woro

1879 010121 130608 397.63785 100199799  33.6555 100.00000 2830.74121
18797 010121 130226 397.63785 100199799  33.6555 100.00000 2839.72559
18798 010121 129707 397.63785 100199799  33.6555 100.00000 2833.96997
18799 010121 129906 397.63785 100199799  33.6555 100.00000 2842.95435
118800 010121 129784 397.63785 100199799  33.6555 100.00000 2847.02539

Fig. 7.1. Before Scaling

P1.B2004 P1.B2016 P1.B3004 P1.B3005 P1.B4002 P1_B4005
0 0210843 0224717 0000000 1.000000 0.190904  0.999873
0210843  0.223761  0.000000 1.000000 0.190904  1.000000
0210843 0221705 0000000  1.000000  0.190904  0.999811
0210843 0220439 0000000 1.000000 0.190904  1.000000
0210843 0217739  0.000000  1.000000  0.190904  1.000000

-

& W

230699  0.198795 0385779 0075406 0721051  0.190904  0.000006
230700 0954819 0315866 0374884 0059385  1.000000  1.000000
230701 0734940 0243244 0336600 0804267 0491474  0.762946
230702 0198795 0281282 0075406 0721051  0.190904  0.000063
230703 0734940 0322269 0336600 0.804267 0491474 0957794

Fig. 7.2. After Scaling

The next strategy, Feature Selection, was per-
formed since the dataset comprises around 84
features, which is a vast number of features, and
not every feature has an influence on our target
feature, to select right features, reduction of un-
wanted feature is an important procedure that
eliminates unnecessary features and reduces
computation time and complexity, improving the
overall performance of the model. Pearson coef-
ficients of correlation, The heatmap method used
for this operation. Figure 8.1 depicts the correla-
tion heatmap of all features. Figure 8.1 depicts
some of the features that must be removed. Fig-
ure 8.2, only 20 useful features have been chosen
for model development and all other features
have been discarded.

i 0F 7 Es i ;0
H

Fig. 8.2. Heatmap after selecting appropriate features

We evaluated several algorithms including Ran-
dom Forest, K-Nearest Neighbors, XG-Boost, and
Decision Tree Classifier. All of these algorithms'
performance has been tested using the Confusion
Matrix approach, as well as ROC (Receiver Oper-
ating Characteristics) and AUC (Area Under
Curve). Confusion Matrix describes several met-
rics, including True Positive, True Negative, False
Positive, False Negative, by this we can derive the
Accuracy, Recall, Precision, and Sensitivity of the
ML model. We can also calculate the ROC and
AUC of the ML model using these parameters.
Figures 9,10,11,12 depict the confusion matrix
score and figures 9.1,10.1,11.1,12.1 depict the
ROC curve for all algorithms respectively. Per-
formance of algorithm can be found out with the
help of confusion matrix of each algorithm.
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Fig. 9. Confusion Matrix for XG-Boost
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Fig. 10. Confusion Matrix for KNN
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Fig. 11. Confusion Matrix for Random Forest

Fig11.1 ROC Curve
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Fig.12.1 ROC Curve
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In figure 9, confusion matrix for XG-Boost reveals
that it identified 23063 True Positive (TP) and
23063 True Negative (TN) observations, 8 False
Positive (FP) and 7 False Negative (FN) observa-
tions, which is the best detection score among all
detection scores. The KNN algorithm in figure 10,
works good with 21453 TP and 16553 TN with
215 FN and little higher FP of 1725. In figure 11
shows, random forest losses the accuracy with
just 21453 TP and very low 16552 TN with very
high 6517 FN and 1618 FP score. Whereas, by
figure 12, Decision Tree failed poorly with score
of 21099 TP, 16321 TN with high 6749 FN and
1972 FP.

Table 1 is illustrating the comparison of perfor-
mance evaluation score for all algorithm has
been plotted in tabular format for easy under-
standability. Figure 13 portrays a comparison
between ROC curve and AUC value of all algo-
rithms. AUC score ranges from 0 to 1, greater the
AUC value, the better the model performance.
When compared to other algorithms, the deci-
sion Tree classifier performed badly in detecting
anomalies, RF performed mediocrely, and KNN
achieved an impressive 0.99 AUC score but did
not outperform XG-Boost in other performance
measures, while XG-Boost performs exception-
ally well in multiple measure, including accuracy,
precision, sensitivity, F1-score, and AUC score.

The table 1 demonstrates that the XG-Boost clas-
sifier surpasses the other algorithms in terms of
performance parameters in every aspect, achiev-
ing an accuracy of 99.967%, 99.969% sensitivity
and 0.9986 of fl1-score, with the AUC score of

0.9999.

Table 1. Model performance score for all algorithms

Sensitiv-
Accuracy iy

XGBoost  [NLU3E
W (R

0.823953
Forest

0999653 0.9996% 0998675 0.999997
0925230 0990680 095925  0.999286

0929886 0718032 0803093 0918364

Decision
Tree Classi- ((BJULR
fier

0876531 0707455 0789159  0.882054

10

T

£ o8

2

G 06

£

z

= 04

['H

2

5 — XGBClassifier [AUC = 1.00)

f 02 RandomForestClassifier (AUC = 0.91)

H —— KNeighborsClassifier (AUC = 1.00)
0.0 = DecisionTreeClassifier {AUC = 0.88)

IJ.":] E-.II! ﬂl-i DTE D.IE ].ICI
False Positive Rate (Positive label: 1)
Fig. 13. All ROC and AUC for all algorithm

8 Conclusion and Future Scope:

In critical infrastructure like industrial control
systems, Machine learning is increasingly being
used to develop anomaly detection. XG-ADICS
able to identify abnormalities, but it cannot avoid
hostile incursions in the network layer. The net-
work layer intrusion detection system is still
needed to protect the ICS because it acts as the
first line of defense, preventing malicious pack-
ets from entering the system. However, even if
the attacker successfully penetrates the network
layer security and attempts to manipulate the set
points, XG-ADICS will detect it. System will detect
the intrusion and will avoid the destruction of
any ICS process or plant by intruder. the results
demonstrate that with XG-Boost algorithms
model is working very well with 99.96 % of accu-
racy and 0.99 AUC score for detecting anomalies
with very minor false detection rate on HAI da-
taset. We can conclude that, XG-ADICS is capable
and efficient for identifying OT attacks, system
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failures, and insider sabotage by detecting anom-
alies in industrial control systems.

To make the XG-ADICS even better and more su-
perior, objectives can be met by incorporating
with Deep Learning(DL) and Neural Networks
techniques such as Recurrent Neural Networks
(RNN), Generative Adversarial Networks(GAN),
and Autoencoders(AE). ICS process generates
tremendous amount of data; as data volume in-
creases, the performance of ML-based models
degrades, whereas performance of DL-based
models improves. By incorporating the incre-
mental machine learning technique, the system
can be continuously taught with the most recent
ICS process data, enhancing the system's reliabil-
ity, and lowering the false detection rate.
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