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ABSTRACT

Attackers are always drawn to valuable and important information, which is why the network is always
under assault. For example, a malicious packet might be sent to a user's machine, where it can be
modified or altered, before being sent across the network for illicit purposes known as an attack.
Intrusion An attack on the system server arises because of a flaw or vulnerability in the system, such as
user error or incorrect setup. The combination of numerous vulnerabilities may potentially be used to
make an intelligent incursion.They can be subclassified based on their ability to identify a signature,
specification or abnormality. Attacks are detected if a device or network connections analyses an attack
against a signature in the inner database of an intrusion detection system (IDS). This article uses CNN
and SVMs to enhance classification accuracy by 10%, precision by 2%, and sensitivity by 3%. These
findings show that the proposed technique considerably improves due to the efficient mapping of

characteristics.

Keywords: IDS, CNN, Network, Deep learning

DOI Number: 10.14704/nq.2022.20.9.NQ44198

Neuro Quantology 2022; 20(9):1718-1724

INTRODUCTION

With the rapid expansion of applications,
roughly 20.4 billion devices will be online in
2020, increasing to 75 billion per month of 2025.
Different sensors installed in devices enable
remote data acquisition and processing in real
time. The data collected from sensors enables
them to create intelligent decision-making
platforms and successfully manage
environments [2,3,16,17,18]. Users have access
and operate their gadgets from everywhere, at
any moment, exposing them to a variety of risks.
(1) Unauthorized access to and exploitation of
personal information; (2) encouraging attacks
on some other systems; and (3) rising security
vulnerabilities [6,7,19]. IDSs are necessary to
keep networks secure and capable of detecting
intrusions. Due to the restricted computational
and power resources available to devices
(bandwidth, battery, memory, and computing), a
sophisticated Intrusion Detection System (IDS)
can indeed be created. It is critical to advance
research in this area of computer network
intrusion detection [1,8,15,23,24]. Denial of
service (DoS) is a severe and destructive attack

that prevents genuine consumers from obtaining
the data for that they have paid, in violation of
the terms of the Service Level Agreement (SLA),
resulting in massive financial losses for
businesses and organisations. Additionally,
denial-of-service attacks affect tiny networks,
like smart homes, intelligent health systems, and
intelligent agricultural systems [12]. DoS attacks
that disrupt important, intelligent services like
healthcare can also result in human death due to
the disruption of routine services. devices (for
example, intelligent refrigerators, smart
televisions, and air conditioners) are easily
attacked by attackers who exploit their
weaknesses to launch denial-of-service attacks
[10,20,31]. As a result, one of the primary
concerns for researchers all over the world is
the protection of these devices. Globally,
intrusion detection is being studied to fix this
matter. IDS are classified into three categories
based on their detection capabilities: Depending
on a signature, a specification, or an anomaly.
Whenever a device or network connections
analyses an attack against a signature contained
in the inner IDS database, an attack is identified
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by IDSs. If a device or network operation
matches one of the saved signatures/patterns, a
warning will be generated. This method is
extremely reliable and effective at recognizing
identified risks, and its process is simple to
comprehend. However, this technique is
ineffective in classifying new attacks and
discrepancies between current These sorts of
assaults do not have a meaningful signature to
identify them [4,5,17]. If the divergence from a
specified behaviour profile exceeds a predefined
threshold, an anomaly-based intrusion detection
system (IDS) issues an alert. Classifying
intrusions does not seem to follow a typical
pattern, and understanding the whole spectrum
of normal activity is not an easy task. Emerging
threats may be identified using this method. As a
consequence, there is a significant rate of false
positives with this method. Routing tables,
protocols, and nodes, for example, are all part of
the specification-based approach since they are
all defined by a set of rules and criteria. It is
possible to identify intrusions when network

behaviour deviates from standards’
specifications, using specification-based
techniques.  Therefore, specification-based

detection is used for the same goal as anomaly
detection: to separate aberrant behaviour from
normal behaviour. Nevertheless, the
specification-based method differs significantly
from the other two approaches in that each
specification's rules must be manually created
by a human expert. Anomaly-based
identification tends to have higher false-positive
rates than criteria provided manually. There is
no need for training for detection systems based
on specifications, as the process begins the
moment a specification is written [12].

As global commerce grows, so does the need for
secure information in both the workplace and
everyday life. The Internet is increasingly being
used in both these contexts. A computer
network is now at the heart of every global
structure. When it comes to protecting sensitive
data, network security has become a must in
today's world. In order to protect sensitive data
from unauthorised access, it is essential to
identify network intrusions [2].

In order to anticipate network assaults, a well-
organized intrusion detection system is a must-
have for network protection. An Intrusion
Detection model based on feature selection
allows us to reduce the size of the NSL-KDD data

set while still incorporating machine learning to
create an Intrusion Detection model that can be
used to detect attacks on structures and improve
intrusion detection by utilising captured data[2].
The model's goal is to create an intrusion
detection system that can identify new and
previous undiscovered assaults using prime
signatures and characteristics of known attacks
as the number of new attacks grows. [5].Nahida
Islam et al. [1] recognised numerous forms of
risks and discussed both shallow (such as RF,
SVM, and DT) and deep deep learning (DBN,
DNN, LSTM, bidirectional LSTM (Bi-LSTM), and
stacked LSTM based IDS in the context. Five
benchmark datasets, including NSL-KDD,
IoTDevNet, [oT, DS20S, and IoTID20 as well as
the Botnet database, were used to test the
efficiency of these models.

RELATED WORK

Khalid Albulayhi et al. [2] conduct a review of
DL methodologies for IDSsin the IoT and
accompanying datasets with the goal of finding
gaps, vulnerabilities, and a neutral reference
design. A comparative examination of IDSs is
presented, along with a discussion of anomaly-
based IDSs on deep learning approaches,
including unsupervised, supervised, and hybrid
approach. Each of these 3 categories of
approaches has mostly been used to contexts.

Cao Tien Thanh [3]. The research provides an
overview of the technology, focusing on various
types of attacks and anomalies, and also their
detection via an adaptive IDS. This paper
presents an in-depth examination and
evaluation of many deep learning and machine
learning-based network IDS. Additionally, the
study identifies a series of research challenges in
order to facilitate further advancements in
methods for resolving specific difficulties.

Zeeshan Ahmad, etal [4]. This article first
defines IDS and then presents a taxonomy based
on prominent machine learning and deep
learning approaches used in the creation of
network-based IDS (NIDS) systems. A complete
assessment of recent NIDS-related articles is
presented, together with a discussion of the
proposed solutions' strengths and weaknesses.
The article next discusses recent trends and
improvements in machine learning and deep
learning-based NIDS in terms of suggested
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method, dataset selection, and evaluation
metrics. The researchers highlighted numerous
research obstacles and suggested future
directions for study on enhancing ML and DL-
based NIDS by highlighting the inadequacies of
the presented approaches.

Ghada Abdelmoumin, et.al [5]. The purpose of
this article is to discuss the application of
optimization approaches to improve the
performance of single-learner AML-IDS models,
like 1-SVM AML-IDS and PCA models, for the
purpose of developing scalable, efficient, and
distributed intelligent IDS for identifying
intrusions. The researchers assess these AML-
IDS models using Microsoft Azure Machine
Learning Studio (AMLS) and two datasets
comprising benign and malicious and industrial
(IIoT) traffic on the network. Geeta

Singh and Neelu Khare [6] This article
summarises publicly available labelled intrusion
datasets and machine learning approaches.
Following that, a brief description of the literary
works in which machine learning techniques are
used to implement NIDS in various networking
contexts is provided, including cloud networks,
conventional networks, WSNs, and Ad-Hoc
networks. As a result, this study combines
publicly available intrusion databases and
machine learning approaches used in
contemporary IDS to shed light on current issues
and future possibilities.

Javed Ashraf, etal [7].
provide an in-depth examination of the
technologies, protocols, architecture, and
hazards associated with compromised devices,
as well as an overview of intrusion detection
methods. Additionally, this paper analyses
several deep learning and machine learning-

This study seeks to

based strategies for detecting systems
compromised by cyber-attacks.

PROPOSED WORK
collect the dataset

from” https://www.stratosphereips.org/dataset
s-iot23” and preprocess the dataset by
normalizing the features. After preprocessing
input in convolution network and mapping on
nonlinear space by RELU and sigmoid function.
This step runs till optimize the features are.For
optimization, use gradient descent and optimize

the loss function features optimize, then learning
by SVM classifier and make classifier model.

Test model and analysis precision, recall, and
accuracy Neural networks (NNs)are a type of
computer network. LeCun and his colleagues
(1988) LeCun et al. [63] are a subset of fully
connected multi-layer perceptrons that use
weight sharing to process input with a grid-like
architecture (for example, iimages). The spatial
correlation of a signal is used by CNNs to limit
the design in a more logical way. Their design,
which is based mostly on biological visual
system, has two essential characteristics that
make them ideal for image processing: spatial
pooling and spatially shared weights. Shift-
invariant features, i.e., filters that seem to be
useful over the entire image frame, are learned
by these types of networks (owing to
a stationary nature of picture statistics). The
pooling layers are in charge of lowering the
output's sensitivity to minor input shifts and
distortions.

A value function is presented to evaluate how
beneficial it is for an agent to use policy r to visit
state's. The value is indeed the mathematical
expectation of return, and the Bellman
expectation formula is used to approximate the
value:

V(se) = E[reer YV (Se41)] o voe e ven e (1)

The expectation term of V™(s;), also known as
the state-value function, can be extended as a
product of transition probability, policy, and
return as described in the following:

VT(se)

= z m(ag|st) Z T (St+115e @) [R(Sts Se41)
arEA St4+1E€S

F YV(Str1)] cor e e e e e (2)

The Bellman equation is the name of this
equation. Bellman equation can be written as
follows where the agent always chooses the
action based on the optimal policy 7* that
maximises the value:

V(s¢)

= max
ae

T (Ser1lse ar) [R(Ser Se41)
St+1€S

+ yV”(sHl)]% rr(lxe:x Q" (st @) v ven v . (3)
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Because the complexities of the actual world,
getting an optimal value function V* does not
have enough knowledge to rebuild an optimal
strategy m*. As a result, a quality function (Q-
function) is set out as follows:

Q™ (sp ) = Z T (Se41l5e, @) [R(Se, Sev1)
St+1

+ YV (Ser1)] cor ve e v (4)
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Fig 3.4 Proposed Flow Chart

Result Analysis

In experiment use dataset with 41
features, In proposed and existing approach use
SVM but in proposed approach use CNN based
feature mapping before SVM apply. In

] print("For Randem Forest:")
TP_old, FP_old,

¥ BNB_Classifler. predict(X_test))
print ("TP:", TR_old, "\t

, “\LFN:", PN _old)

L{"FortNN -> Rendon Forest:")
TP_niew, FP_niew, TH_new, FN_fiew = perf measure(Y_test_sub,
print ("TP:", TR_new, "\tFP:", F_new, "\U\TH:", TH_new,

sifier. predict(X_test_sub)

For Randon Forest
TP: 2981 FP: 188 TH: 3872 FN: 517

-> Random Forest:
FP: 13 TH: 175 FN: 9

experiment different performance parameters
like accuracy, precision recall and F-score use for
models evaluation. Apart of this Analysis the
true positive, false positive values of model.

Fig4.1 : Comparison of Confusion matrix parameters in code snippet
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Fig4.2: Comparison of Confusion matrix parameters of Proposed and Existing
In figure4.1 and fig 4.2 performance analysis of Figd where analysis the performance by
confusion matrix .In graphs shows TP and TN accuracy ,precision, recall and f-score. So its also
improve significantly in proposed approach and improve in CNN based method compare to
reduce significantly FP and FN , so its effect on existing approach
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Fig4.3: Comparison of Different Performance in code snippet
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Fig4.4: Comparison of Different Performance parameters of Proposed and Existing

In fig4.3 and 4.4 Analysis the improvement in performance of proposed approach compare to existing.
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Fig4.5: Performance comparison on proposed and existing
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Fig4.6: Performance comparison on proposed and existing

CONCLUSION

Numerous phases necessary in creating and
implementing IDS, like data pre-processing,
feature  reduction, model  planning and
implementation, and especially ML-based
methodologies for IDS, enhance computational
burden. Another difficulty and area for future
research is building an efficient IDS with low
computational requirements. To reduce future
threats, it is thought that more threat detection
research is required, and that security
vulnerabilities, like confidentiality and privacy,
have been identified and therefore must be fixed
and avoided. Traditional intrusion detection
methods are difficult to implement because of
the IoT's diverse and scattered nature. By using
the Cloud computing service, we were able to
handle data from various systems in an effective
manner. For mission-critical applications,
responsiveness and intrusion detection are a
prerequisite. They can be subclassified based on
their ability to identify a signature, specification
or abnormality. Attacks are detected if a device

or network connections analyses an attack
against a signature in the inner database of an
intrusion detection system (IDS). This article
uses CNN and SVMs to enhance classification
accuracy by 10%, precision by 2%, and
sensitivity by 3%. These findings show that the
proposed technique considerably improves due
to the efficient mapping of characteristics.
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