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Abstract.

In wireless sensor networks, data aggregation is a critical strategy for energy conservation.
Compromised aggregators, on the other hand, might provide fake results and attempt to steal data from
the system. several data-gathering strategies are using wireless sensor networks, each with its
drawbacks. It is proposed SPAED (Secure Paillier key-based encrypted data aggregation). SPAED encrypts
data using homomorphic encryption. Data is encrypted using the paillier key. Before authentication, the
source data is decrypted. In comparison to other asymmetric systems, SPAED provides a high-level of
security upon this aggregated result while consuming the least energy.
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1.

Introduction

WSNs are made up of millions of tiny electronic
devices. Sensor nodes communicate via
wireless channels, ensuring data transmission
and reception between sensors in Wireless
Sensor Networks (WSNs) [1]. WSNs and other
new technologies suffer from resource
constraints such as power supply, memory
storage, processing speed, communication
bandwidth, and storage memory capacity [2].
WSNs enable previously impractical uses.
Numerous applications have emerged due to
the miniaturisation of MEMS (Micro-
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electromechanical Systems) and the use of
networking-based technology. Additionally, the
paillier function [3] is used to encrypt data
delivered towards the base station at the node
level prior to its aggregation [4].

A group is an arrangement of sensor nodes
that share sensory data such as temperature
and pressure [5]. These concerns were
emphasised for members who seem to have
safe access to group information. Multiple
groups and rekeying are possible with such a
scheme [6]. Quantum cryptography protects
network communications by encoding data in
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the form of a polarised photon that could be
transmitted via the air. [7] described a method
to merge quantum cryptography & IEEE 802.11
wireless network security.

WSN cluster hierarchy architecture (i.e.
LEACHES) has been proposed. This proposal is
part of a larger solution known as SOOA (Secure
Object-Oriented  Architecture) for  Wireless
Sensor Networks (SOOAWSN) [8]. Unlocking
post-distribution security services with a key
management approach. TinyOS were used for
development and testing. This approach is
suitable for WSNs with hundreds of nodes [9].

To embed data, the adjacent pixels are
selected for the random groups and reversibly
embedded into the image [10]. It is composed
of a pixel and several host pixels. Prior to the
encryption of MCGs, the reference pixels' least
significant bits (LSBs) are reset. Privacy
homomorphic encryption (PH) is dependent on
SEDA-ECC & divide-and-conquer [11]. To obtain

an aggregated subtree result, the tree was
divided into 3 subtrees having equivalent sizes
using an aggregation tree disjoint approach
[12]. The poor deployment environment of trust
sensing-based secure routing techniques, along
with limited energy has a serious impact on
typical network attacks [13].

2. Secure Paillier Key Based Data
Aggregation

Homomorphic encryption enables certain
computations using ciphertexts that produce an
encrypted version identical to the plaintext
result. Modern communication  system
architectures seek this feature. Many existing
algorithms are homomorphic [14]. This is the
paillier encryption scheme. Table 1 and 2 shows
the Paillier encryption and signature scheme.
SPAED aims to ensure data integrity, SPAED
uses public-private key pairs. The SPAED
algorithm has four phases.

Table . Paillier’s encryption scheme

Table 1: Paillier’s encryption scheme
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Table 2. Paillier’s signature scheme
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Table 2: Paillier’s signature scheme

Setup RSA algorithm " = P4
Set A =lemip-1l.g-1)
select €% % such that 7 ord, . (£)
publish £ and keep 4 in secret.
Signing 5 < _erfnrr —_x:nc:w.ir.-':nm)dn
sy <—{(H(mdg ") modn
Signature (e 5.5.)
verification H(m)=g"s)mod "
o Generate Phase for Key . Encryption
Consider the collection of elliptic curve points The amount of space required in a sensor node
which constitute the cyclic group as E, with for a message M is determined by Mi € {0,1,
ord(E) = n=glg2q3. Three random points ....TM}, where | denotes network nodes. A
(r1,r2,r3) are chosen at random from E. P = random sensor rai € {0,1,....n-1} encrypts the
g293 *rl, Q = q1g2 *r2, and H = gq1qg2 *r3, with data Mi using the public key in the network.
P, Q, and H in the sequence ql, g2, and g3, Cipher text Ci = Mi *P + Q + r ai *H, whereas +

respectively.

Phase:

denotes the addition of elliptic curve points and
* denotes the multiplication of elliptic curve
scalars given in equation 1.

This phase combines the encrypted messages. The gathering is done via ciphertext.

Co=(C M)*P+.* 0+ ra)*H
=l =l

Decryption:

(1)

The base station can decrypt the aggregated result Mi from the ciphertext during decryption given in

equation 2.

M, =3 M, =log,(q,¢;*c)
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Finally, the data's integrity is verified using aggregated results.

U Performance Review

Performance of existing system E_TT compared to proposed NKM_TT system using simulation results.
Table 1 depicts 50 nodes randomly placed in a 1000x1000m area. Simulations are used to compare
packet delivery, packet loss, delay, and throughput rates.

Table 3. Parameters for simulation

Parameter name Value of parameter
Time of Simulation 30
Nodes Number 50
Routing Protocol SPAED and SEDA-ECC
Traffic Model CBR
Simulation Area 1000x1000
Range of Transmission 250
Type of Antenna Omni
Type of Network Interface WirelessPHY
Type of Channel Wireless

o Packet Rate
Packet delivery rate is defined as the ratio of all packets sent to all packets received in a network. It is
given by equation 3 below, where n is the network's node count.

5 fPh‘sR eceived
PDR ==¢

time
(3)

. Packet Received Rate

Fig.1. Packet Receipt Rate versus Simulation Time in Seconds.

The proposed scheme's PDR is shown in Fig.1. SPAED is higher than PDR for SEDA-ECC.

. Packet Loss

Packet Loss Rate is the ratio of lost packets while sending to receivers as shown in equation 4, where the
network's node count is n.

Z ; PitsLost

time

FIR =
(4)

Fig.2. Rate of Packet Loss versus Simulation Time in Seconds.
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Total loss of packet of SEDA-ECC and SPAED are compared in Figure 2. High-security routing has reduced
packet loss.

. Mean Delay

The time difference between average delay sending and receiving packets. It is given by equation 5,
where n is the network's node count.

Z; (PktRecvTime — PktSentTime)

Delay =
" (5)

Fig. 3. Delay Average versus Simulation Time in Seconds.

The estimated average delay for the proposed approach SPAED vs the actual system SEDA-ECC is shown
in Figure 3. The greater the network's throughput, the lesser the latency.

. Throughput

The total number of successfully received packets is called Throughput. The average throughput is
calculated using equation 6, where n is the network's node count.

Z : Plis Received (n)* Pkt Size
1000

Throughput =
(6)

Fig. 4. Throughput

Figure 4 shows that SPAED has a higher average throughput than SEDA-ECC. The security activity
boosted network performance.

. Residual Energy

The amount of energy is called residual energy which was left in the node at the moment. Figure 5
shows the residual energy graph.

Fig. 5. Residual Energy versus Simulation Time in Seconds.

Figure 5 shows that SPEAD uses less energy and thus has more residual energy than the existing scheme.

e Conclusion Compared to other asymmetric schemes, upon

WSNs struggle to provide hierarchical data
aggregation without data loss. WSNs propose
secure Paillier key-based encryption
aggregation. SPAED uses homomorphic
encryption. The paillier key encrypts data. The
source data is decrypted before authentication.
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that aggregated result, SPAED does have the
high-level of security with the least amount of
energy use.
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