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Abstract: 

 We suggests a data aggregation method for security and privacy applications that use edge 
computing. This method protects the privacy of users while keeping the data's integrity. In our model, 
there are three different kinds of people who take part: Terminal device Edge computing will move 
some storage and computing tasks from cloud servers to devices at the edge of the network. This could 
create a number of security and privacy issues. Edge computing includes both edge servers and public 
cloud centres. In general, services that deal with people's safety and privacy seem to be the most 
important ones. During this research project, what part of edge computing will be the main focus of our 
attention? This study also talks about privacy, but its main focus is on the information security criteria 
for edge computing. We have also made a system for creating data security at the edge of the network. 
This system covers encryption as well as privacy, integrity, authorization, and stopping unauthorized 
users from getting in. The data is made by the terminal devices, which then encrypt it before sending it 
to the edge server. With the help of the AES algorithm, data can be both encrypted and decrypted. Edge 
servers are a type of edge device that acts as a gateway or point of entry into a network. The edge server 
puts together the information from the terminal devices, which it then sends to the public cloud data 
centre. The user will get a unique key that can be used to decrypt information that was encrypted in the 
past. With the user's private key, which the cloud service gives the user, the user can decrypt and 
download the data. Not only does our system make sure that the data on the terminal devices stays 
private, but it also verifies the source and checks the data's integrity. 
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I INTRODUCTION 

Edge computing was made to fix problems 
caused by cloud technologies. In distributed 
computing, the edge network is between all of 
the clouds and the end users. This brings cloud 
services and end users much closer together 
(Sayad et.al.2018). As a result, this opens up a lot 
of new ways to collect real-time data, reduces 
latency, saves money on operating costs, 
encourages interoperability, and makes 
customers happier. The most difficult thing that 
can go wrong with edge technology is a breach 
in the security and privacy of almost all of the 
devices that are connected to it. In this study, 
eight different ways that a typical edge 
computing network needs to be safe and secure 
are looked into. Considerations about privacy 
and security can be seen as an evaluation of 

what a programme is able to do and what it can 
do well in order to close any possible protection 
and privacy gaps (Zhang et.al. 2018). When all of 
the conditions are met, the programme will only 
work well with the top-secret and long-term 
goals that are needed, as well as the 
requirements and suggestions of the relevant 
laws (Roman, 2018). The requirements include 
secrecy and trustworthiness, as well as the 
ability to find attacks, be honest, be effective, 
keep messages honest, and do well. The specifics 
of each of the conditions will be talked about. 
But almost all of these earlier works didn't look 
into the compliance and security needs of edge 
computing programmes. This is despite the fact 
that a number of research papers have looked 
into the security and privacy problems caused 
by edge computing. Also, the survey results 
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showed that not nearly enough work had been 
done on modern regulatory approaches, as well 
as the tools and procedures that go along with 
them. In the study that looked at privacy 
concerns in edge devices, even cryptography-
based methods that were emphasized were 
found to be the key to privacy. His team looked 
into and talked about the flaws in different 
approaches to edge computing, such as fog and 
mobile computing, that leave they open to 
attack. Their results were written up in (Guan 
et.al. 2019). Even so, the research study saw 
tactics related to authenticity, so this is still a 
requirement, even though all of the other 
qualifications aren't getting much attention. In 
(Guan et.al.2019), important information about 
the energy business was talked about, but most 

of the attention was on security and privacy 
issues related to the use of new computer 
technology in the energy market. (Rapuzzi, 
2018) also looked at the technological limits of 
developing fog/edge techniques for cyber-
security methods that are already in use. The 
goal of the survey research was to make a plan 
for coming up with new ways to deal with cyber-
security. But the research also included a 
thorough analysis of the criteria for 
developments in technical approaches, (4) 
measures used to measure the effectiveness of 
interventions, (5) the categorization of threats 
on the edge device and the related technical 
pattern used to stop attackers, and (6) research 
directions for future professionals in the field of 
privacy and security for edge devices. 

 

 

 

Figure 1. Edge Computing Architecture 

In Edge Computing, there was not enough 
protection for data security and privacy 
requirements. (Xiao et.al. 2019) showed that it 
was important to design and study essential 
security strategies to reduce the number of 
security holes in the constantly changing field of 
edge/fog technology in a number of different 
computing frameworks. In. was the one who did 
this other study. Several academics who took 
part in the study said that there is a solid basis 

for recognizing privacy problems in edge 
devices. But some of these papers only gave the 
most general information about how the edge 
computing programme needs to be safe and 
private. Also, when problems came up in the 
early stages of the research, a big part of it was 
either partially worked on or checked. This piece 
of analytical work would include not only the 
current state-of-the-art privacy and security 
rules, but also the pattern of the technical 
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techniques chosen by ways to reduce the 
connected risks to future investigations in edge 
computing that are to be explored. Before the 
next data preparation phase starts, a systematic 
analysis framework that outlines all the right 
steps needed to reach the survey's goals and 
objectives would be set up and re-recognized in 
the initiation phase. This would happen before 
the next phase of getting the data ready. By 
using this method, it would be easier to make 
accurate analyses and remember the facts. To 
meet the needs of this research study, your 
answers to the research questions and goals 
should meet the following conditions: 

Security and Privacy Issues on Edge 
Computing - Edge computing will move some 
storage and computing tasks that are currently 
done on cloud servers to devices that are closer 
to the source of the data. This could mean that 
there will be more security and privacy rules to 
follow. Concerns about security and privacy 
seem to be the most important when it comes to 
edge computing (Donald et.al. 2016). Because of 
this, we will put them at the top of our list 
throughout this whole study. This article talks 
about the security requirements for edge 
computing and the risks it faces. We have also 
made a system for creating data security at the 
edge of the network. This system covers 
encryption as well as privacy, integrity, 
authorization, and stopping unauthorized users 
from getting in. 

Requirements of Security And Privacy- If 
either cloud storage or edge computing is used, 
the authorised body's information will have to 
be given directly or indirectly to private entities, 
or the property will be split between them. This 
could also lead to the loss of data, security 
breaches, unauthorized data activities, and other 
problems with privacy, and it might not be 
possible to guarantee the integrity and 
anonymity of data. Because of this, protecting 
data that is spread out is still the most important 
thing when it comes to information security in 
edge computing (Caprolu et.al. 2019). To 
improve the safety of edge computing, the 
following criteria should be taken into account. 

Confidentiality: It is a basic requirement that 
must be met. It gives specific data owners and 
operators access to personal data just at the 
edges of computers. When sensitive information 
is shared and retrieved by clients, most of the 

time in edge or central data centres, and kept or 
stopped in the same way at the edges or cloud 
service, it keeps unwanted users from getting 
access to the material. Even if the data hasn't 
been changed without the authors' knowledge, 
there needs to be consistency to make sure the 
authors get the right information. Integrity 
means that the data hasn't been changed by 
someone who shouldn't have been able to. 
Because there aren't any of the usual 
authentication steps, it's possible that sensitive 
information could be at risk of being stolen.  

Accessibility: Because edge computing is so 
mobile, almost all users who have been given 
permission can access the edge and storage 
resources from anywhere to meet customer 
needs, no matter where they are physically 
located. Then, it makes sure that any user 
information kept by an edge or cloud storage 
provider in an encrypted format can be 
evaluated using a number of performance 
standards. Because authorization guarantees 
that the user's identity won't be called into 
question, authentication must be a way to prove 
the user's identity in order to be valid.  

Access Control: Through the control laws, 
access management is also a way to make sure 
that both security and privacy are taken care of. 
It says who can access the information and what 
kinds of skills, like reading and writing, those 
who can access it can use. Access management is 
an important part of access management, so 
these laws are in place. The need for personal 
space with the security measures, opponents 
who are honest but suspicious can be sure that 
almost all of the consumer distribution data, 
such as data, personal identity, and location, is 
kept secret. Edge computing can also protect 
customer privacy, either directly or indirectly, 
through data security solutions like specific 
encoding, dependability internal audit, 
authorization, and unauthorized access. 

Challenges in Data Security and Issues 

 Edge computing uses some of the new 
technology, like data transfer, cloud computing, 
and privatization, to bring computation close to 
datasets. In this case, the basic criteria for 
protecting consumers in the sector, economy, 
and real activities have been data protection and 
privacy preservation. In addition, in developing 
edge computing systems, we have to accept that 
protection and security will be mentioned in 
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each and every level. In this section we illustrate 
the possible security and privacy concerns 
centered on the architecture of edge computing 

as shown in Figure 1. A description of the 
identification of data protection and privacy 
issues is shown in Table 1. 

 

Table 1 identification of data protection and privacy issues 

Core Infrastructure Edge Servers Edge Network Edge Devices 

Privacy Leakage Data  

Tampering  

Denial of Service 

Privacy leakage 

Denial of Service  

Access Control  

Authorization 

Denial of Service  

Man-in-the-Middle 
attack 

Injection in 
information  

Service 
manipulation 

 

II RELATED WORK 

Edge computing is a strategy that moves 
processing closer to the datasets themselves by 
using newer technologies like data transit, cloud 
computing, and privatization. Near-data 
processing is another name for what edge 
computing is. In this case, keeping data safe and 
respecting people's right to privacy were the 
most important things to do to protect 
customers in business, the economy, and real-
life activities. This has happened because these 
are the two most important things an individual 
can control. Also, when building systems for 
edge computing, we have to accept the fact that 
protection and security issues will be dealt with 
at every step of the way. We have to accept this. 
In this section, we'll talk about the possible 
safety and privacy problems that could come up 
because of how edge computing is built (see 
Figure 1). Because edge computing is set up the 
way it is, these problems are likely to happen. In 
Table 1, you can read about the process that was 
used to find problems with data protection and 
privacy. Communication overheads between a 
customer and a server site are reduced due to a 
decrease in actual transmission distances (in 
terms of geography and number of hops) 
brought about by the Edge computing in the 
network. As one of the definitions, “Edge 
computing is a networking philosophy focused 
on bringing computing as close to the source of 
data as possible to reduce latency and 
bandwidth use. In simpler terms, Edge 
computing means running fewer processes in 
the Cloud and moving those processes to local 
places, such as on a user’s computer, an IoT 
device, or an Edge server” [Gezer. V.Um et.al. 
2017]. Some other definitions of Edge 
computing are “a physical compute 

infrastructure positioned on the spectrum 
between the device and the hyper-scale Cloud, 
supporting various applications. Edge 
computing brings processing capabilities closer 
to the end-user/device/source of data which 
eliminates the journey to the Cloud data center 
and reduces latency” [Mäkitalo, N 2020].  

There are many times when architectural 
designs are made with a specific goal in mind, 
taking into account how they will be used and 
setting up the infrastructure to meet their needs. 
Edge computing is a new way of doing things 
that is considered to be on the cutting edge of 
technology. It moves services and applications 
that have been centralized in the cloud to places 
that are closer to where the data comes from. 
The data is then processed at these places, which 
have the computer power to do so. It also has 
extra connections for connecting the Cloud to 
the devices that end users use. Make sure that 
the number of Edge nodes increases in a certain 
place. This will not only lower the number of 
devices assigned to a single Cloud, but it will also 
be one of the best ways to fix or lessen problems 
with cloud computing [Sarkar, S.Misra 2016]. 

Edge services are mostly used by devices with 
limited resources, like wearables, tracker bands 
for fitness and medical applications, and 
smartphones [Mukherjee et.al. M 2017].Fog 
devices, on the other hand, make up for the 
problems with the Cloud by moving some of the 
Cloud's core functions to the network's edge, 
where they can still be used in a way that is 
similar to how the Cloud works .For example, 
Edge and Fog nodes can connect these devices to 
the Cloud [Ometov, A. et.al.2016]. 

In a typical design for Edge computing, there are 
three main nodes: the Cloud, the local Edge, and 
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the Edge Device .Notably, Local Edge has a well-
defined structure with many sub layers of 
different Edge servers and a processing power 
flow that goes from the bottom to the top. Edge 
servers are located at what is thought to be the 
lowest sublayer, which is also where proximity-
based communications happen.Access Points 
(APs) and Base Stations (BSs) are also thought to 
be in this group. These are used to get data from 
different Edge devices while they are talking to 
each other. They do this by using a variety of 
wireless interfaces to return a control flow. 
When they get data from Edge devices, cellular 
base stations (BSs) send it to the Edge servers in 
the (upper) sublayer. In this case, the work 
being done on the computer is very important to 
the higher sublayer. After the BSs send the data, 
the most basic forms of analysis and 
computation are done. At a more modern Edge 
server, the computational limit has been set up 
so that if a piece of work is more complicated 
than it, it will be taken off the server and sent to 
a higher sublayer that has enough computing 
power. After that, these servers bring the flow 
control chain to an end by giving control back to 
the access points, which then sends them to 
Edge devices [Kozyrev D et.al. 2018]. 

Based on the fact that the paradigm [Jiang,C. 
Cheng et.al. 2019] is driven by proximity, the 
Edge architecture made it possible to move 
applications that couldn't wait close to the 
places where computation was needed. Some 
examples of these uses are augmented, virtual, 
and mixed reality (AR/VR/MR) gaming, cellular 
offloading, and other similar uses. 

In general, there are two ways to look at the 
distance between the Edge and the user's 
equipment: the physical distance and the logical 
distance. The term "physical proximity" refers to 
the exact distance between the part of the data 
computation that is at the top and the 
equipment used by the user. Logical proximity is 
the number of hops that must be made between 
the Edge computing segment and the users' 
devices. Due to the long path created by multiple 
hops, there is a chance that there will be 
congestion, which will lead to higher latency 
issues. 

Logical closeness needs to limit the number of 
times these kinds of things happen at the back-
haul of computer network systems to stop 

queuing, which can slow things down. Even 
though normal Cloud paradigm innovations 
haven't been able to keep up with growing 
needs, the Edge paradigm is not seen as a good 
replacement for the Cloud paradigm because it 
uses less energy, can work in real time, and has 
security and privacy issues. Everyone knows 
that the Edge and Cloud paradigms can work 
together to help solve different kinds of 
problems. In some network areas, like smart 
cities, offices, and homes, as well as in self-
driving cars and the industrial Internet, the 
Cloud and Edge paradigms work together. 
Importantly, when Edge and Cloud paradigms 
work together, there are many ways to reduce 
latency in robust software like self-driving cars, 
organisations' network assets, and information 
analysis on the Internet of Things [Dolui, K. 
et.al.2017]. Even so, the Edge activity is done 
with the help of capabilities from a number of 
different actors. There are many ways to connect 
endpoint devices and nodes of the Edge 
computing layer. These include cellular LTE, 
short-range Bluetooth Low Energy (BLE), 
Zigbee, and Wi-Fi. Access modalities are very 
important because they determine the 
bandwidth of the endpoint equipment, the scope 
of the connection, and the types of devices that 
can get help [Chinnasamy et.al.2019]. 

III PROPOSED SYSTEM 

In our proposed system we are going to 
implement the privacy protection for the data. 
Here we use AES algorithm to Encrypt and 
decrypt the data. Before string into the cloud 
data are met to the edge server which is going to 
act as intermediate between the cloud and the 
uploading file. Data will be stored after getting 
acknowledgment from the edge server and 
cloud. A key will be generating form the cloud to 
encrypt and decrypt the files. Because of this, the 
trust-aware monitor that was shown can 
effectively reduce the stress on users and make 
the system more reliable. A service provider's 
monitoring of data and commitment to QoS are 
not always the same. Our trust mechanism will 
make the service provider less trustworthy. This 
method is also good for service-oriented cloud 
computing, like Scientific Computing as a 
Service, because it uses a number of important 
service indicators in its direct trust assessment. 
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Figure.2 System Architecture 

AES Encryption -Figure 3 shows the framework 
that the AES uses to encrypt and decrypt data. 
for a scenario in which the encryption key is 128 
bits long. (As was already said, if the key has 192 
bits, there are 12 circles, and if it has 256 bits, 
there are 14 circles.) Before starting circle-based 
encryption, you must first use an XOR operation 
on the sequence that will be used in the first four 
words of the key scheme. When decrypting, the 
same thing happens, except that we now XOR 
the setting of the cipher text state with the last 
four words of the key. [Chinnasamy P. et.al. 
2018] During the Add Round Key step, the key is 
added to the state array. This makes the cipher 
safer. During each round, a sub key is made from 
the expansion of the main key. The end result of 
the encryption process is an expanded key that 
is 176 bytes long and is organized as a linear 
array of 44 words (using a key length of 128-
bit). After the word array has been set up (W[i] 
for 0 ≤ i ≤ 43),the remaining words are made by 
applying the following relation to the results of 
putting the key into the first four words of the 
array[Ghobaei-Arani, M.2020].  

W[i] = W[i − 1]⊕W[i − 4]. (Eq.1) 

A particular exception is made for the words 
with index multiple of four, for which, non-
linear relationships, different from bit-to-bit 
XOR are used: 

Subword (Rotword(w[i − 1])) ⊕ Rcon[i/4],
 (Eq.2) 

where the Subword sub-function replaces each 
byte of the word, provided as argument of the 
function, using the Sbox, whereas the Rot word 
sub-function simply shifts one byte to left; 
furthermore, the function Rcon[i] is a round 
constant, represented by the word array  

xi−1, {00}, {00}, {00} , where xi−1 is the (i − 
1)-th (Eq.3)   

Exponentiation operator in GF(28).Both 
encrypting and decrypting use different 
methods, but each step in the encrypting process 
has a corresponding step in the decrypting 
process. This makes sure that both processes 
can read and understand the data. Even so, both 
are made up of ten rounds, and the step of 
adding the round key is done the same way in 
both. So, each iteration of the decryption process 
is made up of the following steps:  

 Inverse Sub Bytes 

 Inverse Shift Rows 

 Inverse Mix Columns 

 Add Round Key 
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Figure 3 framework of AES 

Another difference between the encryption 
and decryption processes is the order in 
which tasks are done during a single round. 
The first step in decryption is called "Inverse 
Shift Rows." This is followed by "Inverse Sub 
Bytes," "Add Round Key," and "Inverse Mix 
Columns." The first step in the encryption 
process is called "Shift Rows." In particular, 
the Inverse Move Rows will move to the right 
in a cycle by the same amount as the Shift 
Rows step, but in the opposite direction. In the 
step called "Inverse Mix Columns," the right 
inverse matrix is used to do the work of 

turning the Mix Column operation around. 
The 4-byte columns of the state array are 
multiplied for the inverse 4 × 4 matrix 
featured by constant entries for producing the 
output bytes; all operations involved in the 

matrix multiplication are performed in GF 28 

or equivalently by multiplying each column, 

modulo z4 + 1,with a fixed polynomial  b(z) = 

0Bz3 + 0Dz2 + 09z + 0E, where b(z) = c(z)−1mod 

z4 + 1 and c(z) is the polynomial used in the 
Mix Columns step of the encryption. 

 

 

 

 

Existing login 

Login 

New user or existing  

New user to create an 

account 

Access to login 
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Figure 4 User Registration 

 

It is the act of signing up for the cloud or being 
signed up for the cloud. Each Data Owner and 
Data User needs to sign up in order to use the 
cloud documents. During this process, basic 
information about you, like your email address 

and list of contacts, will be collected and stored 
in the cloud. When a user signs up for the cloud 
service, a cloud id will be made for them right 
away and automatically. 

 

Figure 5 User Login 

 

Module Description – Authentication Users can 
set up a new cloud storage account by using the 
login module. If the user already has a login and 
password for an account, they can use those to 
upload or download files from a reliable cloud 
storage service. In that case, they must sign up 
with their email address and make up their own 
password. 

Edge Server- Within the context of this module, 
the user can choose where in the cloud to store 
the data that goes with a certain secret key. The 
user is then asked by the edge server to save the 
data on the server using a certain access. After 
that, the data can be saved, and at a later time, 
they can be downloaded from different clouds 
on a set schedule. 
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Figure 6 Data Upload 

Cloud server Module:  In the cloud server module the user can request from the provider to download 
or upload the data to the client. The user can download the data from any cloud using a cloud server 
access with a certain file key in it. The cloud server can grant the access to download the file from the 
cloud. 

 

 

Edge server 
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Key Generation 

In this module a key will be generated to upload and download the file. This key will be provided for the 
security purpose. A key will be provided for the both file and the user 

 

 

 

 

Figure 7  Data Store On Server 

Cloud service 

provider 

Establish 
secret key to 

the user  

User 
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Figure 8 Client Request for Data 

 

A pooled, centralized server resource that is hosted and delivered over a network typically the Internet 
and accessed on demand by multiple users 

 

Figure 9 User Authentication 

 

 For storing data in the cloud that provides 
servers and applications access to data through 
shared file systems.  

Download-In this transmission module the 
data can be transmitted to the different users 
related to the key provide during the upload of 

file by the users. The same key can be used by 
the related user’s login to download the data 
from the cloud. The verification can be done 
during download of file from the cloud by the 
related users in it 
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Figure 10 Data Download 

Servers (compute resources) that run the processing at an edge location, Cloud Storage for Firebase 
allows you to quickly and easily download files from a Cloud Storage bucket provided and managed by 
Firebase. 

 

 

Figure 11 Data Download From Server 
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IV CONCLUSION 

In our system, we have set up the aggregation of 
data for different security applications that 
benefit from edge computing in a way that 
protects privacy. This not only cuts down on the 
communication costs of the whole system, but it 
also keeps the terminal devices' privacy. The 
proposed system can protect the privacy of 
users while also authenticating the source and 
keeping the data's integrity. The small amount of 
work that has been done has mostly been 
focused on making a reliable feedback system 
for environments with more than one cloud. 
Depending on the different trust management 
conditions, the window could be made shorter 
or longer. The goal of this feedback system is to 
make the trust system more reliable. It is set up 
in a hierarchical structure. Low levels of both 
latency and bandwidth use are the most 
important benefits of using edge servers. With 
edge computing systems, this article looks into 
and describes threats to data security and 
privacy, as well as defences that protect privacy. 
In the beginning, we talk about what edge 
computing is and how it differs from cloud 
computing. We also talk about the limitations of 
cloud technology, the coming age of security 
applications, and the shift from user to 
consumer. After that, we talk about the concept, 
architectures, and a few important edge 
computing applications. Next, we'll look at the 
security risks to data protection and privacy, as 
well as the security measures that are actually 
possible. The user will be able to use both 
encryption and decryption. Also, cryptographic 
approaches are talked about as possible ways to 
solve problems with data protection and 
privacy. 
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