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Abstract: 

The increasing significance of distributed data processing services draws attention to the need to develop 
security solutions that are tailored to meet the requirements of these types of systems. In light of this, the 
work discussed here suggests a novel approach to implementing a flexible security framework for data 
processing services in a dispersed environment. The capacity to provide support for large-scale, medium-
sized, and small and medium-sized corporate data analytic services is one of the most critical aspects of 
the framework that has been proposed. The digital signature and a hybrid encryption system that uses 
modified attribute-based encryption form the basis of the cryptographic backbone of the proposed 
architecture. This article offers the results of performance testing and provides an overview of the 
conceptual design of the framework. 
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INTRODUCTION 

Distributed data processing possesses certain 
features that set it apart from other applications, 
such as volume, variety, velocity, value, and 
truthfulness [1]. These qualities include volume, 
variety, velocity, value, and veracity. It calls for 
targeted solutions that can take into account 
these various facets. A vast amount of data 
(volume) coming from a range of sources and 
arriving in the cloud in a variety of forms 
(variety) is analyzed in real-time (velocity) with 
a high degree of accuracy (veracity) in order to 
identify valuable information (value) for a 
specific end-user application. Additionally, the 
data must be standardized and managed logically 
by the cloud or any additional infrastructures, 
such as hybrid infrastructures [2]. This 
infrastructure must be protected to ensure the 
data's confidentiality and prevent inappropriate 
use of the services it provides. The following 
components should be included in a practical 
distributed data security framework: 

 authentication services, access control 
infrastructure for the supported access 
policies 

 encryption protocols and other standard 
cryptography services 

 fast on-the-fly auditing services 

 

All of the industrial techniques [3] presently in 
use were developed for the Hadoop architecture 
and use a secure protocol for resource sharing 
called Kerberos. A complete security solution is 
not provided by any of the published works on 
the subject of extensive data security, even 
though there are works linked to access control 
policy [4], hybrid environment machine-learning 
systems [5], and other topics in the literature. 
Due to this, it can be deduced that no overarching 
strategies are utilized in this area. 

As a result, the theory of distributed data 
processing security lacks formal, conceptual 
models, which results in the lack of verifiable 
solutions for the security of big data [6] and [7]. 
This study gives a practical framework to satisfy 
the security criteria mentioned earlier. It defines 
the formal, conceptual model of the security 
infrastructure to fill the void left by the previous 
work. The technique supports several distinct 
cryptographic mechanisms, each of which was 
developed specifically for a different level of 
limiting access to sensitive data. [8] The plan calls 
for implementing a Small and Medium-sized 
Enterprise Data Analytic system in Real Time 
(SMART). 
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SMART is a modular framework for Big Data 
analysis that assists in operating Small and 
Medium-sized services by utilizing clouds or 
hybrid infrastructures. The fundamental security 
architecture is implemented inside the isolated 
cloud environment [9]. The remaining parts of 
this work are organized as described below. The 
pertinent related works are discussed in Section 
2. In Section 3, you will find a description and 
overview that goes over the primary 
characteristics of the cloud architecture that's 
being suggested. Section 4 will discuss the 
authentication and access control strategies 
proposed for this cloud infrastructure. The 
performance and security testing results are 
presented in Section 5, together with the 
fundamental adversary model. The report is 
brought to a close in Section 6, which also 
includes some recommendations for further 
research. 

 

RELATED WORK 

The paper [10] from the Cloud Security Alliance 
discusses some of the most significant challenges 
associated with ensuring the safety of distributed 
data processing. Mapper security, middleware 
protection, end-point security, real-time 
monitoring, user privacy protection, and access 
control are some of the other available types of 
security. Modifying standard and conventional 
procedures before deploying them in dispersed 
service environments is the task that presents the 
greatest degree of difficulty. It has not been 
possible to locate the essential components, such 
as an access control system. 

It turns out that Hadoop-oriented security 
options that are based on the Kerberos resource-
sharing protocol [11] are poor when it comes to 
support and implementation [12], [13], 
respectively. Aside from that, setting up and 
configuring the Kerberos infrastructure is a 
challenging and quite time-consuming endeavor. 
When it comes to ensuring users' privacy in a 
cloud computing system, it is best to utilize 
public-key infrastructure or attribute-based 
encryption [14]. However, symmetric encryption 
should be employed to process large amounts of 
data [15] quickly. 

It is possible to conclude that there is a demand 
for building security models and policies that are 
unrelated to the security infrastructure of 

Hadoop based on Kerberos [11], [16], and [17]. 
These models make it possible to determine the 
fundamental adversary model [16] and analyze 
the proposed security architecture to determine 
whether or not it is consistent. Others can be used 
for distributed data processing infrastructures, 
like Flink, which has greater flexibility and can 
provide a variety of data processing functions [2]. 

Attribute-based Encryption (ABE) [3, 19] and 
[18] are, by the findings of the CSA report [10], 
the cryptographic tools that hold the most 
promise for the implementation of security 
frameworks. The most significant difficulty 
associated with the ABE implementation is the 
need to apply adjustments to support the critical 
revocation [20] and simplify the key generation 
[19]. 

In response to the mentioned challenges, this 
research proposes a security model that 
conforms to the attribute-based access model. 
The required implementation design has been 
provided to offer support for the concept. This 
work intends not only to create the model [11], 
[16], [17] but also to give a realistic ABE-based 
framework design and implementation. 

 

CLOUD INFRASTRUCTURE 

Architecture Overview 

Complicated cloud services must be 
automatically configured on several abstraction 
layers. It may be necessary to specify 
configuration parameters at multiple levels in 
cloud infrastructures that comprise diverse 
hardware environments [21]. These levels 
include the operational system, service 
containers, and network capabilities. Figure 1 
presents the solution suggested to represent a 
hybrid system. This solution depicts a Global 
Dispatcher and a Global Aggregator that will be 
utilized on the infrastructure. Since the systems 
are autonomous, data of varying sizes can be 
manipulated at the same time.[22] 

On Map Reduce applications running in hybrid 
environments, work has been done in the past. 

Middleware operations are handled by the Global 
Dispatcher, hosted outside the cloud. These 
functions include the management of data 
provided by users and the assignment of tasks. It 
is a centralized data storage system that controls 
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policies for the splitting of data and distribution 
of that data per the requirements of each system. 

 

Fig. 1 — SMART architecture 

The fundamental idea is comparable to that of a 
publish/subscribe service (PS-S), in which the 
system obtains data and publishes computing 
results [2]. PS-S is a producer/consumer 
mechanism that operates in a manner analogous 
to that of a Queue Message. The user defines tasks 
and local data to be placed in a queue through 
Apache Kafka in a manner comparable to [23]. 
The scheduler from the global dispatcher then 
distributes these jobs in the queue for cloud-
hosted computers. In order to produce the whole 
dataset, the Global Aggregator takes the data that 
is output by both systems and combines it with 
its data. 

 

FORMAL SECURITY MODEL 

A cloud-based access control and privacy 
protection architecture is presently being 
deployed in protected enterprise cloud storage 
called Storgrid [9]. The suggested method to 
secure distributed data processing on the cloud 
extends that infrastructure. Hybrid attribute-
based encryption [14] is at the core of the 
protected environment in the cloud. This 
encryption method has additional parameters 
that enable it to support the protection of 
heterogeneous devices and attribute access 
policy while avoiding the immense use of 
computational resources and optimizing the use 
of those resources. 

As a result, it is appropriate for the SMART cloud-
based architecture and the Big Data processing 
services that correlate with it. When 
safeguarding user-generated data, the services 
that demand rapid data processing make use of 
an approach that is more straightforward. The 

Storgrid security framework is augmented with 
the infrastructure shown in Figure 2 below: 

 

Fig. 2 — SMART, secure method 

The two fundamental mechanisms that are used 
to protect the services provided by such a system 
are as follows: 1) a digital signature, which 
ensures that the data entered by a specific user 
cannot be altered by anyone other than the user 
himself, and 2) selective cryptography, which 
ensures that only certain pieces of information 
are encrypted in order to improve the quality of 
sort and search service operations. Both of these 
measures are taken to safeguard the data's 
integrity. 

The original Storgrid hybrid attribute-based AC 
has been utilized to preserve the privacy of 
corporate services and provide security for such 
services. In this particular scenario, the level of 
performance is decreased in order to increase the 
level of security. 

The approach that has been suggested makes use 
of several different cryptographic mechanisms. 
The files, the bulk data, and the multimedia are all 
secured using 128-bit and 256-bit AES, while the 
permanent file keys are encrypted using 
attribute-based encryption. A single AES key 
about expiring is used to encrypt the entire set of 
ephemeral ABE keys that correspond to the files 
that the user can access. This key is referred to as 
the "KEY SET KEY." The server uses a secret 
sharing technique that divides this key into four 
stages; two of these stages are kept on the device, 
while the other two stages belong to the user 
(SSS). The process of encryption is described in 
detail in Figure 3. 

The persistent FILE KEY, also known as the 
unique AES key, is re-encrypted at the beginning 
of each user session. The collection of FILE KEYs 
is safeguarded using the appropriate ABE keys. 
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The one-of-a-kind ABE model provides support 
for an attribute policy based on user groups and 
file shares. The model is consistent with the 
straightforward selected ABE approach [28, 29]. 

The attribute-based encryption selection scheme 
is as follows: if at least one attribute in the set to 
U is equal to at least one attribute in the set to M, 
then the associated user U can decrypt the text M. 
If there is no attribute in the set to U that is equal 
to an attribute in the set to M, the associated user 
U will be unable to decode the text M. To put it 
another way, as soon as the user and the share 
possess at least one characteristic in common, the 
user will have access to the share. 

The following is a list of the components that 
make up the ABE encryption: Master key (MK), 
which is stored securely on the server and is only 
accessible to the domain administrator. It is 
specified by the equation MK = (t1, t2,..., tn, y), in 
which the values ti are chosen at random from 
the group Z p. It should be noted that these are 
the private keys that correlate to the group 
attributes. It is crucial to remember that this is 
not your typical PK encryption because the 
administrator, not the end users, will have 
authority over the private keys. 

Users can access the information because the 
public key, also known as the PK, is kept in plain 
view and is dependent on the values of the master 
key. PK = (gt 1, gt 2, ..., gt n , .., e(g, g)y) , 

In this case, the bilinear pairing function 
corresponding to an elliptic curve is denoted as 
e(g, g). 

 

 

Fig. 3 — Encryption workflow 

The attribute set of the user determines the 
secret user KEY SET. Here, each Di (GROUP KEY) 
is responsible for the decryption of the 
information about a specific group of users, such 

as those involved in a specific project: {ti }U → D 
= {Di =g yw/ti}. 

Encrypted text M, which, in this case, refers to 
M=FILEKEY, or the permanent AES symmetric 
key, enables one to avoid re-encrypting the file. 

Multiplication is the procedure for encryption. 
Along with the encrypted text, the following 
equations are stored: E = M e(g, g)y s, E I = g t I 
s/w, I ti M The set of public keys E I (PUBLIC 
SHARE KEY) corresponding to the set of groups 
that can access the text is stored here. 

Decryption is equivalent to division: M = E/Y s 

In order for the user to carry out this operation, 
they are going to require the pair of private key 
Di and public key Ei that corresponds to the 
attribute ti: Y s = e(g, g) (g, g) ys = e(Ei, Di) = 
e(gyw/t I, g t I s/w) = e(g, g)ys. 

The symmetric AES key that enables the 
decryption of the contents of a protected file is 
produced as a byproduct of the decryption 
process. This is the FILE KEY. 

The infrastructure depicted in Figure 4 serves as 
the foundation for implementing the 
recommended security methods. 

The encryption server is responsible for 
managing all of the procedures involving certified 
authentication (CA) and encryption and granting 
users access to the data storage. This server can 
store the encryption keys or link to a second 
server that serves as the Key Storage. This server 
is responsible for generating the user keys, 
connecting to the client UI, running the essential 
renewal routines, storing the user public keys 
and attributes in addition to the auditing data, 
and running the key renewal routines. 

Fig.4 — Security Infrastructure Components 

The domain administrator chooses which files to 
store, and those files are stored, encrypted, and 
with restricted access. This provides a level of 
security for the file storage system. It is strongly 
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suggested that this external component of the file 
storage be encrypted in its entirety. 

The Client UI can connect to the Encryption 
server and request authorization to access the file 
storage to view, edit, or upload particular files or 
folders. Client UI is responsible for storing the 
user keys used for ABE encryption and the one-
of-a-kind symmetric session keys used to restrict 
access to the downloaded files. Encryption of the 
symmetric keys is performed using the ABE keys. 
The client supports multiple computer platforms 
and operating systems. 

 

The hybrid encryption technology makes it 
possible to monitor and manage the users' 
privacy without negatively impacting the total 
encryption speed. The fundamental ABE [18], 
[19] technique was adjusted to support the 
attributes related to both file shares and user 
groups and set up the validation period based on 
the user key and support the user key. 

The suggested security architecture will be 
integrated into the Big Data environment in the 
next section. 

4.1 Security Framework for SMART Cloud-Based 
Processing Service 

The encryption server's authentication, 
certificate authority, and encryption operations 
need to be kept separate. These protection 
services come into play once the data have been 
uploaded. 

Figure 5 depicts six different modules: the Global 
Collector, the Global Dispatcher, the Storage, the 
Core Engine, and the Global Aggregator and 
Central Monitoring. 

The Core Engine needs to be able to support 
hybrid systems, which means it must perform 
both streaming and batch computations 
simultaneously. As a result, the Flink framework 
is an essential system that should be considered. 
Another system designed to boost computational 
performance, MR-BitDew [24], takes advantage 
of volunteer computing within hybrid 
infrastructures. An Application Programming 
Interface (API) for Clients makes it simple for 
users to submit their applications and specify the 
data sources. A single user can be identified with 
the help of an encrypted key, which is made 
possible by the Client UI, a security interface. The 

Encryption-Decryption Engine requires a key in 
order to function correctly. 

The Global Collector layer is responsible for the 
management and coordination of the sensing 
modules. It is responsible for obtaining data from 
a variety of sources and for maintaining the 
systems that ensure the data's integrity. The data 
is gathered and serialized using a conventional 
TCP/IP protocol, which makes up the 
communication stack sent to the Global 
Dispatcher. 

The data in the message queue mechanism of the 
Global Dispatcher is separated from the lower 
layers where it usually resides. In Cloud/Multi-
Cloud and Grid/Multi-Grid systems, the data is 
placed in a FIFO queue before it is sent out to be 
distributed to servers by the resources available 
on those servers. The Optimization layer analyses 
the quantity of the input data. It decides, with the 
help of the Decision Engine, regarding scheduling 
jobs and data across various environments. 

A simulation process implements an execution 
time prevision, and the Decision Engine will use 
this information to improve the accuracy of the 
scheduling mechanism. The user deploying 
module allows it to save unsecured data 
encrypted on an external server. 

Before definitively attaching the data, the user 
must supply a key storage localization and the 
data path that will travel through the network. 
Within this layer, the pass-through and storage-
and-forward protocols are implemented in a 
manner that is dependent on the data source. 

After being processed on Core Engine, the 
intermediate results are serialized and sent to 
Global Aggregator, which is in charge of the data 
consolidation mission. Data integrity and data 
integration are supported by the module known 
as Data Integration. The final stage of the data 
processing procedure is meant to produce an 
iterative execution and supply the outcome 
consolidation. 

It is required to have a Communication API in 
order to integrate employees into a virtual 
network for data computation. The Aggregator 
Application Programming Interface (API) is a 
module that orchestrates the aggregation of 
results and maintains the safety data mechanism 
for end users. A centralized monitoring system 
presents the information through the End-User 
Interface with an appealing visual characteristic. 
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This integration architecture enables the 
required level of security and user privacy to be 
implemented in all governmental and corporate 
organizations and services. The flexible 
implementation architecture protects user 
privacy and controls access to sensitive data in a 
heterogeneous environment via the Client UI 
created for many operating systems and 
platforms. 

This design is extendable to use more advanced 
data and key protection techniques, such as 

secret sharing or complex attribute regulations. 

  

Fig.5 —Components of the security 
infrastructure and their interactions 

 

5. IMPLEMENTATION AND PRELIMINARY 
RESULTS 

As part of the Storgrid project, the suggested 
security architecture is now being developed. 
Storgrid is a safe and reliable cloud storage 
management system. This section gives some 
findings and analysis of a security framework 
similar to the model described. The 
administrator (or domain manager) oversees 
server operations and has access to the server via 
a secret password. They must determine the level 
of protection for protected/public files and set an 
authorization policy through a web interface. 

The standard encryption technique on the server 
is 128-bit AES. The file storage secret key has an 
expiry date to boost security. The method of key 
renewal and re-encryption occurs daily and does 
not affect performance because it runs when the 
system is inactive or has little activity. Auditing 
and log analysis performed on the server side 
does not permit a key attack. 

Table 1 displays the preliminary results of the re-
encryption testing retrieved from the real-time 
server log. It indicates that, even for large 
amounts of data, the average encryption time is 
relatively short compared to the extent of the 
data acquired by the SMART services. The server 
load determines the encryption time at the 
moment of encryption. The results show that the 
protected file re-encryption in the local file 
system has a low overhead. 

As a result, this re-encryption process is 
compatible with the existing SMART 
infrastructure. Another reason to use re-
encryption is that the model described does not 
employ the concept of complete data encryption. 
To save overhead, this allows selective 
encryption of sensitive user data. This notion 
ensures that the internal network is not 
overburdened and that file security is 
maintained. The domain manager access control 
utility manages this operation. 

Table 1. — Re-encryption time results 

The client is in charge of security on both the user 
and the cloud. It is available on a variety of 
platforms. The proposal supports the concept of 
a light-weighted client, which does not do much 
encryption or other critical/heavy processes. The 
server handles all encryption, and the client only 
supports key usage. The exciting feature is that if 
the keys remain the same, the encrypted data are 
not downloaded again. After authenticating with 
his password and email, the user can access his 
downloaded file, which is safely stored 
(encrypted with a unique AES key) on his storage 
device. 
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The server, ABE encryption, and key expiry 
period govern access to the AES key. Because of 
the implementation architecture, regenerating 
public keys and resending them to users is not 
time-consuming. Table 2 shows the results of 
testing the user key generation technique for 
1000 user logins and 1000 key samples over 20 
parallel threads. These findings indicate that the 
suggested security framework is intended to 
reduce network burden while maintaining user 
security. These characteristics fully complement 
the SMART architecture's security requirements. 

 

Table 2. — User Key Generation Procedure 
Results 

 

6. CONCLUSION 

This study presents a security architecture for 
various distributed data processing systems 
scales. This concept, in particular, is aimed at 
cloud-based systems that manage vast amounts 
of data in real-time analysis from highly various 
data sources, which is the rationale for the 
SMART architecture. The suggested model 
includes authentication and access control 
techniques that are adequate for dealing with the 
high demands of the applications that SMART will 
support. 

The framework testing shows a low overhead 
without sacrificing the security level required for 
SMART application requirements. 
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