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Abstract: Blockchain based security deployments have gained a lot of popularity due to their
immutable, transparency, traceability, and distributed computing characteristics. Blockchain
models store data in the form of small chunks (called as blocks), which are linked with each
other via rule-based unique hashes. A large number of consensus models are defined by
researchers that allow addition of these blocks to the blockchain. These consensus models
define block-level rules (mining rules) that must be satisfied before addition of blocks. Due to
use of distributed computing, blockchains are capable of easily mitigating Finney, Distributed
Denial of Service (DDoS), Masquerading, Sybil, and other attacks. But as the length of
blockchain increases, the delay needed to add a block to the chain increases exponentially. This
is due to the fact that while adding blocks, multiple delay components are needed to be
incorporated, which include, hashing delay, encryption delay, hash validation (mining) delay,
block read delay, block write delay, etc. Due to this exponential increase in delay, scalability &
applicability of blockchain is reduced, which limits its adoption for high-speed large-scale
deployments. To overcome this limitation, sidechains or blockchain shards were developed,
which work via dividing the main blockchain into QoS-aware (Quality of Service) smaller chains.
Each of these chains have the same immutability, traceability, transparency, and distributed
computing characteristics from main blockchain, but require smaller delay for block mining &
addition, which improves applicability of the underlying blockchain deployment. But a large
number of sidechain models are proposed by researchers, and each of them varies in terms of
computational complexity, security level, QoS performance, scalability, applicability, and other
performance metrics. Due to such a wide variation in parametric performance, it is ambiguous
for researchers & blockchain design engineers to identify most suited sidechain for their
application-specific deployments. To overcome this limitation, a survey of different sidechaining
models, along with their nuances, advantages, limitations, and future research scopes id
discussed in this text. Based on this survey, readers will be able to identify different
sidechaining solutions for their application-specific use cases. This text also compares the
reviewed models in terms of different performance metrics, which will further assist
researchers to select most optimum sidechaining models for their deployments. Furthermore,
this text also evaluates a novel Model Rank Score (MRS) which combines various performance
metrics in order to assist readers in selection of an optimum sidechaining model for context-
sensitive use cases.

Keywords: Blockchain, Sidechain, Sharding, Machine, Learning, Delay, Security, MRS, QoS
DOI Number: 10.48047/nq.2022.20.19.NQ99223 NeuroQuantology2022;20(19): 2614-2630

el55MN 1303-5150 @
W, Neuroquantalogy .com

2614




NeuroQuantology | DEC 2022 | Volume 20 | Issue 19 | Page 2614-2630 | doi: 10.48047/nq.2022.20.19.NQ99223
Dharmendra Kumar Roy / Empirical Analysis of Sidechaining Models for QoS Aware Blockchain Deployments from a

Pragmatic Perspective

1. Introduction

Blockchains are defined as secure & immutable
data-structures that cannot be easily
compromised, and are highly distributed with

traceability & trust characteristics [1]. The
delay needed to add a block to single
blockchains is defined via equation 1,

D(Add) = N = [D(Read) + D(Validate)
+ D(Mine)] + (N — 1)
* [D(Hash) + D(Encrypt)]
+ D(Write) ... (1)
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Figure 1. Example of sidechaining for context-
sensitive scenarios
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Where,Add, Read, Validate, Mine,

Hash, Encrypt & Write represents various
operations like addition of block into the chain,
reading the block from the chain, validating the
block, mining the block, hashing the block,
encrypting the bock, and writing the block back
to the blockchain. From this equation it can be
observed that, delay needed to add a block
exponentially increases w.r.t. blockchain size.
Due to which researchers developed smaller
sized blockchains, which were termed as
sidechains or blockchain shards. A typical
sidechain model is depicted in figure 1, wherein
Main Blockchain is divided into 3 different
sidechains, and each of them are context-
sensitive. Sidechain A uses smart contracts,
while Sidechain B uses faster consensus
models, and Sidechain C uses high security
encryption & hashing models, which assists in
treasury-based deployments. Due to this
division, value of N in equation 1 is reduced,
which increases transactional speeds. Similar
models [2, 3, 4], along with their nuances,
advantages, limitations, and future research
scopes are discussed in next section of this
text. Based on this discussion readers will be
able to identify high-performance models for
their application-specific deployments.
Followed by this, section 3 compares these
models in terms of different performance
metrics, that includes computational
complexity, security level, QoS performance,
scalability, and applicability. Upon referring this
comparison, researchers can identify optimally
performing models for their use cases. Finally,
this text concludes with some interesting
observations about the reviewed models, and
recommends various methods to further
improve their performance under different
scenarios.
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2. Literature Review

A wide variety of sidechaining models are
available, which assist in improving QoS
performance of secure blockchain
deployments. Each of these models have their
own characteristics, which makes it highly
complex to identify optimum models for given
application use cases. For instance, work in [2]
proposes use of State Sharding using space
aware representations (SSSAR) which evaluates
a trade-off between size of data stored on the
blockchain, and number of shards generated
during the process. The model showcased
reduced memory utilization with higher
throughput when evaluated on Ethereum
Networks. But the model requires state
information to be available before deployment,
which limits its scalability performance. To
overcome this limitation, work in [3] proposes
use of Polynomial Coded Blockchain Sharding
(PCBS) that aims at achieving an equilibrium
between security, scalability & decentralization
across distributed deployments. The model
uses node-level computations in order to
evaluate verification functions which assist in
deployment of coded transactions. The
sharding process can be observed from figure
2, wherein each group of 10 transactions are
combined to form a blockchain shard, which is
encoded & decoded via verification functions.
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Figure 2. Design of Poly Shard Model [3]
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Due to simplicity in sharding process, the
model is capable of producing sidechains with
low delay, and lower computational
complexity, which makes it useful for a wide
variety of low & medium scale applications. But
as size of the chain increases, number of shards
increase  exponentially, which increases
complexity of shard management & limits its
scalability. To overcome this limitation, work in
[4] proposes use of Fuzzy Inference Model
(FIM)  for improving sidechain creation
capabilities. The model uses a combination of
Bandwidth Consumption (B), Storage
Consumption (S), & Calculation Consumption
(C) in order to train a fuzzy rule engine, which
assists in optimum splitting of blockchains. Due
to use of BSC metrics, the model is highly
reconfigurable and has lower complexity for
creation of sidechains when compared with
Serial Miner (SM), & Lock Miner (LM) Models,
deployed on the same blockchain datasets. A
similar model that uses Smart Contract-based
Hierarchical Model for Group Key Agreement
(SCHMGKA) [5] that assists in dividing
blockchain shards into 2 levels. Initial level uses
Group Controllers (GCs), while secondary level
uses Sub Group Controllers (SGCs) to manage
different sidechains. The model was deployed
for Vehicular Adhoc Networks (VANETs), but
can be extended to any wireless network
deployment with multiple nodes. Due to
division of sidechain management tasks, the

model is capable of maintaining lower
computational complexity, with high-speed
mining operations, when compared with

Multiple Attribute Authenticated &
Contributory Group-based Key Agreement
(MACGKA) based models.

An interesting model for shard creation based
on service-awareness (SSA) is discussed in [6],
which proposes use of securely scalable
blockchains based on service requirements.
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The model linearly increases number of chains
w.r.t. number of services added into the
deployments. A typical example of this can be
observed from figure 3, wherein services like
‘payments’,  ‘domain name assignment’,
‘registration’, and ‘intellectual property’ are
added incrementally into the model, and based
on these additions, number of sidechains are
increased.

GTOUD
i 1 -l -
C;: {-7\( ‘—‘..‘ -

Cp:payment  Cp:domain name
C,:registration Cy:intellectual property

Figure 3. Use of incremental service-aware
sharding [6]

The model showcases good performance under
limited number of users, but the blockchain
increases if a single service is used by majority
users. This limitation can be removed via the
work in [7] which proposes use of Federated
Learning (FL) to create shards. The model uses
Direct Acyclic Graph (DAG) with Model
Aggregation, & Transaction Exchange to train
the FL Models. It stores all data on Inter
Planetary File System (IPFS), and mines blocks
via Raft Consensus, which assists in improving
shard-level reconfigurability under different
scenarios. The model was observed to have
better performance when compared with
Asynchronous FL (AFL), and Federate Average
(FA) learning models, which makes it highly
useful for a wide variety of application
deployments. A simpler version of this model is
discussed in [8] which proposes use of splitting
& aggregating blockchain (SAB) signatures for
to split of merge blockchains. This process
allows archiving sidechains which are rarely
used, and splitting blockchains that are
constantly updated during transactional
communications. The model showcases lower
complexity with higher speed, but requires
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constant chain reconfiguration, which limits it
deployment capabilities. To overcome this
issue, work in [9] proposes a simpler method to
Reconfigure Blockchains via Clustering Process
(RBCP). The model uses 3 phases, namely,
presplitting, splitting & post-splitting to select
cluster heads, that decide whether to split or
merge blocks via multiple evaluation criterions.
These criterion include, speed-awareness,
energy awareness, security awareness,
complexity awareness, etc. and can be tuned as
per application requirements. The model is
highly reconfigurable, which makes it useful for
large-scale deployments, but requires complex
management processes, which increases delay
& reduces throughput w.r.t. number of split-
based sidechains. Effect of this limitation can
be reduced via use of Parallel Middle Blocks
(PMBs) [10] which uses stochastic process for

continuous sharding, thereby assisting in
improving validation & shard creation
performance  under different  network

scenarios. This model’s performance can be
extended via work in [11], wherein researchers
have proposed use of Two-way Peg Model
(TPM), that dynamically estimates trust-levels
for different miner nodes, and selects them for
efficient mining process. Due to this dynamic
miner selection process, the proposed model
showcases lower storage cost, better security
performance, and lower processing delay when
compared with Proof of Work (PoW) based
blockchain, and Threshold based Sidechain
(TSC) Models, thereby making it useful for a
wide variety of real-time deployments. Security
of this model must be evaluated under
different attacks, and can be extended via use
of Membership Management with Reduction of
Failure Probability (MMRFP) [12] for mitigating
n/2 attacks. The model has higher complexity,
but can be used for large-scale deployment due
to constant computational requirements. The
model doesn’t incorporate fault tolerance, due
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to which its applicability is limited to networks
with minimum fault scenarios. To overcome
this limitation, work in [13] proposes use of
Trust-Based Shard Distribution (TBSD) which
deploys Genetic Algorithm (GA) for stochastic
trust estimation, and assists in reducing
collusions for malicious miner nodes. The
model uses a Trust Agent (TA) that performs
estimation of Miner Trust Management, and
Shard Distribution mechanisms via parallel
processing operations. It combines leader
selection, block commit operation, Reporting
Subjective Consensus Opinion (RSCO), Local
Consensus Result (LCR) formation with final
node trust evaluation for estimation of
optimum shards wunder real-time attack
scenarios. Application of such models for E-
Voting deployments can be reviewed from [14],
wherein Proof of Stake (PoS) and Proof of
Credibility (PoC) are combined to form shards
based on share of voters as observed from
figure 4, which assists in improving QoS
performance under large-scale applications. It
can be observed that due to stochastic
clustering & stake based sharding, the model is
capable of removing consensus done via
malicious nodes, which assists in improving
security against multiple attacks. But the model
is highly stochastic in nature, which limits its
reliability under higher scaled networks. To
improve this reliability, work in [15] proposes
use of Queueing Modelling with Game
Theoretic Model (QM GTM) for continuous
evaluation of blockchain shards via Nash
Equilibrium analysis. The model uses a
Polynomial Time (PT) method to obtain balance
between shards creation & management
performance, thereby assisting in improving
scalability under dynamic communication
environments. The model showcases lower
delay than Centralized Optimization (CO), and
Random with Uniform Distribution (RUD) due
to inclusion of average transaction
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confirmation time (ATCT) between different
shard creation processes.

Similar sharding models that use directed
acyclic graph (DAG) [16], Blockchain-Based
Federated Learning (BFL) [17], many objective
optimization algorithm based on the dynamic
reward and penalty mechanism (MaOEA-DRP)
[18], and Reputation based High Incentive

Blockchain (RHIB) [19] are proposed by
researchers.
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Figure 4. Use of sharding with Honest &
Malicious Miner Nodes [14]
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These models augment energy levels, mining
delay, and throughput parameters during shard
creation in order to reduce computational
complexity, while maintaining high security
performance. These models have higher
complexity due to use of Machine Learning
(ML) based methods, which requires high-
power processing miner entities, which limits
their scalability. To overcome this limitation
work in [20] proposes use of Verifiable
Stochastic Function (VSF) for improving self-
balancing & operability equilibrium under
different conditions. The model’s performance
is observed to be consistent across different
scaled networks, and thus can be deployed for
large-scale sidechain deployments. Extension
to this model is discussed in [21], wherein
researchers have proposed use of Two-Phase
Cooperative Bargaining Game Model (TPCBGM)
to improve shard creation efficiency. The
model uses Weak Pareto Optimality (WPO),
symmetrical performance, covariance with
respect to translations, restricted
monotonicity, and covariance with respect to
positive affine transformations in order to
create & manage sidechains. Due to which the
model is able to scale even under multiple
attack scenarios. To evaluate performance of
such models, work in [22] proposes Chebyshev,
Chvatal, and Hoeffding bounds for estimation
of delay, energy consumption, and throughput
bounds for different sidechain deployments.
This model must be used for evaluating
performance of highly efficient sidechaining
models including, Software-Defined
Networking based Low-delay, highly Secure &
Reliable Model for Making Decisions with good
Emergency Handling capabilities (SDN LSROM
EH) [23], Reputation aware Aggregation Model
via Secure & Self-Organized Scalable Sharded
(RAMSSOSS) [24] blockchains deployed on edge
computing devices, and a Deep Q Learning
Network for Sharded Blockchains (DQLNSB)
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[25] that uses Deep Reinforcement Learning
(DRL) for optimization of shards. These models
stochastically augment multiple network
metrics in order to estimate optimal
combination of parameters for incrementally
higher performance under different network
scenarios. Efficiency of these models must be
validated on different network types, and can
be further evaluated via use of Joint
Hypergeometric Distribution based attack
simulation model [26] for  network
deployments. The model is capable of
simulating  multiple attacks, and then
estimating their security performance under
different network configurations. Such models
must be used to estimate security performance
of sharded chains. Similar sharded chain
deployment methods like Validator Rotation
via Hierarchical Game Theory Model (VR
HGTM) [27], Permissionless Blockchains with
Game Theoretic Model (PBGT) [28], Contract-
Theoretic Pricing (CTP) for handling multiple
transactions on sharded blockchains [29], and
Extreme Learning Machine (ELM) [30] for
classification of blocks into active & inactive
blocks for sidechain creation & management
are discussed, and validated under different
simulation conditions.

Applications of such sidechains are discussed in
[31, 32], wherein researchers have deployed
ZyConChain for division of main blockchain into
sidechain & state chains, and Hierarchical
Consensus  Mechanism  for  Service-Zone
Sharding (HCM SZS) for multiple security
applications. These models use different
context-aware sidechain creation mechanisms,
which assist in improving their application-
specific performance. To further improve
scalability of such models, work in [33, 34]
propose use of Distributed Stochastic
Generation (DSG) with Shard Reconfiguration,
and use of Reputation based Sharding (RBS) for
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better speed & lower energy consumption
under different blockchain types. Such models
use stochastic division of blocks into shards,
which limits their reliability & consistency
performance. To overcome this limitation work
in [35] proposes use of Verifiable Secret
Sharing (VSS) with controlled stochastic model
for reducing stochasticity during shard
selection, thereby improving efficiency during
sharding process. Security & QoS extensions to
these models are also discussed by researchers
in [36, 37], wherein Garlic Onion Routing
(GOR), and Off-Chain Computation
Management (OCCM) methods are used to
incorporate QoS-aware privacy models into
existing sidechains. These models must be
evaluated under different transaction types,
and can be extended via use of load balancing
(LB) [38], and Gas Consumption-Aware
Relocation (GCAR) [39] for improving
applicability & usability performance under
different application-specific load conditions.
Applications of such models that use Time
Variant Multiple Objective based Particle
Swarm  Optimization (TVMOPSO) [40],
combination of Para-Sharding with DAGs and
Proof of Participation (PS DAG PoP) Consensus
Model [41], Land Registry Search Model (LRSM)
[42] based sidechaining, and Distributed
Machine Learning (DML) [43] for improving
security & scalability of blockchain based
models are proposed, which assist in
deployment of context-aware models, that can
be scaled as per application requirements.
Similarly, work in [44, 45] also propose use of
DML for Permission Integrated Ring Alliance-
based Training Estimation (PIRATE) model, and
ML based Sharding Mechanisms (MLSM), which
assist in improving blockchain deployment
capabilities are also discussed and tested under
different test cases. These models allow for
highly augmented sharded application
deployments, and have wide variation in real-
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time performance. Estimation of this
performance in terms of computational
complexity, mining delay, cost of deployment,
scalability, & QoS performance is evaluated for
different models, and can be observed from
the next section of this text. Based on this
evaluation, researchers will be able to identify
best models for their application-specific
deployments.

3. Result analysis & comparison

From the literature survey, it can be observed
that existing shard creation & management
models utilize Machine Learning (ML) to
optimize  performance under different
application scenarios. Their performance also
varies w.r.t. deployed scenario, which makes it
highly ambiguous for researchers to identify
best performing model for their application
deployments. To reduce such ambiguities, this
section compares the reviewed models in
terms of computational complexity (CC),
mining delay (D), cost of deployment (CD),
scalability (S), & QoS (Q) performance metrics.
Due to non-uniformity in simulation &
deployment environments, this section
evaluates these metrics in terms of fuzzy
ranges of Low (L=1), Medium (M=2), High
(H=3), and Very High (VH=4), which will assist
readers to estimate sidechain creation
performance on a uniform scale. Based on this
evaluation criterion, table 1 summarizes
performance of different models w.r.t. various
evaluation metrics.

Model ccC|cD|D |Q|S
SSSAR [2] H M  M|H |L
PCBS [3] VH | H M|M]|H

@
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FIM [4] M | M
SCHMGKA [5] M | H
SSA [6] M | L
FL DAG [7] VH | VH
SAB [8] L | M
RBCP [9] M | L
PMBs [10] H |H
TPM [11] M | M
MMRFP [12] H |H
TBSD [13] M | H
PoSC [14] H |H
QM GTM [15] H | VH
DAG [16] M | H
BFL [17] VH | VH
MaOEA-DRP [18] |H | VH
RHIB [19] H |H
VSF [20] L |L
TPCBGM [21] H |H
SDN LSROMEH [23] | H [ M

€l55M 1303-5150

RAMSSOSS [24] H |H
DQLNSB [25] VH | H
VR HGTM [27] H | M
PBGT [28] L M
CTP [29] M | H
ELM [30] VH | H
ZyConChain [31] M | H
HCM SZS [32] H | VH
DSG [33] L |L
RBS [34] H |H
VSS [35] H [H
GOR [36] M | H
OCCM [37] M | VH
LB [38] H H
GCAR [39] H |H
TVMOPSO [40] H |H
PS DAG PoP [41] H | M
LRSM [42] H | VH
DML [43] VH | H
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DSG [33] showcase lowest computational
PIRATE [44] VH|H |[M|H M complexity, and thus can be used for
deployment of low-complexity sidechains in
MLSM [45] H IH |HIMIL Internet of Things (loT) and other low power

Table 1. Evaluation of different sidechaining

applications.

models in terms of various performance MLSM [45] e —
metrics C;f\:/ﬁaR Eg} I
S I
ELM [30] ——
LB [38]
e et
VSS [35]
Pé\{l_li/ls %8} FL DAG [7]
LB [38] TVMOPSO [40]
PoSC [14] TPCBGM [21]
VSS [35] PIRATE [44]
FL DAG [7] HCM SZS [32]
TVMOPSO [40] QM GTM [15]  ——
TEFRBAGT,\IQ %‘21‘11} PCBS [3] m——
HCM SZS [32] DAG [16] m———
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PCBS [3] MaOEA-DRP [18] n——
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Figure 5. Computational Complexity of  Figure 5. Deployment Cost of different

different sidechaining models sidechaining models

Based on this evaluation and figure 5, it can be
observed that SAB [8], VSF [20], PBGT [28], and

@

2622

Similarly, based on table 1 and figure 6, it can
be observed that SSA [6], RBCP [9], VSF [20],
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DSG [33], SSSAR [2], FIM [4], SAB [8], TPM [11],
and SDN LSROM EH [23] have lowest
deployment cost, and thus can be used for low-
cost applications including Wireless Sensor
Networks (WSNs), Aerial Networks (ANs), etc.

MLSM [45]
GCAR [39]
PMBs [10]
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Figure 7. Delay for mining blocks of different
sidechaining models
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Similarly, based on table 1 and figure 7, it can
be observed that FIM [4], TPM [11], TBSD [13],
BFL [17], RAMSSOSS [24], DQLNSB [25], PBGT
[28], RBS [34], GOR [36], OCCM [37]. LRSM
[42], and DML [43] have lowest mining delay,
and thus can be used for high-speed
applications including Military Deployments,
WSNs, and other context-sensitive
deployments.
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Figure 8. QoS performance of different
sidechaining models
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Upon referring table 1 and figure 8, it was also
observed that SSSAR [2], SCHMGKA [5], SSA [6],
FL DAG [7], SAB [8], MMRFP [12], TBSD [13],
MaOEA-DRP [18], RHIB [19], SDN LSROM EH
[23], RAMSSOSS [24], VR HGTM [27], PBGT
[28], CTP [29], PS DAG PoP [41], DML [43], and
PIRATE [44] had higher QoS performance, and
thus can be used for applications that require
lower energy consumption with better
throughput performance levels.
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Figure 9. Scalability performance of different
sidechaining models
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Similarly, from table 1 and figure 9 it was
observed that PCBS [3], FIM [4], RBCP [9], QM
GTM [15], MaOEA-DRP [18], SDN LSROM EH
[23], DQLNSB [25], PBGT [28], HCM SZS [32],
RBS [34], VSS [35], and OCCM [37] had better
scalability, and thus can be used for multiple
real-time applications.

To further simplify this process of model
selection, a novel Model Rank Score (MRS) is
evaluated via equation 2, which combines

multiple evaluation metrics to identify
sidechaining models with better overall
performance.

MRS = * + * +4+Q+S 2
CC CD D 4 4"'( )
This score was evaluated for each model, and

can be observed from table 2 as follows,

Model ARS
SSSAR [2] 6.33
PCBS [3] 5.58
FIM [4] 9.25
SCHMGKA [5] 6.33
SSA [6] 9.00
FL DAG [7] 5.25
SAB [8] 9.00
RBCP [9] 9.25
PMBs [10] 4.75
TPM [11] 9.00
MMRFP [12] 5.67

@
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TBSD [13 8.58
[13] ZyConChain [31] 6.08
PoSC [14] 5.17
HCM SZS [32] 5.58
QM GTM [15] 5.58
DSG [33] 10.75
DAG [16] 5.67
RBS [34] 7.92
BFL [17] 7.00
VSS [35] 5.25
MaOEA-DRP [18 5.83
@ [18] GOR [36] 8.08
RHIB [19] 5.92 OCCM [37] 8.25
LB 17
VSF [20] 10.75 [38] >
GCAR [39] 4.75
TPCBGM [21] 5.42
TVMOPSO [40] 5.42
SDN LSROM EH [23] | 6.83
PS DAG PoP [41] 6.58
RAMSSOSS [24] 7.92 LRSM [42] 7.08
DML [43] 7.58
DQLNSB [25] 7.58
PIRATE [44] 5.58
VR HGTM [27] 6.58
MLSM [45] 4.75
PBGT [28] 11.50 Table 2. MRS for different sidechaining models
CTP [29] 6.33
ELM [30] 5.08
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Figure 10. MRS performance of different
sidechaining models

Based on this evaluation, and figure 10, it can
be observed that PBGT [28], VSF [20], DSG [33],
FIM [4], RBCP [9], SSA [6], SAB [8], TPM [11],
TBSD [13], OCCM [37], and GOR [36] showcase
better overall performance. These models must
be used for low delay, low cost, low
complexity, high QoS and high scalability
sidechain application deployments.
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4. Conclusion and future scope

This review estimates performance of different
sidechaining models and compares them w.r.t.
various statistical metrics. Based on initial
estimation it was observed that ML based
Models outperform other models in terms of
scalability & QoS performance, but addition of
privacy, application-based reconfigurability,
and enhanced security are also needed for real-
time deployments. This text compared the
models in terms of computational complexity,
mining delay, cost of deployment, scalability, &
QoS performance, wherein, it was observed
that SAB, VSF, PBGT, and DSG showcased
lowest computational complexity, SSA, RBCP,
VSF, DSG, SSSAR, FIM, SAB, TPM, and SDN
LSROM EH have lowest deployment cost, FIM,
TPM, TBSD, BFL, RAMSSOSS, DQLNSB, PBGT,
RBS, GOR, OCCM, LRSM, and DML have lowest
mining delay, SSSAR, SCHMGKA, SSA, FL DAG,
SAB, MMRFP, TBSD, MaOEA-DRP, RHIB, SDN
LSROM EH, RAMSSOSS, VR HGTM, PBGT, CTP,
PS DAG PoP, DML, and PIRATE had higher QoS
performance, while PCBS, FIM, RBCP, QM GTM,
MaOEA-DRP, SDN LSROM EH, DQLNSB, PBGT,
HCM SZS, RBS, VSS, and OCCM had better
scalability, and thus can be used for multiple
real-time applications. These metrics were
combined to form a Novel Model Rank Score,
which indicated that PBGT, VSF, DSG, FIM,
RBCP, SSA, SAB, TPM, TBSD, OCCM, and GOR
showcase better overall performance. These
models must be used for low delay, low cost,
low complexity, high QoS and high scalability
sidechain application deployments. In future,
researchers must validate performance of
these models on multiple datasets, and fuse
these models to develop hybrid ML based
sidechaining techniques, which can be used for
a wide variety of network deployments.
Moreover, researchers can introduce low-
power Convolutional Neural Network (CNN)
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models in order to augment sidechaining
performance via convolutional feature sets.
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