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ABSTRACT

Nowadays, online availability of the internet resources has proven efficient means of information sharing. Cloud
computing environment provides a managed computer system resources to the internet users and companies with
options of processing, storage, management and access to data and information within a certain server. Several types of
attack can target cloud environment, among these types of attack DDoS attack considered as the most common and
dangers type. In this work, a protection system for securing cloud computing environment against DDoS attack has
been proposed. The system is designed based on the most common and effective machine learning techniques which is
SVM that used for traffics detection and classification. Also, an improved software agent is used as a complemented to
the SVM, for anomaly traffics control. Testing dataset is required for test and evaluate the performance of the
proposed system, therefor CIDDS dataset has been used. However, according to the obtained results, it is observed that
the proposed system achieved the highest results with accuracy of 99.6% in anomaly traffics classification and control

during the comparison with the related work.
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1. INTRODUCTION

Cloud computing is defined as the
processing, storage, management and access to
data and information within a certain server. The
infrastructure and servers are provided avialible
“on need” basis by the use of cloud computing[1].
Cloud computing also includes network-enabled,
scalable, assured Quality of Service, low-cost
computing infrastructure, and simple accessibility
services. Cloud computing is becoming a buzz
word in the IT sector, with many users migrating
their apps and data to a distant cloud [2]. Users
have more flexibility in how they access data and
apps. Despite its advantages, cloud computing is
now in its development and faces several hurdles
in terms of security, integrity, cost, availability,
and performance. The biggest challenge with
cloud computing is cybersecurity, because the
thought of saving private data or running software
on another's hard disc might be unsettling to some
users[3] . Greater specifically, the increased usage
of cloud computing by businesses provides more
options for hackers to gain unauthorised access to
virtual environments[4]. As a result, engineers
have created a revolutionary virtualized security
method to combat the threats.

Additionally, Cross-Site Scripting, SQL
Injection, and Distributed Denial of Service
attacks are also common in Cloud computing
system. The most dangerous sort of cyberattack
that might strike cloud computing is a distributed
denial of service (DDoS) attack. DDoS assaults
are a serious risk to cloud security's reliability.
DDoS assaults have more potential in cloud
computing, which includes millions of subscribers
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exchanging infrastructure than they do in sole
tenancy design [5]. DDoS cyberattacks may be
carried out in two methods via the Internet. The
first approach entails an attacker delivering
malicious files to the target in order to confuse
any programme or protocol operating on it
(vulnerability attack)[6, 7].

Financial fraud including unlawful cash
transactions is one of the grounds for the attack.
Collecting a commission from a viewed
advertisement display is a common example of
this type of financial scam [5].Other attacks,
including political attacks, are carried out in
benefit of a nation, whereas personal attacks are
carried out for personal reasons [7, 8]. In other
words, cyberattacks happen for a variety of
motives and at various degrees. Furthermore, the
most prevalent sort of attack is a Distributed
Denial of Service (DDoS) attack, which is an
attack on a system that fills it with so many
additional requests that normal traffic is either
delayed or entirely disrupted. SQL Injection is
also regarded as a security flaw that occurs in the
databases of a cloud servers. Cross-Site Scripting
is when a malicious script is executed by a user's
Web browser [8]. Password cracking is the
technique of retrieving confidential passwords
from stored data in or communicated by a
computer system, usually by confirming password
guesses repeatedly [9].

The Distributed Denial of Service
(DDoS) is among the most dreaded cyberattacks,
and it poses various security issues in today's
networks. They are able to interrupt system
reliability by depleting a large number of
resources by causing traffic congestion. However,
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DDoS cyberattacks, which are well-planned
strikes with a high degree of intensity that may
disrupt the highest level of information
infrastructure [10, 11], are one of the biggest risks
that the modern electronic society faces. The
accessibility of many hacking tools makes it
simple to carry out such attacks. However, in
order to employ the existing hacking tools, the
attacker must have the necessary skills. In a
perfect world, one must be able to distinguish
among abnormal and typical traffic.

SVM and Software agent have been
identified to be utilized to supplement filters in
the literature; it is one of the methods that the
network may continue to function even while
under assault[10]. An agent is any type of
hardware or software which is utilized
independently for detection and sensitive to
external changes using properties such as
adaptively, mobility, and learning ability [11].
The agent is introduced to the network in order to
improve the network’s ability to continue working
even when it is attacked, as well as to provide
flexibility and agility in solutions targeted at
resolving the network's current and future
challenges [12].

This  study focuses on  DDoS
cyberattacks, which are a big danger to the cloud
computing ecosystem. The goal of this study is to
enhance the security mechanism against DDoS
assaults on cloud computing environments.
Following that, this study suggests using a hybrid
of SVM for anomaly traffics classification and
software agent for traffics control. Therefore, it is
designed to improve the protection model against
DDoS attack traffics aimed at cloud computing
environments.

This work is segmented into seven
sections, the background of the work is presented
in section 1. In section 2, the most related work
has been discussed. Whereas, the research
methods which have been used in this study is
illustrated in section 3. The proposed system
architecture is presented under section 4.
Furthermore, the implementation and results of
the proposed system is illustrated and displayed in
section 5. Also, the discussion of the work is
presented under section six. Lastly, in the 7
section, the conclusion of the work is presented.

2. RELATED WORK

Cloud computing is a framework that
allows end users to connect to sophisticated
applications and services through the Internet. It
is critical to deliver secure and dependable
services in the cloud computing environment.
One of the security concerns in this context is
how to decrease the impact of a denial of service
(DoS) or disseminated denial-of-service (DDoS)
attack [9, 13] .

Ojugo et al. [14], in this study an
intelligent systems based on machine learning has
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been proposed. The effective machine learning
technique which is neural network has been
employed for anomaly traffics classification and
attack detection. In addition, the deep learning
technology is utilized to discriminate between
benign data exchange and harmful data traffic
attacks. Furthermore, the results show that using a
neural network to efficiently discern between
acceptable and non-approved data packets on a
data traffic is a success. However, according to
the obtained results it observed that the proposed
system achieved a good result with accuracy of
96%.

Chauhan and Heydari [13] they design
an intrusion detection system that has the ability
to defines against DDoS attack in Generative
Adversarial Networks (GNASs) environment. The
proposed model is adopting with the GAN to
generate adversarial DDoS attacks that can
change the attack behavior and can be undetected.
However, the results indicate that by continuous
changing of attack behavior, defensive systems
that use incremental learning will still be
vulnerable to new attacks. The proposed system
achieved a good result during the comparison
with the related work with accuracy of 94.3%.

Saad et al. [15] proposed an intelligent
flooding-attack detection system using back-
propagation neural network. The proposed system
has the ability to defines against DDOS attack in
IPv6 networks. The efficiency of the designed
system is proved by using real datasets gotten
from an NAvV6 laboratory. The dataset traffic is
based on a test-bed environment created on the
basis of certain parameters used as inputs to
generate a new data-set. The results prove that the
proposed framework is capable of detecting
ICMPv6 DDoS flood attacks with a detection
accuracy of 98.3%.

Wang et al. [16] examine the security
effect, namely the influence on DDoS attack
define mechanism, in an enterprise network in
which both technology are used, and conclude
that SDN technology may really assist
organisations fight against DDoS assaults
provided the defined structureis  correctly
constructed. To that aim, they offer a DDoS
attack mitigation architecture that combines take
several forms network monitoring to identify
attacks with a customizable control framework to
allow for quick and precise attack response. They
offer a visual model-based detection and
prevention system for dealing with dataset
shifting problem to cope with the new
architecture. They offer a visual model-based
detection and prevention system for dealing with
dataset shifting problem to cope with the new
architecture. The simulation findings demonstrate
that the structure can efficiently and effectively
meet the security concerns posed by new network
paradigm, and that our attack detection system
can identify and report a variety of attacks
employing real-world network data.
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Wani et al. [17] used Tor Hammer as
assaulting tool and built a fresh dataset with
Intrusion Detection System on their own cloud
environment. There are 9 features and 4 classes
in the dataset. The data set was subjected to
machine learning algorithms such as Support
Vector Machine, Nave Bayes, and Random
Forest. Because of its strong performance, the
SVM model may be utilised for intrusion
detection. Wani et al. (2019) used various
machine learning techniques for classification,
which includes Support Vector Machine, Random
Forest, and Nave Bayes, with the precision of
99.7%, 97.6%, and 98.0 percent for Support
Vector Machine, Nave Bayes, Random Forest,
respectively.

3. RESEARCH METHOD
The research methods and material which have
been used in this work are illustrated in this
section:
3.1 Datasets Description

Benchmark datasets are required for
testing, evaluating and validating assumptions for
the researcher's methodology. However, the
hardest issue for working on DDoS attacks is to
find suitable datasets. It is a considerable
challenge since the availability of such datasets is
very rare. Subsequently, there are several types of
security datasets such as CIDDS, DARPA, and
KDD available to be utilized [18, 19]. These
datasets can be utilized in the detection of several
types of attacks as well as for systems assessment.
However, existing datasets also post additional
limitation as most of them are outdated. Due to
numerous new types of attacks and security
technology for detecting DDoS attack flooding
traffics-based network anomalies, there is a need
to find a new and suitable dataset to test and
evaluate the proposed model. Nevertheless,
CIDDS 2017 is a conception used for the creation
of datasets that will be used for evaluation of
anomaly-based network intrusion detection
systems [19].

Therefore, the primary objective of using
CIDDS 2017 in this study is that it is current and
customizable. The additional program of C#
programming language is used in a virtual
environment to regenerate customized datasets
that can be used in this work. Basically, the
dataset was chosen because; it is recent, online
available and free, it can simulate real-time
processing because it has the duration features, it
has the attributes of several types of Flooding
attack.
3.2. Support Vector Machine (SVM)

Linear models, such as SVM, are used
for regression analysis and classification. Several
practical problems can be solved with it
including linear and non-linear problems. SVM is
based on the idea that data is grouped into classes
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by creating a line or hyperplane. In order to use
Linear SVM, the data must be perfectly linearly
separable, meaning each point can be classified
into 2 classes using a single straight line
[2]. However, if the data cannot be segmented
linearly, then we can use Non-Linear SVM. In
other words, when 2D data points cannot be
classified easily into 2 classes, we resort to other
advanced approaches like  kernel  trick
classification.  Real-world applications rarely
involve linearly separable data, so we can use
kernel tricks to solve them, as in IP request
datasets and network traffic datasets [20, 21].
Using Non-Linear SVM, we can classify and
separate the IP into different groups.

3.3 Software Agent

Agents are a mix of equipment or
software elements that are responsive to their
clients’ needs, independently of each other.
Among its many useful qualities
are learning, adaptability, connectivity,
reactivity, autonomy and proactivity.  Adaptive
agents are applicable to a variety of domains,
including portable processing, data recovery and
processing, smart communication, media
communication, and e-commerce [19]. Agents are
directed in different ways to serve particular
clients or to perform specific tasks in a multi-
agent framework. Self-governance, adaptability to
failures, dynamic setup, sovereign decision
making, studiedness, and scalability were the
factors that led to the use of agent technology in
this project [2, 22]. The agent may attempt from
time to time to adapt to its new or dynamic
condition or to handle new or changing
objectives. Using it as a complement to SVM for
anomalous traffic filtering, it controls two filters.

3.4. Evaluation Methods

The evaluation of the proposed model
uses the accuracy which is the most popular
measurement for evaluating the performance of
the proposed systems related to protection
systems [2, 5, 23]. Moreover, these measurements
are obtained from the parts of the matrix
elements. The elements that make up the chaos
frame include true positive (TP), true negative
(TN), false positive (FP), and false negative (FN).
In general, TN is characterized by the number of
events that are usually called effective. TP is
representing the number of samples accurately
referred to as attacks. CE is a level of sampling of
attacks incorrectly organized as routine events. In
essence, the UN is the scene of common events
falsely classified as aggression. The accuracy is
characterized by the fact that the proportion of all
events is accurately classified (TP, TN) (TP, TN,
FP and FN) in all cases. The ratio between TP and
total TP and CE is exact positive predictive value.
Accessibility is the ratio of TP to the sum of TP
and FN. In this work, an accuracy calculation is
given in Equation 3.12.
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(1)

4. THE PROPOSED SYSTEM

There are many methods proposed to defend against DDoS attack as discussed in the literature but
the performance is still not good enough. This work proposes the flooding attack Protection model to protect
cloud computing servers against flooding attacks. The propoed model monitors and controls anomaly traffics,
it consists of three stages, which are Anomaly Traffic Detection Stage (ATDS), Anomaly Traffics
Classification Stage (DACS), Anomaly Traffic Control Stage (ATCS) as described in the following
subsections. However, the architecture of the proposed system is illustrated in Fig. 1.
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Figurel. The architecture of the proposed system

4.1. Anomaly Traffic Detection Stage (ATDS)

The main module in the APFA model is the Abnormal Traffic Detection Stage (ATDS). The ATDS
is the Anomaly Traffic Detection Stage (ATDS), it can be a product device or application or device which
could filter frame exercises or network traffic to detect strategic harms or harmful exercises and report to the
management station. The cycle aids to differentiate intrusion because the potential of the intruder’s scheme is
unique compared to the actual user’s behaviour. Its use is largely close to other security measures that
activate countermeasures[19].

This stage was designed to filter analyses and gradually distinguish in real time an abnormal traffic.
The presence of this stage is mainly in the frontend sensors. It dispels the fundamental about how standard
traffic behaviour relates to the use of a typical framework, or the main aberration from common behaviour
may be exciting. Therefore, the objective is detection any unexpected alteration that is happening. The
fundamental emphasis towards the module is when the modelling is accomplished, the output of the model
can be related to the typical behaviour and a strange understanding is gained by distinguishing between the
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observed behaviour and output of the model [16, 24]. The signature is calculated assignal that shows where it
ended up as an identifiable component of DDoS attacks, and then helps separate whether this could be DDoS
traffic or unusual trading. There are many fruitful applications based on such ideas in online traffic
investigation.

The main objective of this module is identifying unexpected changes in GET requests delivered to
the front-end sensor, also known as anomaly detection. If there are no abnormalities observed, this module
does nothing. If aberrant data is found in traffic coming, a "attention" signal is delivered to the following
phase, the Anomaly Traffics Classification Stage (ATCS), which does more traffic analysis. Before
transmitting an attention signal, many procedures must be completed, as shown below.

The first step is to examine the incoming traffic. This may be accomplished in a variety of ways;
however, the suggested method uses an Auto Regression (AR) model to predict traffic intensity [15].
Previous results have an influence on future results in regression; hence, the AR model utilizes previously
identified traffic to help predict traffic intensity changes.

The DNS GET traffic stream is initially monitored. The traffic intensity is observed in fixed
intervals of time periods and forms a time-series {y (1 ),y (2), ..., y_t}. In this research work traffic
intensity is calculated in this thesis “by the total number of packages received in a time interval”’[16]. The
Shannon entropy is used to forecast the traffic intensity based on previous data [13]. If there are significant
changes, it might be a network application layer DDoS assault. The AR model that predicts the current traffic
intensity can be calculated by Equation 3.6.

(2)

The variable y, represents the predicted value of the variable x, which is the observation value at
time t. The variable af is a "stationary model parameter," meaning it does not change as time passes, and the
observation error is e, [16, 25].

Second, the difference here between measurement x,and the forecast y,at a given time t yields the
residual or model error x t, as shown in Equation 3.7. A standard deviation o7 may be derived from that
specific residual at time t, as shown in Equation 3.8.

(3)
Thirdly the standard deviation o3:

(4)

Now, a threshold was seen in Equation 3.9 and Equation 3.10, can be generated by determining
either traffic is abnormal or not. If d, is greater than ko7 abnormal traffic is perceived and an consideration
signal is deliverd to DADS for further analyses. In the opposite case when abnormal traffic is not detected,
the ATDS module transmit a signal to dismiss to DADS module which deactivates automatically. The
sensitivity of the threshold is adjusted by the constant k, which is not fixed to a specific value.

(5)

and

4.2. Anomaly Traffics Classification Stage (ATCS)

The Anomaly Traffics Classification Stage (ATCS) is the second unit of the proposed model. In this
stage, the most effective classification method based on machine learning which is Support Vector Machine
(SVM) has been employed. The suitable machine learning method is chosen to build the model for detection
based on the succession of functions value samples, the modeling is used to classify the unlabeled
characteristic value samples. The classification learning approach used in this work is basis on the support
vector machine (SVM) algorithm [14, 15] SVM is a statistical learning theory-based learning approach.
Without large training data, it may produce decent classification results. It linearizes the nonlinearly
separated sample set by mapping it to a high-dimensional or even infinite-dimensional feature set and then
finding the best classification surface in that space. The two-dimensional scenario may explain the core
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principle of SVM, which is concluded linearly separable optimum classification hyper plane. SVM's kernel
function successfully addresses the dimensionality catastrophe produced by high-dimensional mappings and
improves the capacity to analyse high-dimensional small sample data. SVM accomplishes the sample
categorization by looking for the sample with the biggest classification interval. The equation can be used to
express the best classification line 7;

(7)

Where, b is the scalar and w is the weight vector and likewise, the separation hyper plane satisfies
the below points

(8)

We may change the weight so that the hyper plane's edge side can be stated as

Hl: wxx+b>=1fory,=1 (9)

and

Hl: wxx+b<1fory,=-1 (10)

This indicates that vector that fall on or above H1 are in class +1, whereas vectors that fall on or
below H2 are in class 1.

The equal sign is established if any of the training tuples that fall on H1 and H2 are support vectors.
We may deduce from the above that the greatest edge is 2/lwl. Calculating the minimal value of Iwl is similar
to finding the largest value of 2/lwl. The method by which the SVM identifies the optimal hyperplane in n-
dimensional space is comparable to solving the restricted optimization problem; the following formula is
followed:

(11)

where C > 0 is the penalty parameter, which shows attention degree to the ouliers.

We utilize the SVM method features, gather switch data and extracting the characteristics to train,
find the ideal hyperplane amid both the normal data and DDoS cyberattack information, and to receive the
classification results using our proposed model test data.

Moreover, in order to differentiate the DDoS traffic from normal traffic for each IP address, the
calculations for entropy values of the incoming traffics in different period of time have been done. The
purpose of these calculations is to provide a description of the distribution of incoming sources and the target
URLSs. Next is to determine the source of each IP address that sends anomaly traffic in the DADS module.
Then, it will send to the last stage in the proposed system which is DDoS Attack Traffic Control Stage

(DATCS) for further analyses.
4.3. DDoS Attack Traffic Control Stage (DATCS)

This work contributes the Adaptive Traffic Control (TCM) Stage. The TCM is agent in which it is
deployed to perform the adaptively decisions. The autonomous capabilities of the agents are supported by
facilitating the selection of tasks based on states of beliefs. These beliefs aid the agent in making judgments
about the activities necessary to achieve the tasks. Observing the incoming traffic behavior and managing the
traffic flow are two of the jobs.

The agent controls the traffics by employed two filters which are Kalman filter and bloom filter. The
Kalman filter contains a handful of numerical equations that allow condition of processing with high-
performance computer equipment to be assessed with the ultimate goal of limiting the average error. The
capabilities of the filter can be viewed from several perspectives: it evaluates the past as it does today,
regardless of whether the exact type is unclear in the frame presented. In the proposed model, the Kalman
Strait is under the control of the agent. The specialist refers commands to the Kalman Filter to start or turn
them off after measuring predefined limits and nearby traffic, after imperfect irregular flood meters. Whereas
Bloom filter can be considered the most spatially probable form of information. Furthermore, to determine if
an element is a member of set it can also be employed. For example, a question might come back as “not in a
set" or "maybe in a set". Modules is added to the equipment that has not yet been switched off. At the end of
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the day, the probability of false positives increases, and components quantity added to the equipment
increment [13]. In the proposed model, the specialist controls the pathogen. The expert directs comments to
the Bloom filter to start or stop it, which depends on predefined limits and the amount of incoming traffic
when DDoS attack traffics have been recognized, as previously explained.

The TCM agent has a reactive adaption in which it performs adaptation to the traffic through
implementing two functions which are anomaly traffic handling, and anomaly traffic diagnosis. The values of
two pre-existing variables, traffic attack behaviour and normal traffic intensity, are used to execute these
functions. Information regarding traffics is included in the belief elements in both the normal and abnormal
cases. Desires, often known as objectives, are a reflection of what the agents hope to accomplish. Desires or
objectives can be expressly created or generated during runtime by the agent. However, at this point, the
goals are established by the related tasks, which will be discussed later. Finally, intentions are linked to plans,
which are organized sequences of activities aimed at accomplishing the goals if there is a way to do so.

In addition, the agent's objectives are distinct from the plans. There may be numerous strategies in
place for reaching a result, hence if one failed t , the agent uses the reasoning cycle to evaluate alternative
options. When numerous plans to attain a goal exist, there is a selection function that allows the most suitable
and applicable plan to be chosen instead of the random selection strategy.

When the DATCS receives anomalous traffic with IP address from source ATCS, the DATCS
controls the incoming traffic using the two specified parameters. When the DATCS receives anomalous
traffic with the source IP address from the ATCS, the DATCS controls the incoming traffic using the two
specified parameters. In the agent first stage, the very first function compares the current traffic intensity to
the regular traffic intensity; if the traffic conditions intensity is greater than the normal normal traffic traffic
intensity, an attack traffic state exists; if the traffic conditions intensity is below b,, a normal traffic state
exists, and traffic is routed to the cloud server.

After determining that incoming traffic is being attacked at the second stage of the agent, the second
function will diagnose the type of traffic based on the traffic's behaviour, if it is DDoS or abnormal traffics.
In case of the DDoS, the traffic is sent to bloom filter for permanent block. In case of the abnormal traffics,
the traffic is sent to Kalman filter to temporary block some of it.

5. IMPLEMENTATION AND RESULTS

e  Software: C#, accessible for 2013 visual studio, Windows 10, was used in this study. In comparison,
various libraries, groups, and functions can be found in C#, which implies it is chosen.

e  Hardware: The simulation is run on a single laptop with an Intel (R) Core (TM) i7-5500U CPU running
at 2.40GHz and 16 GB of RAM.

5.1. Implementation Modelling

The purpose of this study is to strengthen the defence mechanisms that target DDoS attacks. The
protection model is critical to be able to identify, categorise and track the attack traffic. In the following
subsection, the dataset setting. The CIDDS 2017 dataset attributes are evaluated to better understand the
stimulation level [19]. A large number of DNS requests, including normal DNS requests and irregular DNS
requests, are generated using the CIDDS 2017 dataset. It is then divided into three different groups of traffics
(normal, anomaly, and attack).

In addition, the total transactions were split into two parts, with the first portion being used for
system training 60% of the dataset, and the second segment representing 40% of the dataset for testing.
Furthermore, the CIDDS 2017 dataset is separated into four weeks. The Week 1, Week 2, and Week 3
datasets are used for training purposes and contain 39,539 IP addresses which send 567,718 requests. The
first week consists of 12609 IP addresses sending 207,035 requests, and the second week consists of 9556 IP
addresses sending 159,373 requests, and the third week consists of 8503 IP addresses sending 153,026
requests. Whereas the fourth-week dataset used for analysis comprises 8871 IP addresses and 186, 004
requests have been sent.

In addition, as a consequence of the benchmark analysis, the validation stage incorporated the
categories of normal, anomaly and attack traffic, which can only cope with two modes of traffic that are
normal traffic and attack traffic. There are many ways to protect against DDoS attacks and each technique
uses specific parameters. Even so, the study used several criteria and variables. The latter half of this chapter
explores these two additional requirements.

The proposed model is designed to protect the DDoS attack at the application layer level. The
overall simulation processing model, starting with the Abnormal Traffics Detection step (ATDS) (Step 1 and
2) which obtained the dataset to set the threshold by monitoring and evaluating the incoming traffic imported
from the data set, as shown in the bellow Fig. 2. In addition, according to the ATDS analysis, the threshold is
obtained. Whereas, in the case of incoming traffic, less than the limit may have elapsed. Conversely, if the
incoming traffic is higher than the threshold, the traffic would submit an important signal to the ATCS or
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further analysis. However, the ATCS will start tracking the source of each IP address that sends anomalies to
the traffic (Step 3). The source of these IP addresses will then be specified by the ATCS and forwarded to
the DATCS for further analysis (4). In comparison, these elements allow it possible to differentiate what an
agent wants from how the target is reached.

1 ) ATDS 3 ATCS

Training 60%
\ Monitor & Analyze ) Determine the

/| the incoming traffics Attacker IP address

Testing 40%

CIDDS Dataset
Segmentation

Cloud Server 5 4 DATCS
51 | Kalman 11 | Plan A
5.2 Bloom «— 42 Plan B
Filters Traffic Control

Figure 2. Steps of the Simulation Design

As a result, there are two plans to identify and control traffic. First, plan A will be passed in the case
of incoming traffic below the threshold (Step 4.1). On the other hand, if the incoming traffic exceeds the
threshold, the next plan will be forwarded for further analysis. Second, in the case of abnormal traffic
following Plan B (Step 4.2), which is used to distinguish and separate attack traffic, attack traffic is classified
as DDoS and abnormal traffic following traffic behaviour. However, the anomaly traffic sends the temporary
block to the Kalman filter (step 5.1) and the DDoS traffic sends for permanent block to the bloom filter (Step
5.2). Note that the system is running twice during the implementation phase, one for training and the other
for testing. At the training stage, the dataset of the first three weeks 1, 2 and 3 were used to set the parameters
and to obtain the conditions. Whereas the dataset for Week 4 was used to test and evaluate the system at the
test stage.

5.2. Experiments Results

The models and measurements used to determine the effectiveness of the proposed model are
described in this section. The studies examine the impact of the Distributed Denial of Service and Forced
Causality attacks to evaluate the proposed model performance. The proposed model is evaluated and
compared to tasks in the dataset and the results are then tested against this dataset directly. The proposed
technology is compared with the related work of Ojugo Arnold [14], Chauhan and Heydari, [13] and Saad et
al [15].

In addition to Segment 4 of the study, the robot is also being fitted with a new brain and operating
out of a new location. In addition, 60 percent of the data for the study's dataset is from the sampled IP
addresses. Finally, the robot, which has been programmed by the study, has made a combined total of over a
hundred thousand requests, all geared toward keeping the database growing. At the stage when the
specifications are available, the requirements of the device are obtained. On the other side, 40 percent of
CIDDS dataset for the fourth week was used to test this model. The fourth-week dataset comprises a totally
of 8871IP addresses and 186, 004 requests, as seen in Fig. 3 and it without action from the system. Also, the
traffics in the fourth week was divided into four days starting on day 1, with a demand of 48133 and ending
with the 36397 requests.
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Figure 3. Incoming Requests for testing dataset

Moreover, as the discussion which has been done in the above sections, the threshold is determined
at the Anomaly traffic detection stage (ATDS) by analyzing the behavior of the incoming traffics at different
period and days. The main goal of this module is to identify unexpected changes in GET requests delivered
to the front-end sensor, also known as anomaly detection. If there are no abnormalities observed, this module
does nothing. If from incoming traffics abnormal information is noticed, an "attention" signal is sent to the
next phase Anomaly Traffics Classification Stage (ATCS), which gives further analyses for the traffics.

Subsequently, when the threshold is determined the ATCS will start classifying the traffics by using
the SVM kernel. Then, as seen on the right side of Fig. 4, the mapped instances in the training set may be
linearly separated in the new space. The amount of traffic which have been received for the fourth week is
186, 004 requests which generated from 8871IP addresses. The traffic was classified by the ATCS, and the
attack traffic was blocked after the system was detected. To classify the incoming anomaly traffic into DDoS
and abnormal based SVM kernel, the agent will receive the anomaly traffic to perform further analyses.

feature 2
A

.

new feature 2

4
feature mapping

_____

_________

.
new feature 1

Figure 4. The kernel function in SVM.

The observations involve three examples, normal, anomaly, and DDoS traffics, as well as the agent's
response for all three instances. The parameters of the traffic anomaly are categorised to be unusual
according to the traffic stable, continuous, and discrete as can be seen in Table 1. The attack type can be
sorted through this classification.

Table 1. Scenario Setting

Traffic conditions Req. Behavior
Normal 50018 stable
Anomaly 117359 discrete
DDoS 18627 continuous

Moreover, three cases have been selected from the simulation implementation. The first case shows
the system performance when there is no attack traffics have been detected as shown in Fig. 5.
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Figure 5. The performance of the proposed system at the first case

Whereas, the second case shows the performance of the proposed system when an abnormal traffics
with a small number of requests have been detected. These traffics have been matched with the threshold and
according to the traffics behavior, the system classified it as an abnormal traffics as shown in the bellow Fig.
6.
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Figure 6. The performance of the proposed system at the second case
Furthermore, the third case shows the performance of the proposed system when an attack traffics
with a large number of requests have been detected. However, the incoming traffics is more than the
threshold it means there is abnormal traffics, and it may belong to the attacker or it is normal traffics but
more than the threshold. In the case of attack traffics the agent will send the traffics for permanent block in
the bloom filter. Whereas, in the second case of the agent will sent the traffic to the Kalman filter for
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temporary block. These traffics have been matched with the threshold and according to the traffics behavior,
the system classified it as an attack traffics as shown in the bellow Fig. 7.
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Figure 7. The performance of the proposed system at the second case

In Fig. 8, the graph offers descriptions of the number of anomaly requests for the fourth week from
the dataset selected to pass through the first stage in the proposed system. Also, it was noticed that there was
a minor increase in traffic on the second day. Then, the cumulative number of requests for further analysis
was sent to the second function of the agent.
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Figure 8. Average of classified traffics for the Anomaly Traffics for the testing dataset at Agent stage

Figure 8 displays the sum of attack requests from the selected data set for the fourth week from the
agent. The agent is employed to break attack traffic between the DDoS and the abnormal based on traffic
actions, then to apply the abnormal traffic for further analysis into Kalman filter and DDoS traffic at the
adaptive agent. However, the proposed model produced an excellent performance in DDoS attacks and
abnormal traffics with accuracy of 99.6% The proposed model is therefore distinguished it self from the
related work in that the assumption and sensitivity of DDoS attack and abnormal flood detection have been
determined.
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6. DISCUSSION

A disruptive incident that does not
require internal system access is a danger to
DDoS. It's often difficult to detect in the early
stage. This involves the deployment of a
significant number of zombies, who are at risk of
possible injury. A majority of nodes were
redirected to a particular goal by the critical forms
of the attack, which may have catastrophic effects
for its victims and plague the networks. There is
another form of traffic flooding, the abnormal.
Abnormal traffic is defined as a type of network
traffic comparable to DDoS traffic but originating
from legitimate users. It is a traffic like a DDoS
attack, which enables multiple illegitimate users
to reach the website at the same time. Several
techniques have been formulated, built, and
applied to defend application layer countring
DDoS cyberattacks. Nevertheless, the hidden
malicious traffic which are concealed through
geniune traffic and also abnormal traffics appears
to be a general scourge in these protection
models. It can not readily discriminate between
actual traffic and deceptive traffic basis on
negative performance and false positives. The
research proposed, implemented, evaluated, and
contrasted with the results of the proposed model
revealed that the proposed model was effective in
the protection against DDoS attacks targeting
application layer.

By comparing the proposed model with
related work of Ojugo Arnold, [14], Chauhan and
Heydari, [13], and Saad, et al [15] it is observed
that the proposed system achieved the best
accuracy of 99.6%. The dataset is segemanted to
60 percent of the dataset was used in model
training, while the remaining 40 percent was used
to test the model based on the sigmination in the
related work. A comparison of the proposed
model is rendered based on the dataset slicing
setup.

The model, though, differs from
previous methods by utilizing the decision
module, which utilizes the agent to modify and
recognize the DDoS and the abnormal flood
traffic. The agent responds differently to each of
the attacks with different forms of filtering
behavior. The comparison results are presented in
Table 2. It can be observed from this table that,
compared to other simulations utilizing the same
dataset, the owverall accuracy of the proposed
model was 99.6%.

Table 2. The performance of the Proposed Model
according to the Related Work
Model
Ojugo Arnold, [13]

7. CONCLUSION

DDoS attack is one of the most dangers
type of attack that targeting could computing
environment and consume it is resources. In this
work, a Defense of Flooding Attacks model has
been proposed for securing could environment
against DDoS attack. A hybrid of SVM and agent
have been performed to classify, recognize and
filter the anomaly traffics. The proposed system is
applicable at could computing environment, 10T,
and the devices which has internet concoctions. In
order to test and evaluate the performance of the
proposed model, CIDDS 2017 dataset was used.
The proposed system achieved an excellent result
during the comparison with the related work. In
the future work, testing the proposed system in
real environment is recommended.
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