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Abstract

The term "mobile ad hoc network" refers to a system that consists of mobile nodes that are self-governing
and independent and that connect with one another using wireless networks but have no permanent
infrastructure. A Mobile Ad hoc Network, abbreviated as MANET, is a collection of mobile nodes that
number more than two and have the ability to configure themselves. It is a network that does not require
any infrastructure; thus we do not require any form of base stations or access points to use it. [t is dynamic
in nature, which means that nodes are free to move in and out of the network at any time and from any
location. Additionally, the network itself is mobile. MANET is susceptible to a wide variety of security
flaws on account of its core properties, which include the absence of permanent infrastructure, dynamic
topology, and wireless nature. Black Hole Attack is one type of potential security risk. During this type of
attack, a rogue node will pretend to be one that has the shortest path between the source and the
destination. As a consequence of this, the source node makes the decision to send the data packets through
the malicious node, and the malicious node then makes the decision on whether to forward or drop the
packet that was sent by the sender. Therefore, in order to ensure safe transmission in the face of the Black
Hole Attack, researchers have periodically presented a variety of various security mechanisms and
routing algorithms.
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Introduction: A mobile ad-hoc network is a
wireless network that does not rely on a fixed
infrastructure for communication [1][3][4].
Instead, each node in the network functions
independently as a router and is responsible for
either receiving or delivering messages. Because
there is no node that is in charge of managing the
network as a whole, all of the nodes that are part
of the network are responsible for doing so. It is
also possible to define it as a system of mobile
nodes that are autonomous and independent of
one another and that transfer data to other nodes
in a network in the absence of any permanent
infrastructure. In contrast to this, a cellular
network is one in which two mobile nodes
connect with one other through the use of wires
and cables.

There are two primary channels via which
communication may take place in a MANET: the
first is a direct communication channel that is
activated when two nodes are physically close to
one another. The issue occurs, however, when the

communicating nodes are not in the same range;
in this case, they resort to peer-to-peer
communication that involves many hops via
intermediary nodes. MANETSs often make use of
on-demand routing protocols that are founded on
the flooding method.

Finding the path by which a message sent by a
sender will be received by a receiver or a reply
sent by a receiver will be sent back to the sender
is what routing is all about. MANET uses specific
protocols, one of which is called the flooding
technique, to facilitate the message transmission
process when multiple hops are involved.

One type of ad hoc network known as a mobile ad
hoc network, or MANET, is characterised by
having a number of mobile nodes that are able to
configure themselves and change their location at
any given moment [6]. It is an infrastructure-less
network, which means that we do not need any
kind of fixed or stationary base stations, access,
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and each mobile node acts as a router. This means
that nodes in MANET provide route paths that
assist in the process of forwarding a message
from its source to its destination. It is a network
that is capable of self-organization and
adaptation.

Because of this, there is no central supervision,
and as a result, nodes in the network are free to
freely enter or exit the system owing to the
network's mobile nature, which results in
frequent route breakage. Messages are
transmitted to their destinations over a radio
channel that is shared by several users.

In this scenario, nodes interact with one another
through connections that involve many hops.
Nodes or devices in a MANET should be able to
detects its connectivity with other nodes or
devices in the network and perform the
handshakes for communication between them
and share necessary information. Additionally, it
should be able to identify the type of devices to
which it is connected as well as the other
parameters of those devices [7]. Because of the
features of MANET, such as its dynamic topology
and lack of infrastructure, [8] there is a lack of
coordination, and because we do not have any
nodes that monitor our network, there are
various security attacks [9, 10] that are
conceivable on this.

Flooding [1][2][5][11] is indeed a technique in
which a node delivers the message to all of its
neighbours, and those neighbours further
broadcast the message until it is disseminated
throughout the whole network. Flooding is a
technique in which Blind flooding is the term used
to describe the transmission of a message in the
manner described above [1][2][5][11]. Efficient
flooding, on the other hand, describes the
transmission of a message that is restricted to a
certain region of geography or to a subset of
nodes. However, flooding itself has certain
problems with overhead and collision, and
academics have been trying for a long time to find
solutions to these problems.

When opposed to wired networks, MANETSs are
more prone to being attacked by malicious
software because to the inherent qualities that
they possess. In MANET, attacks are categorised
according to the source of the attacker or the
conduct of the attacker, whichever comes about

first. On the basis of the source, it is further
subdivided into Internal attacks, in which the
intruder is a part of the network, and External
attacks, in which the attacker is not a part of the
network but tries to access the network and, once
it has access, it starts doing activities that
interrupt the performance of the network. The
attacker keeps their position inside the network
and attempts to get access to communications for
which they do not have permission. And on the
basis of behaviour, itis classified as Active attacks,
in which the intruder attempts to modify the
messages that are sent by the sender, and Passive
attacks, in which the intruder only listens to the
communication that takes place between the
sender and the receiver, without making any
changes to the messages that are being sent.

Literature Review:

Patel and Dadhaniya [16] presented a three-step
host-based intrusion detection method in which
each node operated as its own intrusion detection
system (IDS). It does so by examining the
sequence number that is produced by the rogue
node in question. If the sequence number that is
generated by the replying node is greater than the
sequence number that is generated by the source
node, then the replying node is considered to be a
malicious node, and the messages that are sent by
it are also blocked. This is done by transmitting
the node id to all of the other nodes. The results of
the simulations performed for this article
demonstrated that there was a rise in both the
PDR and the average throughput.

Deng et al. [17] suggested a method in order to
address the issue of the Black Hole Attack. Along
with the RREP message, information regarding
the neighbour of the replying node is also
requested using this method. When the RREP
message reaches its source, the source, rather
than sending the message immediately, sends
another message to the neighbour of the replying
node, inquiring as to whether or not the
intermediate node that is replying for the RREQ
message actually has a path to its destination. But
it had a flaw in that it raised the communication
cost, which meant that it could only be used to
verify the identity of a node if there was
reasonable suspicion that it was malevolent. It
also made the assumption that Black hole nodes
could not collaborate with one another.
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In their paper [18], Raj and Swadas introduced a
method known as DPRAODV for detecting black
hole nodes based on the RREP sequence number
and the threshold value. The node that is
transmitting this RREP will be considered
malicious if the value of the RREP sequence
number turns out to be larger than the threshold
value. In addition, the malicious node is removed
from the network by broadcasting the control
message ALARM to every other node, and a list of
nodes that are banned from the network is
compiled. The results of the simulation indicated
that there was an increase in the percentage of
packets that were successfully delivered, but
there was also an increase in the routing
overhead and the amount of time it took for
messages to be delivered.

The working of the source node was modified by
Mistry et al. [19] by the addition of a new function
for storing RREP messages for some specified
time, a table which stores these RREP messages, a
timer, and Mali node id for detecting black hole
node and to keep record of all malicious nodes
present in network. These additions were made
so that the source node could better keep track of
all malicious nodes. The RREP message that is
placed in the database and has the greatest value
of the destination sequence number is discarded
by this method. Additionally, the node that sent
the RREP will be deemed malicious, and its
identity will be recorded as the malicious id for
the network. Although using this strategy results
in a greater memory and time overhead, the
increased packet delivery ratio compensates for
that burden.

Bhosle et al. [20] presented a watch dog approach
for detecting the existence of an attacker node in
which an additional piece of information would
be maintained in tables on all of the nodes. In this,
the nodes keep track of the packets that they send
as well as the packets that they drop, and if the
value of the packet drop ratio climbs over the
threshold, the node will be regarded to be an
attacking node.

Neha et al. [21] presented a comparative study
about work done and further required to be done
in Mobile Adhoc Network. Various techniques
were analysed and accordingly summary was
provided in the form of a table.

A Step Verification Algorithm was presented by
Neha et al. [12] to be utilised in MANET for the

purpose of locating and isolating Black Hole
attacks. Using this method, it is possible to
identify a single black hole node and then remove
that node from the network. Nodes are
responsible for maintaining a malicious table,
which contains the entries of malicious nodes that
have been discovered in the past as malicious
nodes, and they search the entry in that malicious
table for detection of malicious node or black hole
node. If the node id matches in that table, the node
in question is discarded, and if it does not match,
further mechanism to detect it is initiated.

Baited Black Hole DSR is utilised by Brinda et al.
[13] for the purpose of detecting and avoiding the
black hole assault. Additionally, they incorporate
the notion of detecting cooperative black hole
attacks. BDSR employs the notion of delivering
bait id and attempts to entice hostile nodes into
replying with bogus routing information by using
this method. The early part of the process
involves proactive detection, whereas the latter
part of the process involves reactive detection.
The proactive detection node is responsible for
locating the malicious node, and in cases when
reactive detection is performed, it helps to cut
down on overhead and resource waste.

Nath etal. [15] research provides dependable and
secure cluster routing, in addition to proposing a
novel technique for the detection of black hole
attacks and giving a new approach for their
prevention. The Friendship Table is the first thing
that this algorithm examines. If the node in
question is already present in the buddy table,
then it will only send the received packet;
otherwise, it will continue passing the packet on
to an unknown node or do additional checks. In
the following stage, it will test the stranger's
degree of trust by sending a sham package to it.
The trust level of the stranger node is determined
by utilising the k factor, and based on the value of
the k trust level, the system chooses whether or
not to add a new entry to the friend ship table and
whether or not to send the received packet to its
destination.

After making modifications to the standard AODV
protocol, Kaur et al. [14] offered a modified
approach as a means of detecting and protecting
against black hole attacks. There are several
vulnerabilities in the AODV routing protoco],
which can make MANET susceptible to a wide
range of attacks that can be triggered by a wide
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number of nodes both inside and outside the
network. Through the use of this method, the
performance of the network is improved.

Chavda et al. [22] suggested a method that
involves the comparison process being carried
out. In this method, rather than comparing the
destination sequence number of the RREP with
the source sequence number, they compare the
destination sequence numbers of the RREPs that
have been received. Then, the technique chooses
the RREP that has the highest destination
sequence number value, with the stipulation that
the difference between the two destination
sequence numbers should not be unusually large.
When compared to the standard AODV protocol,
the results of the simulation shown that the
suggested method provides a high value of both
PDR and throughput.

Mistry et al. [19] gives a new technique, in which
they conducted a modification in the functioning
of source node by the introduction of some new
function in it, a timer, table, and Mali node id for
keeping record of everything malicious. This new
method was developed by Mistry et al. The use of
this technology results in a memory and time
overhead that is increased.

Related Work:

Black hole attack [12-15] is one of them. In this
assault, there is a malicious node that says that it
is having the shortest way between the source
and the destination. When the source chooses
that route, the malicious node begins to drop all
of the packets that are arriving from the source.
When a black hole node is presented with route
request RREQ packets, it will immediately
respond with a REPP packet that contains the
minimal hop count from that node to the
destination as well as a high sequence number to
the destination.

There are two different approaches to attacking a
black hole: single and cooperative. Assuming that
a source node "S" wants to send a message to a
destination node "D," the first step in the process
is to define a route for the message's
transmission. This step is taken during the route
discovery process, which involves broadcasting
an RREQ to all of the nodes that are connected to
the source node and receiving RREP from nodes
for that RREQ. When a malicious node or a black

hole node with the identifier "M" receives a route
request, it will respond to the source by claiming
to have the quickest path to the destination. Then
the node "S" selects this route and rejects reply
messages from all of the other nodes. It then
begins transmission via the malicious node "M"
route, which ultimately leads in the black hole
node "M" dropping all of the packets [8]. The
procedure for a single black hole assault is
illustrated in Figure 1, which describes the
situation.
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Figure 1: Single Black Hole Attack

When there are two malicious nodes working
together to carry out an attack on a network, this
type of attack is referred to as a cooperative black
hole attack. This is because as network security
improves, intruders become more aware of
certain things and are able to launch new attacks
against the network. The concept of a cooperative
black hole attack is depicted in Figure 2, along
with the entire procedure.

Figure 2: Cooperative Black Hole Attack

In this particular instance, two nodes in the
network known as Node M and Node N are both
acting maliciously in the network and, with the
assistance of one another, both carry out the black
hole attack in the network. When RREP from
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Node M is examined by another node to see
whether or not Node M is having path to
destination, the node that tells the source node S
that Node M is having path to destination is Node
N, which is also a malicious node.

In many settings in the modern world, security is
built on a strategy known as "in-depth defence,"
which involves the deployment of many layers of
protection to prevent adversaries from breaking
security standards. According to this strategy,
even if the adversary manages to penetrate one of
the layers of defence, he will not be able to cause
significant harm since the other levels will give an
acceptable amount of support to the layer that
was penetrated.

A mobile ad hoc network (MANET) is a network
that lacks infrastructure and is instead self-
configured by mobile devices that communicate
with one another using wireless connections.
Because each mobile device in a MANET has full
autonomy and the ability to travel in any
direction, the connections between mobile
devices and other devices frequently shift. This is
because each mobile device in a MANET is
completely independent of the others.

MANETSs are becoming increasingly important for
a variety of applications because they do not
require a permanent communication
infrastructure in order to establish a dynamic
network. Some of these applications include
military battlefield communications, relief and
emergency operations, environmental protection,
taxi networks, and independent space
communications. The ever-increasing need for
MANETs has given rise to several security
challenges, particularly with regard to the
implementation of critical security applications.
MANETSs, on the other hand, are intrinsically
unsafe owing to the fact that their wireless media
is shared and there is no centralised authority to
oversee them. The one-of-a-kind qualities of
MANETSs have given rise to brand new concerns
about the design of security [23].

Threats may be posed to MANETS just as they can
be posed to other forms of radio-based network
technologies. These dangers include both
external attackers from other countries and
internal network abusers. As a result, many
different forms of information, including data
encryption, access control, identity management,
and intrusion detection, are needed to safeguard

these kinds of networks. This is a requirement for
many different types of technology [21].

Wireless networks have their own unique set of
challenges and needs for defense. These issues
are caused by the characteristics of wireless
networks, which may be broken down into the
following categories [21]:

- Structures that are centralised and
integrated, such as routers, are not always
present in wireless networks. Because of this,
their approaches to network security are often
decentralised, dispersed, and reliant on the
collaborative efforts of all network nodes.

- It can be challenging to keep track of mobile
nodes in a wireless network due to the fact that
they often relocate, particularly in big networks.

- In contrast to wired networks, wireless
networks do not have any common defensive
lines to protect their users. It is not necessary for
an attacker to have direct physical access to the
link in order to target any node from any
direction.

- Thevastmajority of wireless routing systems
include the nodes themselves performing the
function of routers (this is especially true in ad
hoc networks), and packets go via a variety of
hops. Because of this, it is impossible to put
complete faith in any node to perform a task like
routing.

A wireless network's absence of a set topology
and its restricted access to resources like
electricity i.e. Power, processors, and memories
are two further inherent characteristics that
contribute to the existence of security flaws in the
system.

In past few years, this network type i.e. Adhoc
networks have gain many importance in certain
application areas like military, civilian tasks, etc.
Because of certain characteristics of ad hoc
networks, an attacker has several possibilities to
cause disruptions in these networks. These
characteristics include the dynamic nature of the
network structure, the mobility of the nodes, the
requirement that the nodes trust each other in
order to facilitate straightforward
communication between them, the restriction of
available power, the absence of centralised
management to investigate behaviours and
functions, and the haziness of the defensive
boundaries. The following is a list of
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characteristics of the MANET that contribute to
its complicated operation [24][25]:

- It is not necessary to have a central
administrator when using nodes because they
may organize the internal network activities
themselves.

- MANET is open to participation from a wide
variety of wireless devices, which can join and
begin exchanging data. So, this feature is referred
to as Heterogeneity.

- Inthe same way that there is a finite amount
of energy, there is also a finite amount of
resources, which are shared with other devices.

- There are no restrictions on a node's ability
to join or exit the network. As a result, there is no
set standard for the number of nodes that should
be present in a MANET.

- Dueto the fact that mobile nodes are wireless
devices, their battery life is restricted.

- Itisimpossible to have direct communication
between two nodes that have been located at such
a great distance from one another. As a result, the
intermediate nodes are the ones that are utilized
to move the packets from their source to their
final destination.

- Inadynamic topology, individual nodes have
the ability to freely enter and exit the network. As
a direct consequence of this, maintaining the
network is challenging, and route discovery must
also be performed several times i.e. repeatedly.

Results:

Within ad hoc networks, the black hole assault is
regarded as one of the most perilous forms of
active attack. The action taken by the black hole
node consists of replying to all path request
packets, giving the impression that it possesses
the most direct route to the target node, and then
deleting all packets that it has received.

The network assumed here in this paper is
representing certain scenarios:

- Normal Scenarios i.e. Without attack
- With attack Scenario

It was tried to generate and collect for analyzing
the result on the basis of few list of parameters
those are making direct impact on the
performance. Name of these few parameters are
Throughput (TH), Packet Delivery Ratio (PDR),
Packet Loss Ratio (PLR), Normalized Routing
Load (NRL).
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Figure 3: Graphical representation showing the
normal scenario of network for Throughput as a
Parameter

For Throughput as a parameter, experiment was
performed and result values are collected. In
Figure 3, scenarios are only assumed under
normal conditions, actually when there is no
existence of attack. This is also true that values
showing in Figure 3 could vary depending from
scenario to scenario, And the same is equally true
for other parameters as well.
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Figure 4: Graphical representation showing the
scenario of network for Throughput as a
Parameter in which Black Hole Attack is
performed

In Figure 4, it can be easily monitored that the
Throughput has affected and has decreased
significantly, which means that malicious node
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has made their impact in the network and Black
Hole attack is successful to affect this network.

Similarly, this can also be observed for Packet
Delivery Ratio i.e. PDR as a parameter also, that
has received good results in a normal scenario,
when actually the black hole node is not available
and Black Hole attack is not implemented. Figure
5 can be checked to study this parameter. This
figure shows the results those are obtained for the
various scenarios depending upon number of
nodes. In this result, the number of nodes taken
are 20, 40, 60, 80, 100, 120. And as per these
available results, good number of packets are
being delivered in the network in the situation of
no black hole attack.

But once the attack is implemented and the
malicious node becomes active in the network
then it starts affecting the packets and it becomes
challenging to deliver the defined packets
successfully. Figure 6 is showing such graphical
representation in which due to Black Hole attack
Packet Delivery Ratio is getting affected and there
is alot of variation in results on comparing it with
Normal Scenario i.e. without attack. The PDR
value which was approximately 90 (as per Figure
5) for 20 nodes is now at approximately 30 (as per
Figure 6) for same number of nodes. This is
directly showing the affect of Black Hole attack on
the network because malicious node are targeting
packets in this case. The same can also be
observed for other number of nodes like 40, 60,
80, 100, 120 as per figures available in the paper.
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Figure 5: Graphical representation showing the
normal scenario of network for Packet Delivery
Ratio (PDR) as a Parameter
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Figure 6: Graphical representation showing the
scenario of network for Packet Delivery Ratio
(PDR) as a Parameter in which Black Hole Attack
is performed
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Figure 7: Graphical representation showing the
normal scenario of network for Packet Loss Ratio
(PLR) as a Parameter
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Figure 8: Graphical representation showing the
scenario of network for Packet Loss Ratio (PLR)
as a Parameter in which Black Hole Attack is
performed
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Figure 7 and Figure 8 are presenting the network
scenarios for Packet Loss Ratio i.e. PLR. In
proportion to the degree to which the PLR is
reduced, the data transfer rate will increase,
leading to improved network performance. As per
this parameter, one can know about the packet
loss. This is obvious that every network always
wishes to achieve highest level of performance
but due to loss of packets in the network, attaining
this highest level of performance becomes
challenging. Figure 7 is showing the
representation in normal scenario conditions in
which Black Hole attack is not yet implemented
and one is trying to get the best PLR results. But
Figure 8 shows the scenarios when Black Hole
attack is implemented and accordingly due to this
malicious node presence, loss of packets are
increasing.
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Figure 9: Graphical representation showing the
normal scenario of network for Normalized
Routing Load (NRL) as a Parameter

Regarding Normalized Routing Load (NRL) is also
important to know. The routing procedure is
required less frequently when the network
topology is more consistent and undergoes fewer
changes. This is because the routing tables stored
in the nodes are less likely to become unstable
and are more likely to remain unchanged. As a
direct consequence of this, time and resources
allocated to the network are used up in the
process of transferring data packets rather than
routing packets. As per Figure 9, one can check
that NRL value is not much changing its value with
respect to the number of nodes. But this change is
very frequent, as per Figure 10, due to presence of
malicious node and Black Hole attack. This means

that burden on the network is regularly
increasing during Black Hole attack which leads
to result of decreasing network performance.

With Attack —+~

12f - +

Number of nodes
Figure 10: Graphical representation showing the
scenario of network for Normalized Routing
Load (NRL) as a Parameter in which Black Hole
Attack is performed

Conclusions:

The main objective of this paper is to check and
analyze the affect on the performance once the
nodes will have an existence of malicious node
among them. In the results shown above, level of
affect can be checked for certain performance
parameters. Almost every parameter is facing
challenges while the attack has started its
functioning in the network. Therefore, there is a
strong need to understand the network, its nodes
and requirements of user so that accordingly the
affect of Black Hole attack can be reduced.
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