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Abstract:

With technical linkages to Grid Computing, Utility Computing, and Distributed Computing, Cloud
Computing is fast gaining traction. A cloud service provider, such as Amazon Web Service, IBM, Google
Application, Microsoft Azure, and others, provides users with data storage and development applications
that they can access from anywhere in the world. With the help of cloud service providers, data is stored
and retrieved on a remote server. As data is sent to a remote internet server, maintaining security is
paramount. Cloud service users are constantly concerned about data loss, security risks, and service
interruptions. With the introduction of machine learning methodologies, learning-based security
applications have recently gained interest in books. The most difficult aspect of these systems, however,
is gathering real-time and impartial data. We discuss numerous data security approaches, their benefits,
data protection difficulties, ongoing data security problems, smart data security methods, data-related
security challenges in the cloud-based environment, and solutions that must be solved in this study.
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INTRODUCTION To identify security concerns and answers to
these challenges, strong safety measures must be
established. There has recently been a lot of
interest in learning more about network and
cloud security. Training models utilising labelled
network tracking gathered with a specific test
environment, with a comprehensive collection of
intervening and unusual behaviours and general
behaviours, is a typical strategy that can be
explored in developing ML-based security
systems. There aren't enough research projects
devoted to training and testing machine learning
models in different datasets. This is required in
order to evaluate the robustness and
performance of machine learning algorithms in
real-world scenarios. To address this flaw in
current research, we examine the performance of
big machine learning algorithms in this paper. To
be more specific, I compare the strategies of
retreats, decision trees, Nave Bayes, and Support
Vector Machines (SVM). These algorithms were
chosen because they are widely utilised in a

Cloud Computing is the latest internet-based
online programme that allows users to access
and interact with a number of cloud apps in a
simple and personalised manner. Cloud
computing allows you to connect to a cloud
application via the Internet and store and access
cloud data from anywhere. By choosing cloud
services users are able to store their location data
on a remote data server. Information stored on a
remote data centre can be accessed or managed
through cloud services provided by cloud service
providers. Therefore, data stored in a remote
data centre for data processing should be
processed with the wutmost care. Cloud
Computing security is one of the biggest concerns
to deal with these days. Data is at risk if security
measures are not adequately implemented in
data processing and transfer. Because cloud
computing allows a number of users to access
stored data, there is a greater danger of data loss.
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variety of disciplines, including network and
cloud security.

RELATED WORK
Review Method

The systematic literature review strategy was
adopted in this study (SLR). In the field of
software engineering, the SLR approach is
currently a viable option. SLR is defined as a
method for locating, evaluating, and interpreting
all available research evidence in order to answer
particular research questions raised by the
research question. This study's stages of the
process are divided into three categories. The
first is Panning entails determining SLR
requirements, developing a protocol review, and
conducting an evaluation protocol review. The
second phase of the implementation process
entails searching for and screening primary
research sources, extracting data, assessing the
quality of primary research, and data synthesis.
The third step is reporting, which includes
disseminating the results.

Research Questions

1. What previous research has been done in
terms of data security solution using
machine learning in cloud computing?

2. What different type of approaches for doing
data security using machine learning in
terms of data security in cloud computing?

3. What are the various benefits of use of
machine learning in field of data security?

4. What problems still persist for doing data
security using machine learning in terms of
data security?

5.  Which type of ML data security technique
merits further investigation, why is more
research needed, and what challenges
should the additional research address,
based on the research identified?

Search Strategy

The search source reference is the next step.
There are various steps in this stage, including
choosing a search source, defining a search
phrase, picking relevant articles or journals, and

filtering the results. The following is the digital
search that was used:

A. ACM Digital Library (dl.acm.org)
IEEE eXplore (ieeexplore.ieee.org)
ScienceDirect (sciencedirect.com)
Springer (springerlink.com)
VOTIRO (votiro.com)

moow

The search string is specific to the study's topic.
For each publication or paper, the main research
search is done by looking at the titles, abstracts,
and keywords. Journals, conferences, and reports
are the three types of publications that are
accepted. Seven publications were produced as a
result of the findings.

Study Selection

The major research is chosen using inclusion and
exclusion criteria at this stage.

Inclusion Criteria: Threats or attacks, as well as
data security prevention and mitigation, are
discussed in the research and security procedure
using machine learning in cloud computing. The
study discusses the data security machine
learning algorithms and methods in its
implementation.

Exclusion Criteria: The less powerful research
on data security with machine learning. Research
that does not discuss data security, machine
learning method to protect data, threats on cloud
architecture.

Data Extraction

All articles and papers are extracted for data and
information from the publications and papers
mentioned in this study. The information is then
used to answer the research question that was
previously formulated.

RESULT
Previous research

The EU General Data Protection Regulation has
recently emphasised the need for improved data
security in the global security agenda (GDPR).
The rule requires all organisations with access to
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EU residents' personal data to utilise the most
secure means of maintaining customer data,
including safeguarding it against accidental loss
or destruction, theft, and unauthorised
disclosure. Hacking attempts are growing more
complex and dangerous as more digital
technology fall into the wrong hands.. As a result,
many companies are placing their hopes on Al /
ML for new data security. Various previous types
of ML algorithms are developed to detect threats
and attacks for example malware/spyware
detection, intrusion detection, steganography
attack, botnet detection, etc. malware detection
models from many models with malware labels
(Trojan horse, spyware, etc.). To create such a
model, we must first collect training data from

existing malware models, clean it, and make it
ready for training. Finally, we can feed this
information into a learning algorithm that will
look for patterns and features that reoccur in a
training set. If we follow all of the steps correctly,
the ML algorithm should produce an unobtrusive
result. Infections patterns are displayed, which
can be used to detect new malware. The similar
technology has already been used to detect spam
in terms of a huge number of spam models that
have been tagged

Different types of approaches

Machine Learning Algorithms
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FIGURE 1. different types of ML algo

In this section, we have discussed the various
types of trending ML techniques that are widely
used in data and cloud security. For example,
regression, decision trees, Naive Bayes, and
Support Vector Machines (SVM) techniques.
These techniques are supervised ML techniques
that need the labeled dataset to train the model.
There are various datasets available to train ML
models like UNSW, ISOT, DARPA and KDD:

e Intrusion Detection: One of the
technologies used to combat malicious attacks is
the intrusion detection system (IDS). An
intrusion detection system (IDS) is software that
monitors a single computer network for

malicious activities (attacks) aimed at stealing or
preventing information or causing network
agreements to be broken. In addition, the
invaders constantly changed their tools and
tactics. However, implementing an approved IDS
system is also a challenging task. In this paper, we
have examined the division of the table of the two
ML resolutions and the random layout of the
forest. The focus was on false and false
performance metrics. Experiments used have
shown that the division of the decision table
gained the lowest number of inaccuracies while
the random forest classification achieved the
highest level of accuracy.

eISSN 1303-5150

www.nheuroquantology.com

3446



Neuro Quantology | September 2022 | Volume 20 | Issue 9 | Page 3444-3451 | doi: 10.14704/nq.2022.20.9.NQ44394
G P C Venkata Krishna, Dr D Vivekananda Reddy/Literature Review on Cloud Security Using Machine Learning Techniques

3447

elSSN 1303-5150 www.neuroquantology.com



Neuro Quantology | September 2022 | Volume 20 | Issue 9 | Page 3444-3451 | doi: 10.14704/nq.2022.20.9.NQ44394
G P C Venkata Krishna, Dr D Vivekananda Reddy/Literature Review on Cloud Security Using Machine Learning Techniques

TABLE 1: Different tools, algorithms and dataset for intrusion detection.

Big Data | Apache | Anaconda | Anacond | Apache Apache | Apache Hadoo
tool Spark a Spark Storm Spark p
Algorith | K- K- Decision | SVM, Naive | C-SVM Neural Parallel
m Means Means++ Tree Bayes, Network, Naive
Decision SVM, DT, | Bayes
Tree and Naive Bayes,
Random and Random
Forest Forest
Dataset | KDD99 | KDD 99 KDD 99 UNSW-NB KDD 99 | Synchrophas | KDD 99
15 or

e Anomalous user behavior detection:
Unreasonable user behavior detection is a key
component of many information security
systems, such as intrusion detection, internal
detection of threats and authentication systems.
Non-envious behavior will set the alarm on the
system administrator and may be combined with
other information to determine whether
unauthorized or malicious use of the device. We
observed that an expanded version of the Isolate
Forest technique is used by the unpopular user
behaviour detection framework. This method is
fast and scalable and does not require any
unusual variations in the training data set.
Applying a new method to the business database.
The system may discriminate negative
occurrences from the basic user model using a
single characteristic or a combination of features,
according to test findings. In the extended
version of this algorithm, we can now detect the

behavior of the user with an accuracy of 98.92%
which is a great success.

Botnet Detection: Botnets have been one of the
most significant issues in many network security
difficulties, and their global influence has
prompted detection issues to refocus people's
attention. The foundation of machine learning
applied to network security is data collecting.
Data collection mostly refers to the use of various
tools to gather information from a variety of
sources, such as log systems and network ports.
The fundamental task for botnets is to collect
network layer data, such as network packets and
network flow data, as well as anomalous log data
if the detection methods are based on behaviour.
In classification and regression problems,
supervised learning methods are frequently
utilised.

Botnet dataset//

<//”//////'
I

Normal traffic

P2P botnet traffic

1l

Training
dataset

Testing dataset

ML model
(classification)

A

ML algorithm
A

Quality metric

eISSN 1303-5150

www.nheuroquantology.com

3448



Neuro Quantology | September 2022 | Volume 20 | Issue 9 | Page 3444-3451 | doi: 10.14704/nq.2022.20.9.NQ44394
G P C Venkata Krishna, Dr D Vivekananda Reddy/Literature Review on Cloud Security Using Machine Learning Techniques

FIGURE 2. Botnet detection technique flowchart

Logistic Regression (LR), Artificial Neural
Network (ANN), Support Vector Machine (SVM),
Decision Tree, Random Forest, Linear
Regression, and others are examples of prevalent
algorithms. Clustering applies unsupervised
learning is often used in clustering problems. The
K-Means algorithm, the K-Nearest Neighbor
(KNN) algorithm, the Density-Based Spatial
Clustering of Applications with Noise (DBSCAN)
algorithm, the Hierarchical Clustering algorithm,
the Graph Clustering algorithm, and so on are all
prevalent algorithms. The selection of a suitable
algorithm is critical to the model's development.

ML for steganalysis: Cyber-attacks using image
steganography techniques refer to the practice of
cyber makers who hide malicious code within a
seemingly innocent image file. For example, a
typical JPEG image contains several megabytes of
pixel data, allowing the attacker to convert
several pixels to embed harmful code. The
changes are so subtle that human eyes cannot see
them, and it can take a long time for machines to
scan all images with hidden details, especially
when the threat is unknown and the machines do
not know what to look for.

6_.

Digital signature database

Tosti Machine learning Traini
esting algorithms raining

Feature extraction
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Assembly  Binary

FIGURE 3. Flow-chart of malware detection
technique

In this study, we include various frameworks
from the use of sci-kit learn, TensorFlow, and
Cameras to test stego images.

Trust Assessment method: One of the most
critical concerns in computer cloud computing is
security, and developing trust is an effective way
to address it. In a cloud setting, trust is frequently
a two-person interaction. Cloud service
providers (CSPs), on the other hand, frequently
need to establish confidence with cloud users in
order to ensure that the computing environment
is secure. A learning-based reading profile: a
confidence profile can forecast a user's future
behaviours, and the user's credibility will be
assessed on an initial basis by calculating the
similarities between predicted and actual actions
to define the cloud user's confidence status. The
LSTM-CNN  (short-term  network-resolving
network) and a single-class SVM model were
employed to detect access in this investigation.
Incoming data was accepted as model training
data, and the trained model was utilised to
identify a specific user's "abnormal” behaviour.
Only inbound data was recorded and categorised
as negative; when exterior performance was
discovered, it was reported as correct.

Problems Still Persist

While cloud computing is a new growing
technology that has numerous advantages for
customers, it also has a number of security
concerns. In this study, data security concerns are
discussed, as well as solutions to these
challenges, in order to mitigate the hazards
associated with cloud computing. There are still
many problems in this area that need to be
addressed through further research. In the
acquisition and acquisition of user behavior, it is
difficult to analyze a new type of data and
behavior. Also, it is sometimes difficult to find a
real ML model training site due to privacy and
security issues. These problems make the ML
model better trained to detect threats and attacks
on cloud data. We know that a modern method of
deep learning like Generative Adversarial
Networks (GAN) works by copying real-world
data. Hackers can utilise GANs to develop
malicious computer programmes that some
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more than 100 million active historical attacks to
generate email links and generations.

algorithms may find difficult to detect. This will
result in a fight between "good" and "bad" Al.
Researchers from the cloud security firm Cyxtera,
for example, recently built an ML-based sensitive

information theft generator that was trained on
DATA SECURITY CHALLENGES

Incident Response arrangerments A%
Application Security
Awailability of services and data in the Cloud 2%
Ability to support BCP & DR Requirements
Data leak Prevention in the Cloud 2%
Physical & Personnel Security
Identity & Access Management A%
Threat and Vulnerability Management
Data Segregation and Protection 2%
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FIGURE 4. Different data security challenges

community must overcome in order to speed the
adoption of machine learning-based data

Hackers that wuse generators have been
discovered to be able to circumvent ML-based

programmes more than 15% of the time, with
only 0.3 percent of their attempts succeeding.
These are only a few of the issues that the online

security. The projected benefits of machine
learning-based data security, on the other hand,
are obviously worth the effort.

Intelligent Approaches
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FIGURE 5. Flowchart Secure access model

safe data access. In addition, proper key
management mechanisms can be used to

Advanced encryption technologies can be used to
store and retrieve data from the cloud to ensure
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distribute the key to cloud users, ensuring that
only those who are permitted have access to the
data.

CONCLUSION

My research focuses on the disparity between the
quantity of research done on machine learning
surveillance tactics and their application in real-
world scenarios. Based on the findings, we infer
that machine learning models that perform well
with one database may or may not perform well
with completely distinct data sets created by
various simulation or test
situations.Furthermore, no single database can
contain all forms of attacks. This is a regular
occurrence in cloud environments, especially
with the introduction of new network paradigms
like Network Function Virtualization (NFV) and
Service Function Chaining (SFC), where packets
must traverse across a single data centre and/or
cloud while operating in a range of contexts. As a
result, we suggest that ML-monitored cloud
security strategies require a thorough revision in
order to perform better. In the future, more study
is needed in areas like anonymous detection,
integration, and/or unattended machine
learning.
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