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1.Introduction

The need to safeguard confidential message is
increasing in today's world. Cryptography is a
method of protecting information and
transforming an original message into a coded
text, so that an informed individual can decipher
it. To make a secret encrypted letter from a
normal one, we need to have a secret key. Modern
cryptography was proposed by Shannon in 1949
[8]- A dynamic survey of graph labeling was given
by ].A.Gallian [4]. More labelling structures on
different types of graphs in recent years can
be referred from [9], [10], [11], [12], [13], [14],
[15], [16], [17], [18], [19], [20], [21], [22], [23],
[24], [25], [26], [27], [28], [29], [30], [31], [32].
The concept of AUM block labeling was
introduced by A. Uma Maheswari et al. [33]. AUM
block sum labelling is one of the recently
introduced labeling of blocks in the field of graph
theory. In [34], [35], [37], [38], [39], [40], AUM
block sum labeling for various families of graphs
is discussed. In [36], a new algorithm for
encoding and decoding is given using AUM block
sum labeling. In [1], Baizhu Ni et al. discussed
encryption schemes using special corona graph,
bipartite graph, and star graph. This motivated us
to give an encoding and decoding algorithm using
AUM block sum labelling through path graph. The
proposed encryption algorithms will result in

more reliable communication of sensitive
information. Two improvised coding techniques,
with an efficient decoding process are illustrated
in this work.

2.Preliminaries
2.1. Definition: Graph labelling [7]

A graph labeling is an assignment of integers to
the vertices or edges or both, subject to

certain conditions.
2.2. Definition: Block Graph [5]

A graph is a block graph if every block (maximal
2-connected component) is a clique. If G is any
undirected graph, the block graph of G, denoted
by B(G) is a non-separable maximal

subgraph of the graph. It is clear that any two
blocks of a graph have at most one vertex in
common.

2.3. Definition: Plain text [6]

The original secret text from the sender to the
receiver which requires to be transformed into
some version is called Plaintext.

2.4. Definition: Cipher text [6]

The required version of our plaintext is called
Ciphertext.
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2.5. Definition: AUM Block Sum labeling [33]

Let G be a graph with p vertices, q edges and b
blocks, p,q,b = 1.

Let V(G) ={vy, vv3...15}, E(G)=/{ey,
ey, es,....eq}, B(G) = {By,B;,Bs,.....Bp} denote
the vertex set, edge set and the block set of G
respectively.

We say the graph G has a block sum labeling if
there exists a bijection

f:V(G) - {1,23,..p}and f*:E(G) »
Z%*induced from f by f*(uv) = f(u) + f(v) and

f**:B(G) —» Z* defined as follows:

Let B; be incident with the vertices
Vj,, Vjys - Vjp, 1 < i < pand edges
ejl,ejz,.....ejm,

1<jn<gq Then f (B) = ZK,f(v;)+

i=1/"(e;,) and
f7B;) #f"Bforl<i,j<bandi+j.
2.6 AUM block labeling for a Path Graph [33]
Let G be the path graph P, , n > 2.
Let V(G) ={vy, vpv3...0n}, E(G)={ey,
€2,€3, ... €n_1}, B(G) = {By, By, B3, .....By_1}

denote the vertex set, edge set and the block set
of G respectively.

Define the function f:V(G) - {1,2,3,..n} by
fv)=i1<i<n

Obtain the induced function f*: E(G) - Z* from
fas

ffoiviy) =2i+1,1<i<n-1

Label the blocks from the sum labelling of
vertices and edges.

Define f**:B(G) - Z* by f*™(B)) =4i+2,1<
i<n-1

For i #j,f™(B))# f*™(B;) as 4i+2+#4j +2
implying the block labels f**(B;) are distinct.

3.Main results

In this section, we used AUM block sum labelling
of path graph to encode a message and devised
two new algorithms for encoding and decoding
that are used to make the coded message more
secret.

Section 1

In this section, we have described the encoding
and decoding process and provided an example.

1A) Algorithm for Encoding:

e Assign numbers to the 26 alphabets in the
order of odd position first and even position
next.

e By applying shift cipher to each character
using x; = (x + n)(mod26), each number is
moved to n places, where n is the length of
the message and x is the number assigned to
that character.

e Determine the smallest positive integer y;
such that the Geometric mean between x;
and y; is a positive integer and take it as z;
fori=1,2,3,... nand j=n+1,n+2, ..2n. Such
ay; is guaranteed, if we take y; = x;.

e Now select the path graph P,,,, and label the
blocks of P, ;4 as y; and the remaining

blocks of P,y 1 as z; in the order.

e Label the path graph with AUM block sum
labeling for the 2n blocks.

e Reassign the block labels as
B(i))fori=123,..n

e and Bj =z + B(j) forj=n+1,n+2,..2n
where B(i) is the AUM block sum label.

e Send the cipher text as the path graph along
with the new label is the key to decode the

message.

1B) Algorithm for Decoding:

¢ Find the AUM block sum label for the given key
graph (path graph).

e Find the integers y;=B;—B()fori=
1,2,3,..nand z; = B; — B(j)

Bi=y; +

forj=n+1,n+2,....2n where B;’s are
the labels in the blocks of key graph and

B(i)’s are the AUM block sum labels in the
blocks of the same graph.

¢ Find the positive integer x; using the relation

2
x; = il foralli=1,23,..nand
Yi

j=n+1n+2..2n

e Find the value of f; using f;=[x; —
(no.ofblocks/2)](mod26) and the
corresponding

alphabet for each f; from the encoding table to
get the plain text.
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1C) Key for Decoding:

The sender will send the path graph with the new
label to the receiver to decode the message.

IMlustration I:

In this work, we have given an example to
explain the above algorithms.

Let the message be “RAIN” which is to be coded.

Encode the above message and send the cipher
text in the form of a graph to the receiver.

Find the number that corresponds to each
character through the encoding table (Odd
position 379

first and even position next).

Encoding:
Table 1: Encoding Table (0dd first even next)
A B C D E F G H [ ] K L M
1 14 2 15 3 16 4 17 5 18 6 19
N 0 P Q R S T U Vv \'\ X Y Z
20 8 21 9 22 10 23 11 24 12 25 13 | 26

Representation of each letter from the above table as follows:

R A I N
22 1 5 20
Length of the word is 4.
Applying the shift cipher x; = (x + n)(mod26), we get
R A I N
22 1 5 20
26 5 9 24

Denote x; = 26,x, = 5,x3 =9,x, = 24

Find the smallest positive integer y; such that the
Geometric mean between x; and y; is a positive
integer and take itas z; fori= 1,2,3,..nandj =
n+1,n+2,..2n.

GM(x1,y1) = GM(26,26) = 26 = zg

GM(xZ,yz) = GM(S,S) =5= Zg

GM(X3,y3) = GM(g,l) =3 = Zy

GM(x4,ys) = GM(24,6) = 12 = zg

Consider a path graph Pgand mark the values of
y; to the labels of the first four blocks of the path

graph and the remaining blocks of the path graph
as z; is given in figure 1.

.26.5.1.6.26.5.3.12.
Figure 1

Now, label the path graph with AUM block sum
labeling for the 8 blocks, as shown in

figure2.

1 2 3 4 5 6 7 8 9
3 7 9 11 13 15 17

B4(6) B,(10) B;(14) B4(18) B.(22) B,(26) B,(30) Bs(34)
Figure 2

Reassign the block labels as
B(l)for l = 1I2I3’4 and B} = Zj + B(])

for j =5,6,7,8 where B(i) is the AUM block sum
label.

B, =y, +B(1) =26+ 6 =32
B,=y,+B(2)=5+10=15
By=y;+B(3)=1+14=15
B,=7y,+B(4) =6+18 =24
Bs = zs + B(5) = 26 + 22 = 48
Bg =z, + B(6) =5+ 26 = 31
B, =z, + B(7) = 3+ 30 = 33
Bg = zg + B(8) = 12 + 34 = 46

The graph with the relabeled block is given below
in figure 3.

Bi=y;+
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Figure 3

Now send the above labeled graph to the receiver
for decoding.

Key for decoding:

The labeled graph obtained in figure 3 is the key
to decode the message.

Decoding:

After receiving the labeled graph, find the plain
text using the above decoding algorithm1B.

Refer the AUM block sum labeling of the path
graph Poin figure 2.

Find the integers ¥, and z; using the key graph
(figure 3) and the AUM block sum labeling and
y, = B; — B(D)fori=
1,2,3,4 and z; = B; — B(j) for j = 5,6,7,8

the relation

where B;’s are the labels in the blocks of key
graph and B(i)’s are the AUM block sum labels in
the blocks of the same graph.

We get,

y1=B;—B(1)=32-6=26
y»=B,—B(2)=15-10=5
y3=B3;—B(3)=15-14=1
Ya=B,—B(4)=24—-18=6

z5 = Bs — B(5) =48 — 22 = 26

Zg =Bg—B(6) =31—-26=5

z; =B, —B(7)=33-30=3

zg = Bg — B(8) =46 — 34 =12

Find the positive integer x; using the relation x; =

2
%for alli=1,2,3,4andj=5,6,7,8

3 z§_262_26
BT T 26
2 2
zé 5
X, = —=—=5
2 Y2 5
2 2
z7 3
Xr = —=—=9
’ V3 1
z3 122
X, = —=— =24
Va 6

To find the plain text, use f; = [x; —
(no.ofblocks/2)](mod26)

fi=1[x1— (no.ofl_)locks/82)](mod26)
=126 — (E)] (mod26) = 22
fo = [x2 — (no. of%)locks/Z)](mod26)

= [5- (g)] (mod26) = 1
f3 = [x3 — (no. of%)locks/Z)](mod26)

= |o- (g)] (mod26) = 5
fa =[x — (no.of%)locks/82)](mod26)
=24 — (E)] (mod26) = 20

Hence, we conclude that the plain text is RAIN
from the encoding table 1.

Section 2

In this section, we give the modified version of
encoding procedure where the numbering of
alphabets and relational parameters are
different.

2A) Algorithm for Encoding:

¢ Assign numbers to the 26 alphabets in the order
of even position first and odd position next.

¢ By applying shift cipher to each character using
x; = (x + n)(mod26), each number is moved ton
places, where n is the length of the message and x
is the number assigned to that character.

e Choose any positive integer y; such that the
Geometric mean between x; and y; is a positive
integer and take it as z; fori=1,2,3,.nand j = n+1,
n+2,..2n.Such a y; is guaranteed, if we take y; =
Xi.

e Now select the path graph P,,,; and label the
blocks of P, as y; and the remaining blocks of
P;p41as zj in the order.

e Label the path graph with AUM block sum
labeling for the 2n blocks.
e Reassign the block
B(i))fori=123,..nand
Bi =z; + B(j) forj=n+1,n+2,..2n where
B(i) is the AUM block sum label.

e Send the cipher text as the path graph along
with the new label is the key to decode the
message.

labels as B;=y; +

380
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2B) Algorithm for Decoding:

o Find the AUM block sum label for the given key
graph (path graph).
o Find the integers y; = B; — B(i)fori =
1,2,3,..nand z; = B; — B(j)
forj=n+1,n+2,..2n where B;’s are
the labels in the blocks of key graph and
B(i)’s are the AUM block sum labels in the
blocks of the same graph.
¢ Find the positive integer x; using the relation

2
X = % foralli=123,..n

andj=n+1n+2,..2n.

e Find the value of f; wusing f;=[x;—
(no.ofblocks/2)](mod26) and the
corresponding

alphabet for each f; from the encoding table to
get the plain text.

2C) Key for Decoding:

The receiver will receive the path graph along
with the new label from the sender in order to
decode the message.

381
Illustration II:
We have provided an example to illustrate the
above algorithms in this paper.

Encoding:

Let the message be “KLICKS” which is to be
coded.

The above message should be encoded, and the
recipient should receive the cipher text as a
graph.

Find the number that each character indicates
using the encoding table Even position first and
odd position next).

Table 2: Encoding Table (Even first odd next)

A B C D E F G H [ | K L M
14 1 15 |2 16 17 4 18 5 19 6 20
N 0 Q R S T U \' w X Y Z

7 21 22 9 23 10 24 11 25 12 26 13

Representation of each letter from the above table as follows:

K L I C K S
19 6 18 | 15 19 23
Length of the word is 6.
Applying the shift cipher x; = (x + n)(mod26), we get
K L I C K S
19 6 18 | 15 19 23
25 12 24 | 21 25 3

Denote x; = 25,x, = 12,x3 = 24,x, = 21,x5 =
25,x6 =3
Find any positive integer y; such that, geometric

mean between x; and y; is a positive integer and
take it as z; fori=1, 2, 3,.nand j = n+1, n+2,...2n.

GM(xz, y,) = GM(12,12) = 12 = zg
GM(x3,y3) = GM(24,6) = 12 = z4
GM (x4, y,) = GM(21,21) = 21 = z,
GM(xs5,y5) = GM(25,1) =5 = z4
GM (x4,v6) = GM(3,12) = 6 = 24,
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Consider a path graph Pi3and mark the values of
y; to the labels of the first six blocks of the path
graph and the remaining blocks of the path graph
as zj is given in figure 4.

Figure 4

Now, label the path graph with AUM block sum
labeling for the 12 blocks, as shown in

figure 5.
{3 2537 495 6B 1 H8T90NANDNEN
BO B B B BX 8@ B8O B BRY B B By
Figure 5
Reassign the block labels as B; =y;+

B(i)fori=1,2,3,4,56 and

B; =z + B(j) forj =7,89,10,11,12 where B(i)
is the AUM block sum label.

Bi=y; +B(1)=4+6=10
B,=vy,+B(2)=12+10 =22
B;=y;+B(3)=6+14 =20
B, =y, +B(4) =21+18 =39
Bs =ys+B(5)=1+22=23
Bs = y¢ + B(6) = 12 + 26 = 38
B; =z, +B(7) =10+ 30 = 40
Bg =273+ B(8)=12+34 =46
By =29+ B(9) =12+ 38 =50
Bio = 210 + B(10) = 21 + 42 = 63
Byy =z, +B(11) =5+ 46 =51
By, = 71, + B(12) =6 + 50 = 56

The graph with the relabeled block is given below
in figure 6.

n 2 20 ¥ 3 % 40 46 50 B 5 %

Figure 6

Now send the above labeled graph to the receiver
for decoding.

Key for decoding:

The labeled graph obtained in figure 6 is the key
to decode the message.

Decoding:

After receiving the labeled graph, find the plain
text using the above decoding algorithm.

Refer the AUM block sum labels of the path graph
Pizas follows in figure 5.

Find the integers Y, and z; using the key graph
(figure 5) and the AUM block sum labeling and
the relation y, = B; — B(i)fori=
1,2,3,4,5,6 and z; = B; — B(j)
forj=7891011,12

where B;’s are the labels in the blocks of key
graph and B(i)’s are the AUM block sum labels in
the blocks of the same graph.

y1=Bl—B(1)=10—6=4

v, =B,—B(2)=22-10=12
y3=B3—B(3)=20—14=6

y4=B4—B(4) =39-18=21
y6=36—3(6) =38—-26=12

Zg =By —B(9) =50 —-38=12

Z10 =BlO —B(].O) =63—-42=21

Z11 =Bll _B(ll) =51-46=5

Z1p =Blz —B(12) =56-50=6

Find the positive integer x; using the relation x; =

2
% foralli=1,2,3,4,5,6 and

j=7,8910,11,12

e
X, = L =—=25
Y1 4
X =§:1—22:12

27y, T 12
oz 122
X3 = —=— =24
V3 6
x= A= 2o g

4 Va 21
2 2
xp= o s
Ys
2 2
x6=21—2=6—=3
Ye 12
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To find the plain text, use f; = [x; —
(no.ofblocks/2)](mod26)

fi = [x1 — (no. ofblocks/Z) (mod26)

]

|25 - ( ) (mod26) = 19
fo =[x — (no. ofblocks/Z)](mod26)

= |12 - (% (mod26) = 6
fz = [x3 — (no. ofblocks/Z) (mod26)

— ( ) (mod26) = 18
fa = [x4 — (no. ofblocks/Z)](mod26)

—|21- ( ) (mod26) = 15
fs = [xs — (no. ofblocks/Z)](mod26)

_ [25 - (% | modz26) = 19
fe = [x¢ — (no.ofblocks/2)](mod26)

_[3- (%)] (mod26) = 23

Hence, we conclude that the plain text is KLICKS
from the encoding table 2

Conclusion:

We have presented two new algorithms for
encoding and decoding to convert plain text into
cipher text by using two different ways of
numbering alphabets. AUM block sum labelling
on the path graph is integrated in these coding
techniques to be used in the complex situations of
converting the cipher text into plain text. An
illustration is also given for each technique. In the
future, we intend to introduce new coding
techniques by utilising various graphs.
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