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Abstract:

Digital data ease the communication by reducing the cost, time, resources, labor etc. At the same time
chance of attack is also increases as medium of communication is open to all and some time access as
well. In order to increase the security of data various measures were adopt and proposed by
researchers. This paper has also developed a model that provide security to digital image data b
embedding it in other image. For selection of position of embedding work has adopt a clustering
approach of data mining. Artificial immune genetic algorithm was adopted by the paper to cluster the
embedding coefficient into two classes. As images have different pixel arrangement hence dynamic
algorithm is highly desirable for selection of embedding position. Experiment was done on real image
dataset and comparison of model was done on different evaluation parameters. Result shows that
proposed model improved the PSN, SNR value of the image after embedding and extract information in
different attack environment as well.
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I. INTRODUCTION

The amount of data being transferred and stored
on the Internet, as well as the breadth of its
application of digital media, are both growing at
an exponential rate. As a direct consequence of
this, owners of digital data are able to rapidly
and extensively  distribute multimedia
documents via the Internet. Because of this,
there is a great deal of interest in the protection
of multimedia copyrights and multimedia
security [1]. As digital medical images are
viewed, extracted, and transmitted, they are
subject to possible manipulation both inside and
outside of the protected environment of the
medical system. Because of this, there is a risk of
a breakdown in trust, which has the potential to
affect the accuracy of image reading and
diagnosis.

In the past, methods such as encryption and
access control were utilized in order to ensure

the security of the media. After the media have
been successfully transmitted and decrypted,
these techniques, however, do not protect
against data copies that have been modified or
newly created. The focus of this paper is on the
application of digital techniques to the
safeguarding of digital multimedia. The process
of embedding digital data has been identified as
a potentially useful method for ensuring the
confidentiality and authenticity of images
through the utilisation of various techniques.
Data hiding is a method of efficient private
communication that involves embedding secret
messages into various forms of media, such as
digital images, videos, and audios, in order to
effectively protect the security of multimedia
information [2]. [Citation needed] These
methods ensure that the image is not tampered
with, authenticated, that its content has been
verified, and that it is integrated [3]. Displaying
the data that has been watermarked or
converting it into other file formats is not a very
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straightforward method for removing a
watermark. Because of this, it is possible to
obtain information about the transformation
after an attack by looking at the watermark. It is
essential to be able to differentiate between
digital watermarking and other technologies
such as encryption [4]. Digital image
watermarking techniques allow for the
survivability of a variety of processes, including
the conversion from digital to analogue,
compression, changes in file format, re-
encryption, and decryption. Because of these
tasks, it can serve as an alternative to
cryptography or as a complement to it. Because
the information is hard-coded into the content, it
is not possible to delete it through normal usage
[3].

Data mining is the process of extracting useful
information and knowledge from large amounts
of imperfect, noisy, chaotic, and random
application data [4, 5]. This information and
knowledge may be hidden, unknown, or both.
Data mining is capable of performing a wide
variety of functions, including identification
grouping, customization, prediction, cultural
analysis, isolation analysis, and parallel analysis.
The question of how to accurately extract
buildings has always been at the forefront of
contemporary architectural research. In this
paper, we make the case for incorporating the
invariant moment algorithm into the process of
extracting features from images. Image
processing technology, feature extraction
methods, and segmentation techniques are the
subjects of investigation and analysis in this

paper.

II. Related Work

Zhang et al. [6] introduced a brand new
technology that they called FFDNet. This system
is capable of addressing a wide variety of noise
that is present in excessive levels. Denoising is
accomplished in a timely and appropriate
manner by FFDNet through the utilisation of a
CNN model that is analogous to that of DnCNN.
However, this method does not permit the
accurate identification of noises. A bidirectional
downsampling operator and adjustable noise-
level mapping are used in this design to convert
the original image that serves as input into four
different images that can then be used in the
CNN layers. Invisibility and durability are two of

the most significant obstacles that must be
overcome when analysing images that have been
watermarked.

The adaptive scaling factor was proposed by F.
Ernawan and colleagues in [7], and it is based on
selected DWT-DCT coefficients of the image's
content. The adaptive scaling factor was
calculated by analysing the relationship between
a few carefully chosen DWT-DCT coefficients
and the overall average value of all of the DWT-
DCT coefficients. A suggested set of rules that
take into account the adaptive scaling factor was
utilised in the process of embedding the
watermark image.

A new blind and fragile method of watermarking
was proposed by F. Tohidi and colleagues in [8].
This method can detect tampering and improve
the recovery of tampered images. In order to
enhance the quality of the watermarked images
as well as the recovered ones, a new feature
extraction method has been devised. This
method will produce a recovery code that is
concise yet thorough, and it will do so by
utilising a new compression technique. In the
event that a block in the image is altered, the
proposed embedded feature will make it
possible to recover the original data by
extracting it. In order to eliminate the possibility
of tamper coincidence, the data that is
watermarked on each block includes not only
the recovery code that is specific to the block
itself, but also the data that belongs to its
neighbours as a second layer of recovery.
Different sized blocks were tested to see how
well they performed and compared to one
another in terms of how effectively they
recovered an image after being tampered with at
varying rates.

Karaboga and Akay [82] examined the
performance of the ABC optimization method in
comparison to other optimization approaches,
such as GA and PSO, and came to the conclusion
that the performance of ABC is superior to that
of other optimization approaches.

In order to improve the robustness and quality
of the DWT-SVD based watermarking method,
Ali and Ahn [9] used a modified version of the
DE (self-adaptive differential evolution)
algorithm to optimise the scaling factors of the
watermark data. This was done in order to
achieve better results. In addition, Ali et al. [89]
used a DE optimization method to search for
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optimal scaling factors with the goal of
improving the quality of the watermarked image
as well as the watermark's robustness.

Aslantas [10] described a technique that embeds
the watermark by manipulating the singular
values (SVs) of the host image with the help of
multiple scaling factors. This technique was
reported by Aslantas. In addition, DE is utilised
to optimise the scale factors in order to improve
the performance of the proposed method. In a
later section, Aslantas [94] uses the DE method
to optimise the scaling factor parameters in
order to achieve the highest possible level of
robustness and transparency.

Lei et al. [11] proposed a method in which they
used DE to optimally design the quantization
steps (QSs) for calculating the strength of the
watermark in order to achieve good robustness
and quality. In this method, the DE was used to
calculate the strength of the watermark. Method
of Creating an Artificial Bee Colony One of the
most recent developments in the field of swarm-
based algorithms is the Artificial Bee Colony
(ABC) optimization method. There have only
been a very small handful of watermarking
methods reported that make use of the potency
of ABC for optimization in their processes to this
day.

Akay and Karaboga [12] presented a survey of
the current state of the art in the field of image
processing as well as some of its applications.
Sha et al. [13] improves the performance of their
proposed image watermarking method by using
the ABC method to optimise pixel-by-pixel
embedding at various frequency sub-bands with
DWT. This helps the method work more
effectively.

IIL. Proposed Methodology

This section has brief the embedding
methodology of the proposed model. In order to
data embedding image was transform into
frequency domain by applying discrete wavelet
transformation. Whole explanation of model was
done by the fig 1. For improving the robustness
of data against various attack proposed model
has choose random location for embedding in
coefficient values. Selection of position was
obtained by the use of artificial immune genetic
algorithm, steps of genetic algorithm was shown
in fig. 2.

Digital Image PreProcessing Input image was
preprocessed by selecting the red region of
image for transforming the image. As image has
different dimension so conversion or
transforming image from one to other was done
by this step of work [2, 3]. Input digital data that
need to be embedded is transformed into binary
format. One more advantage of this conversion
is that, input digital data is either image, voice,
video it works for all.

Feature Extraction: Red region of image was
used for the embedding of the image hence
feature was extract form this portion of image.
Embedding in a region portion increase the
volume of the secret data storage, as same
number of maximum binary information is
stored in other region of image. One more
advantage is changes in one and other remain
unaffected maintains the PSNR value of image.
Wavelet transformed features were extract from
the image. As wavelet gives four equal matrix of
different set of edges, so this work uses only low
frequency region of image [14].

Input Image

Pre-Processing

v

Watermaik Trallljlotrmatu)n
Data eature >
v
Binary Artificial
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v
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v
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y
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Fig 1 Proposed model embedding of watermark.
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Artificial Immune Algorithm

This algorithm was based on the human body
working against any disease. So antibodies are
probable protein that may fight otherwise other
set of antibodies were generate. So algorithm
goal is to find quire the human body [15].

Generate Antibodies

Whole work finds good positions in the image
for embedding data. So coefficient values
present in the image were cluster into two group
one is for embedding and is not use for
embedding. To cluster coefficient cluster centers
were used in the model. Coefficient range values
were randomly selected as a antibody in the
work. Collection of these random set of
coefficient is population in the genetic algorithm
For random coefficient value generation
Gaussian distribution function was used.

PA < Generate_Coefficient_Antibody(c, m)

Above function is gives m number of antibody
set, where each set has c number of coefficients.
PA is population of antibodies used for getting
the final cluster center in the work.

Affinity

Fitness of the antibody estimate by the affinity
function. For this work has estimate the
minimum coefficient difference summation.
Each antibody coefficient value was compared
with each coefficient of image and minimum
difference value was summed to the affinity
value of the antibody. Similarly all set of
antibodies present in population were estimate
by Eq. shown below.

m
A= Z min(|PA[i,n] —I|)7
i=1

Cloning

As per affinity value of each antibody in
population, best solution PAj, is obtained. As per
best antibody PAj; coefficient set few antibodies
features were transform [16]. This cloning of
coefficient values from one antibody to other is
done in this step.

PA<Cloning(PAs, A)

In order to avoid over learning only single
position cloning was applied in the work.

Input Frequency Feature

A 4

Generate
Antibodies

Affinity

v

Cloning

\4

Hyper mutation

Termination
Condition

Final Cluster Center
Coefficients

Fig. 2 Block diagram of proposed algorithm.

Hypermutation

Each antibody then undergoes self learning
where random coefficient value of the antibody
is change. This change was done by the
hypermuation. All steps improved the work
efficiency and chance of getting the best solution
is also improved.

PA<Hypermutation(PA)
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Final cluster Center

Once algorithm reach to its maximum number of
iterations artificial immune genetic algorithm
gives the cluster center. Each antibody was
finally pass in the affinity function that gives
fitness. Based on the affinity value coefficient
values were cluster into two group. Cluster
having lower affinity value is used for the
embedding of the digital data.

Binary Data Embedding

Embedding of watermark bit was done in fit
cluster coefficient. Least significant bits were
replace as per watermark information. Each fit
coefficient value was transform into binary
vector. In order to preserve the information
against attacks paper has replace more than one
bit LSB in single coefficient binary vector. This
increases the capacity of watermark to embed
more data. Each embedded coefficient binary
vector is transform back to decimal number
format. Once all data bits get embed then inverse
wavelet transformation is perform to get
embedded image.

Proposed Embedding Algorithm
Input: [ // Image
Output: EI // Embedded Image

1. PI<Pre_Process(l) // PIL
Image

2. [LL LH HL HH] € Extract_Feature(PI)
3. A< Generate_Antibody(LL, m)

4. Loop 1:its // Iterations

5. I<Immunity(A,LL)
6

7

8

Preprocessed

A<Cloning(A, I)
A< Hypermutation(A)
. EndLoop
9. I<Immunity(A)
10. CC<Best(A,LL) // Cluster Coefficients
11. Loop b:1:W // W: number of secret data bits
12. Ec <Coefficient_Selection (CC, LL) // Ec:
Embedding Coefficient
13. Fv <Embedding(W[b], Ec)
14. EndLoop
15. El<Inverse([LL LH HL HH])

IV. Experiments and Results

Implementation of proposed model was done on
MATLAB  software. Experimental was
performed with real image set on the developed
MATLAB code files. In order to compare
proposed model results were compared with
existing method proposed in [17].

Comparison of methods of embedding was done
on different evaluation parameters shown
below:

Peak Signal to Noise Ratio: The Peak Signal to
Noise Ratio (PSNR) between the images Ol and
WI which are of size M x N is given by the
following expression. Higher is the PSNR; higher
is the similarity between the images. It is
expressed in dB.

Max _ pixel _value j

PSNR = 10lo
Juo ( Mean _Square _error

Normalized Correlation: Normalized
Correlation (NC) The Normalized Correlation
(NC) between the images WM and EM which are
of size m x n is given by the following
expression. Its value ranges in the interval [0 1],
closer the NC value to 1 indicates higher is the
correlation between the two images.

LW W
V2= Wo e XN, W

NC =

In above formula s is number of pixels in the
image, W is pixel value of the original watermark
and W’ is the pixel vale of extracted watermark.
Value of NC range from 0 to 1. Correlation
between W and W’ is is high if NC moves
towards 1.

Mean Square Error

MSE = Z:?:1(Xobs,i - Xmodel,i)2
n

Where Xops are original cover image pixel values
and Xmoder Was extracted the image.The smaller
the means average error, the closer to the
ground truth values.
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Extraction Rate

77 — 2= 2100
P,
Here N¢ is true pixels count from extracted
watermark and n, is a total number of pixels

present in the original watermark.

Results

Table 1. Image watermarking PSNR value Based
Comparison under ideal condition.

DWT-DCT
Images AIAIW coefficient
s[17]

Lena 55.6258 49.8413
Mandrilla 55.6258 44.8633
Tiger 55.7610 45.6843
Tree 55.7294 50.1257
Pepper 55.7829 50.8727

Table 2 Image watermarking MSE value Based
Comparison under ideal condition.

Table 3. Image watermarking NC value Based
Comparison under ideal condition.

3958

DWT-DCT
Images AIAIW coefficients
[17]
Lena 1 1
Mandrilla 1 0.948
Tiger 1 0.963
Tree 1 0.984
Pepper 1 1

Table 1, 2 and 3 shows that proposed AIAIW
model has maintain the image quality after
embedding of watermark. It was obtained that
use of genetic algorithm for embedding of
watermark bit in selected coefficient of DWT
region has increase the embedding quality.

Table 4 Image watermarking PSNR value Based
Comparison under noise attack.

DWT-DCT

Images AIAIW Coefficient
s [17]
Lena 9.0635 5.2266
Mandrilla 7.86 5.7991

Tiger 9.4589 7.315

Tree 6.3302 47167
Pepper 8.9321 5.9902

DWT-DCT
Images AIAIW coefficients
[17]

Lena 0.178 0.6744
Mandrilla 0.178 2.122
Tiger 0.1726 1.8702
Tree 0.1738 0.6317
Pepper 0.1717 0.5319
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Table 5. Image watermarking MSE value Based
Comparison under noise attack

DWT-DCT
Images AIAIW Coefficients
[17]

Lena 8067.3 19517
Mandrilla 10640 17107
Tiger 7365.2 12066
Tree 1513.8 21949
Pepper 8315.1 16371

DWT-DCT
Images AIAIW Coefficients
[17]
Lena 1 0.1260
Mandrilla 1 0.649

Tiger 1 0.5

Tree 1 0.807
Pepper 1 0.43

Table 9. Image watermarking NC value Based
Comparison under noise attack

Table 6. Image w.atermarking PSNR value Based Images AIAIW DYV:I‘-DCT
Comparison under filter attack Coefficients [17]

DWT-DCT Lena 1 0.6730

Images AIAIW Coefficient Mandrilla 1 0633

s [17]

Lena 32.303 30.28 Tiger ! 078

Mandrilla 213111 20.8371 Tree ! 071
Tiger 34.5936 19.8711 Pepper ! 0.677
Tree 29.5361 28.2013 _ _ _

Table 7 Image watermarking MSE value Based
Comparison under filter attack

DWT-DCT
Images AIAIW Coefficients
[17]

Lena 38.2566 60.9499
Mandrilla 480.8037 536.2505
Tiger 22.5798 122.089
Tree 72.3559 98.3907
Pepper 44.0157 62.1451

Table 4, 6 of noise, filter attack values for
different watermarking algorithms. Values
shows that proposed AIAIW has increases
evaluation parameter of PSNR by applying
artificial immune algorithm. Tables 5, 7 shows
that MSE error was also reduced by the work as
compared to other existing algorithm.

Table 8 Image watermarking extraction rate
value Based Comparison under filter attack

proposed AIAIW has increases evaluation
parameter of NC value by applying artificial
immune algorithm.

Above result section shows that proposed
AIAIW model has increases the various
evaluation parameters under ideal and attack
environment. Use of Artificial immune algorithm
for coefficient selection of transformed features
has increases the PSNR value in all set of images,
while in [17] embedding was done in all
coefficients. This selected embedding process
reduces the information loss in the image and
increases the robustness against various attacks.

V. CONCLUSIONS

Images have important role in different section
of life like, social, medical diagnosis,
environmental science, etc. Images are easy to
modify by different tools and methods, hence
reality check or authentication required. This
work has developed a robust image
watermarking approach by using artificial
immune algorithm. Embedding was done on low
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frequency region of image. Embedding
algorithm requires minimum displacement of
original low frequency -coefficient. Proposed
AIAIW model has maintain the image quality
after embedding of watermark. It was obtained
that use of genetic algorithm for embedding of
watermark bit in selected coefficient of DWT
region has increase the watermarking quality.
Experiment was done on real dataset of images.
Results shows that proposed model has
increases the robustness of image under noise
and filter attack. Work has maintain the PSNR
value by 13.33% as compared to DWT-DCT
Coefficients [17]. Work has maintain the PSNR
value under filter attack by 13.41% as compared
to DWT-DCT Coefficients [17], average
watermark extraction was high by 0.02% as
compared to algorithm proposed in [17].
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