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Abstract: 

Steganography is a new field that allows for secure data transmission over public networks. 
Steganography is the process of concealing a message in a suitable carrier, such as an image or 
sound, or video.  It is originated from a Greek word that means “hidden or concealed composing”. 
The carrier can be conveyed to a receiver without the intervention of a third party. The input 
category for a steganography process can be audio, video, or image. Over time, artificial intelligence 
has evolved, putting it at the forefront of world transformations. In this paper concept of artificial 
intelligence is introduced for the input type identification where the deep learning algorithms are 
used. This is a step towards automating the input type identification. Deep learning, a new class of 
versatile intelligent algorithms that learns how to handle complex tasks by observing a massive 
amount of data, has revolutionized several fields of science. While deep learning is now at the heart 
of multimedia technology, there are still numerous research areas that need to be thoroughly 
investigated. The paper proposes an idea of embedding deep learning in the steganographic process. 
The main objective is to introduce the deep learning approach to identify the type of input. The 
purpose of applying a deep learning algorithm is to make the system work automatically in 
categorizing the input as audio, video, or image. The existing systems are designed in such a way 
that it works on one of the types of input such as image, video, audio or text. That is existing systems 
are dependent on the type of input. It can work only for one category. The article also covers 
multiple deep learning algorithms in the steganographic process and performs a comparative 
analysis on the time taken for identifying the input. The different deep algorithms used are 
Convolutional Neural Networks (CNNs), Long Short Term Memory Networks (LSTMs), and Recurrent 
Neural Networks (RNNs). Finally, the algorithm which takes lesser time in identifying the type of 
input can be considered in developing the framework. 
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I. INTRODUCTION 

Steganography can be used to conceal almost any type of digital content, including text, image, 

video, or audio content; the data to be concealed can be concealed within almost any other type of 

digital content. The content to be hidden using steganography, known as hidden text, is frequently 

encrypted before being incorporated into the seemingly innocuous cover text file or data stream. If 

the hidden text is not encrypted, it is commonly processed in some way to make it more difficult to 

detect the secret content. The main goal of the steganography method is to hide the existence of 

the secret. Massive surveillance operations have shown that even if the content is unknown, the 

existence of normal data communications may lead to privacy leakage. Therefore, steganography is 

necessary for private communication. Steganography techniques could be used in many filed like 

watermarks, copyright protection, and secret transmission. Usually, the sender uses a 

steganography algorithm to hide the secret message in the cover, with unaltered to external 
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detectors. The main effort in steganography is to minimize the interference in the cover image when 

the secret is embedded while allowing the recovery of the secret message then the steganographic 

image which is referred to as stego was transmitted in public channels. On the other side, the 

receiver receives the stego and uses the decoding algorithm and the shared key to extract the secret 

message. 

In modern digital steganography, data is first encrypted or obfuscated in some other way before 

being inserted into data that is part of a specific file format, such as a JPEG image, audio, or video 

file, using a special algorithm. In a variety of ways, the secret message can be embedded in ordinary 

data files. One method is to conceal data in bits that represent the same colour pixels in a row of an 

image file. By inconspicuously applying the encrypted data to the redundant data, the result will be 

an image file that appears identical to the original image but contains "noise" patterns of regular, 

unencrypted data. 

With the rapid development of deep learning, modifying the image in steganography becomes much 

easier and automatic. Existing steganography methods can be classified into two types: STC-based 

content-adaptive steganography and deep learning-based automatic steganography. 

The first step in the steganography and steganalysis process [1] is to hide the secret message in the 

recognized image that will be in the form of text image, audio, or video. This hiding image is referred 

as cover image which becomes stego image as shown in Figure 1.  

 
Figure1: Working principle of Steganography and Steganalysis 

The steganalysis method next analyses whether the image contains a concealed message and 

attempts to recover it. The intercepted transmission is clearly encrypted, and it very surely contains 

the hidden message because the message is jumbled, according to the cryptanalysis. In the case of 

steganalysis, however, this may not be the case.Steganalysis is applied to predict secret message 

hidden in the text image, audio, or video and to extract the hidden information. Steganalysis helps in 

classifying whether the image is stego image or normal image. Figure 2 depicts various existing 

classification methods based on secret information which will be in the form of text, audio, or video 

used. 
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Figure2: Security System Classification Tree [2] 

1.1. Convolutional neural network (CNN): 

The neural networks used in deep learning algorithms are built up by adding foundation 

layers. It is a branch of machine learning (ML) that learns relationships from data in order to 

make judgments, and the term Deep Neural Networks is sometimes used interchangeably 

with DL (DNN). As more data is acquired, this is a promising field of artificial intelligence 

that can deliver progressively gratifying outcomes.CNN is one of the efficient Deep Learning 

algorithms. LeCun et al. [9] predicted their proposed model in 1989 and proved best 

performance in the computer vision technique. Companies such as Google, Microsoft, and 

Facebook are constantly researching and applying CNN to their services [10]. The CNN 

model is made up of three layers: a convolutional layer, a subsampling layer (also known as 

a pooling layer), and a fully connected layer. Local receptive fields and shared weights are 

used in the convolutional and sub-sampling layers. They can be stacked in multiple layers 

and perform classification in the final stage via a fully connected layer. CNN is very good at 

feature extraction and classification. It has surpassed all competitors in image recognition, 

classification, and video recognition [8,11]. 

1.2. Recurrent neural networks (RNN): 

 

The recurrent neural network [36] is a one of the artificial neural network. The general RNN 

can have only one hidden layer, unlike other deep neural networks. The main feature of a 

Recurrent Neural Network is that it has a feed-back connection at each step, allowing it to 

be stretched in time and build a "deep" neural network, as shown in Figure 3.The table 

below represents the power RNN algorithm for the text steganography.Recurrent Neural 

Network can automatically generate the input stream on high quality text. The main 
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advantage of using RNN is, it has the strong ability to extract the features and express in the 

form of sequential signals.  

Figure 3:General structure of RNN with feedback connection 

 

 
 

Figure 5: The RNN algorithm applied in the steganography 

3.3. Long Short-Term Memory networks (LSTM): 

Long Short term Memory is one of the deep learning algorithm which can be applied on wide variety 

of inputs such as images, videos, and audios. Based on past and present data, RNN can predict future 

information.However, because of the gradient vanishing or gradient exploding issue [10] it is difficult 

to learn stored data in the RNN structure for a long time. LSTM, which was proposed in 1997 [12], is 

a model that fundamentally solved this RNN problem. LSTM cells can collect and retain selective 

information by employing multiple gate elements to retrieve information, remember information, or 

delete stored information that is no longer required. HenceLSTM model improves on RNN's 

shortcomings while retaining RNN's basic characteristics. It can be applied in fields that require the 

analysis of sequential data as well as the prediction of future events based on current data. 

II. LITERATURE SURVEY 

Subramanian, Nandhini et. al. [2]. in their study analyze the image stenography process of hiding the 

image in the form of text image, audio, or video. The author proposes the Deep Learning technology 

to secure and protect the transmitted data. In this paper, the authors explore and discuss the 

advanced deep learning techniques such as CNN-based and Generative Adversarial Networks(GAN) 

methods used in image steganography.  
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Perez et.al [3]. in their work predict the classification of audio using strong features and inputs to 

train the model. In their work, they have overcome the drawbacks of audio representation which 

uses the captured data from a single microphone by using the classification and retrieval results.The 

author overcomes this limitation by utilizing a new model labelled action recognition dataset 

acquired from the hybrid audio-visual sensor that provides RGB video, raw audio signals, and 

spatialized acoustic data, also known as acoustic images, where the visual and acoustic images are 

aligned in space and synchronized in time. The author shows the proposed model learned 

representations are more powerful and have better generalization capabilities than features learned 

from models trained solely on single-microphone audio data. 

Afouras et.al. [4] in their work focus on the separation of single voice speech continuously in the 

videos. This article proposes a deep audio-visual speech advanced neural network to separate a 

voice from the speaker taking the lip area in the corresponding video clip by taking into 

consideration magnitude and target phase signal. The proposed method is applicable to a speaker 

who is unseen and unheard during training. [5] proposes, steganalysis on JPEG images using the CNN 

model. This [5] model predicts the secret message without considering the computed features on 

images defined by experimental observations, yielding most efficient results. 

Dua, Mohit,in this article proposes a solution based on a deep learning model amalgamation. The 

Open Access Series of Imaging Studies (OASIS) Brain Magnetic Resonance Imaging (MRI) scan data 

was used for research purposes. The first phase is dedicated to implementing the primary models, 

which include CNN, Recurrent Neural Networks (RNN), and Long Short Term Memory (LSTM) (LSTM). 

The ensemble technique is used in the second phase to combine the three models using a weighted 

average approach. To reduce variance, a technique known as bagging is used in all three models, and 

the three Bagged models are combined using the ensemble method. 

C. Kraetzer and J. Dittmannin this paper presents one of the first case studies in audio steganalysis 

involving a large number of information hiding algorithms. The trained detector approach is 

evaluated for its quality as a universal steganalysis tool as well as an application specific steganalysis 

tool for VoIP steganography, using an SVM (support vector machine) based classification on feature 

sets generated by fusion of time. 

III. PROPOSED METHOD 

The fundamental idea involved in the proposed method is to automate the process of identifying the 

input category out of three types; image, audio, or video. The main objective is to develop an 

intelligent system that will work without or less manual intervention. For this purpose, the deep 

learning algorithm concept is proposed so that the framework can work for all three categories of 

inputs; audio, video, and image. The existing systems work only on one type of input and are 

dependent on the type of input. This means that the existing systems are designed specifically to the 

input type in such a way that they can process either only image or audio or video. Not all the three 

categories. The proposed system is embedded with artificial intelligence technology where the 

applied deep learning algorithm will identify and classify as either image or audio or video. The 

identified and classified input will be sent t006Fadwe the process of steganography. Three different 

deep learning algorithms are used for analysis purpose. The result precision of CNN, RNN and LSTM 

are compared. 
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Figure 3: Architecture of proposed Steganalysis CNN model  

The figure 3 depicts proposed Steganalysis CNN model. Model begins with extracting the features 

from different input media such as image, audio, or video, then analyses and classifies these input 

features to predict the Steganography. The deep features are extracted by trained convolutional 

neural network. Once the features are extracted, classification is carried out to differentiate 

between cover-image and stego-image. The classification of native-image or secret image is 

performed by taking specific features from the given inputs such as text, audio, or video and 

proposed CNN model is trained on identifying the original or stego image. In the test phase, the 

proposed model will predict the given input as stego image or cover image. 

Figure 4 explains the test and training analysis phase of the proposed model. In the proposed model, 

CNN can be used not only to extract the features from input but also to classify the input images.  

 
Figure 4: Test and Training phase of proposed model 

The feature extraction from the input images used canbe spatial or the transform domain. Spatial 

features considers the pixel from the given input. Most of the authors support the concept of natural 

images having definite relations within pixel neighbourhoods. Figure 5 shows the features extraction 

method. Spatial domain features choose the pixel neighbourhoods which is based on the textures, 

transitions, differences, interpolation among others. 

 
  Figure 5 : Feature extraction 
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IV. EXPERIMENTAL ANALYSIS 

The proposed model of the steganalysis approach produces binary classification classes that is 

either a cover image or Stegno image.As a result, the metrics of accuracy, detection rate, and 

error rate are sufficient to evaluate steganalysis techniques. 

True-Positive (TP): stego-media classified as stego-media.  

True-Negative (TN): cover-media classified as cover-media. 

False-Positive (FP): stego-media classified as cover-media. 

False-Negative (FN): cover-media classified as stego-media. 

Performance measure using Confusion Matrix as shown below: 

 

 

 
The performance measures based on the confusion matrix are analyzed for different machine 

learning algorithms in this proposed model are given by : 

Accuracy: The accuracy measure is applied to recognize correctly predicted values among all the 

other values in a data set: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

TP + TN+ FP + FN
 

F1 Score: Is taken as the harmonic mean of precision and sensitivity. In F1 score True Negative 

values are not considered: 𝐹1 𝑠𝑐𝑜𝑟𝑒 =
2 X  TP

2 𝑋 𝑇𝑃+𝐹𝑁+𝐹𝑃
 

Precision: This predicts the true images  from the total number of data set taken for analysis: 

Precision =
TP

TP+FP
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Sensitivity: is used for categorizing the input images from the given sample datasets:         

Sensitivity = Recall = 𝑇𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑟𝑎𝑡𝑒 =
TP

TP+FN
 

Specificity : Is used for predicting the images that are not in the dataset. 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =
TN

TN + FP
 

Furthermore, the ROC curve is commonly used to assess and compare the classification task of 

various steganalysis techniques. It displays the True Positive Rate in relation to the False Positive 

Rate, with FPR = 0 indicating a perfect detector and TPR = 1 indicating a poor detector. 

 
 

 

 
 

Figure 6:Performance of the proposed Steganalysis Model 
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V. CONCLUSION 

Automation and security are very important in a document classification and storage 

system.Steganography is a process of hiding information present in audio, video or image 

through encryption.The current work concentrates on input file classification without manual 

intervention.The automatic classification of input files is performed using deep learning 

algorithm such as CNN, LSTM and RNN algorithms.Deep learning tools are used to achieve the 

image in image steganography, yielding better results than simple techniques. The container 

image resembles the cover image, and the image size is not altered to vulnerable levels. Due to 

all of the operations performed on it, there is a difference between the revealed secret image 

and the original secret image, but it is not visible to the naked eye.The performance of the 

model is represented using evaluation metric. The performance of proposed model yields good 

results with the model proposed. 
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