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ABSTRACT 

Homomorphic encryption schemes make it possible to perform arithmetic operations, like additions and 
multiplications, over encrypted values. This capability provides enhanced protection for data and offers 
new research directions, including blind data processing. Using homomorphic encryption schemes, a 
Location-Based Service (LBS) can process encrypted inputs to retrieve encrypted location-related 
information. The retrieved encrypted data can only be decrypted by the user who requested the data. 
The technology still faces two main challenges: the encountered processing time and the upper limit 
imposed on the allowed number of operations. However, the protection of users’ privacy achieved 
through this technology makes it attractive for more research and enhancing. In this paper we use 
homomorphic encryption schemes to build a fully secure system that allows users to benefit from 
location-based services while preserving the confidentiality and integrity of their data. Our novel system 
consists of search circuits that allow an executor (i.e. LBS server) to receive encrypted inputs/requests 
and then perform a blind search to retrieve encrypted records that match the selection criterion. A 
querier can send the user’s position and the service type he/she is looking for, in encrypted form, to a 
server and then the server would respond to the request without any knowledge of the contents of the 
request and the retrieved records. We further propose a prototype that improves the practicality of our 
system. 
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1. Introduction 

The growth of smart phones and mobile devices in both 
software and hardware capabilities have resulted in the 

emergence of a set of new products and internet services 

that guarantee new promising business models. Location- 
Based Services (LBSs) have attracted the utmost 

importance in this regard. These services rely on the Global 

Positioning System (GPS) or Network-Based Positioning, 

which are mainly used to determine the current position 

of a user, in order to define his/her location relatively to a 

business or a service (banks, restaurants, universities etc). 

The user can enquire about that information by 

communicating wirelessly with an LBS server. The 

server uses the signal emitted by the user to locate 

him/her using Real-time Locating Systems (RTLS) [1]. 

Once the coordinates of the user are determined, the 
server responds with a list of all services surrounding the 

user’s position. 

LBSs have attracted the research and development 

community. However, LBSs suffer from a major security 

pitfall in terms of violating users’ privacy. In other words, 

as the LBS server gains knowledge of the users’ 

coordinates, this information can be manipulated by the 

server itself or by any malicious party to trace the 

movements of the users. Thereby, instead of using such a 

mechanism to facilitate lifestyle, it can easily turn over into 

an efficient tracking tool. This problematic urged the 

research community to find a secure way to use LBSs 

without disclosing users’ private information. 

Strong protection for users’ information can be attained 

if the server is made capable of retrieving location-related 

information without being aware of the user’s position or 
the point of interests he/she is requesting. It is 

challenging to achieve the latter target as the server needs 

to at least know this search criterion to retrieve the 

requested information. In this paper, we tackle this 

problem by using encryption schemes to retrieve data 

without violating the privacy of the users. The remainder 

of this paper is organized as follows. In Section 2 we 

review the related work that aimed at se- curing location- 

based services. Section 3 provides a de- tailed description 

of the circuits that makes it possible to respond to requests 

in a blind fashion. Section 4 presents our prototype and the 
evaluation of its performance. Finally, Section 5 concludes 

our work and provides future research directions. 

 

2. Related Work 

There are a number of approaches in the literature to 
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