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Abstract 

Wireless sensor networks (WSNs) has widely used in the practical-world applications, including the 
identification of the military targets, the monitoring of forest fires, the detection of medical and/or 
scientific targets, and, most importantly, in our everyday lives at home. However, because WSNs use 
broadcast transmission as their communication method and therefore lacks tamper resistance, 
adversaries can easily compromise WSNs. As a result, a hacker has the ability to listen in on all 
communication, replay past texts, insert suspensive data groups, and the compromised nodes. The two 
main security vulnerabilities that affect sensor nodes most frequently are the node and authentication 
of node compromise. This study proposes a heterogeneous structure for WSN intrusion detection and 
node capture. Using a cutting-edge method that combines a signature- based and anomaly-oriented 
methods through  the neural network of multi-layer perceptron (MLP) classification through the 
clustering context, this framework effectively finds the recorded nodes. Additionally, the suggested 
architecture is effective at a very reasonable level of computation and cost of communication, it could 
provide a security barrier for actual application of WSN. 
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Introduction 

The wireless sensor network (WSN) is a system 
made up of several low in cost, constrained in 
resource- sensor nodes that collect crucial 

environmental data and transfer to a node of 
sink which acts as a main passage to another 
network or as a point of access for the human 
interaction. WSN is the field that is expanding 
quickly as new technologies become available 
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and new applications, includes those for home 
automation, traffic, environmental monitoring, 
healthcare, and military applications.. A huge 
number of invasions, including jamming, 
draining of battery, cycle of routing, Sybil, and 
the process of cloning, can affect WSN. The 
mechanism of Complex security can never be 
executed in WSN due to the sensor nodes' 
limited computing, memory, and power 
resources. As a result, implementing security in 
an energy-efficient manner is crucial for WSN. 

Due of the potential impossibility of charging or 
replacing node batteries in WSN, a attack of sleep 
deprivation (also known as drainage battery) is 
the specifically severe attack. In this kind of 
attack, the intruder keeps the sensor nodes 
awake, wasting their energy. The limited power 
sensor nodes are subjected to such high energy 
consumption during this attack that they are 
rendered inoperable and cause denial of service 
via sleep deprivation. 

This report presents an overview of ongoing 
research effort. The comparison of the most 
recent ID schemes comes next. The proposed 
model for identifying sleep deprivation attacks is 
briefly discussed in this paper's conclusion. 

The WSNs' topology designs range from a simple 
wireless multi-hop mesh network to an easy star 
network. Between the various network hops, 
data propagation methods like flooding or 
routing may be used. Traditional WSNs are 
vulnerable to the series of attacks. These attacks 
can often be divided into three categories: i) 
Invasion on network availability, (ii) Invasions 
on availability of network, and (iii) conversion of 
invasions on the integrity of  service. Initial and 
third categories of assaults on sensor networks 
are the main topics of this paper. Security 
measures for sensor networks now only guard 
against external threats, failing to prevent 
internal threats that compromise a number of 
sensor nodes. An attacker attempts to infiltrate a 
sensor node during a covert attack in order to 
inject false data. In this type of assault, a hacker 
gains access to the network's codes and 
encryption keys. The enemy can continuously 
disrupt or disturb the sensor network's regular 
operations, such as creating routing loops. By 
transmission the authenticated data towards 
base station, a compromised node could have an 
effect on the sensor network. An intrusive party 
can completely influence the functioning of a 

select few sensor nodes by physically contacting 
the nodes. 

Compromise of the node is typically regarded as 
in the most difficult problems  out of methods of 
WSN security. 

Specification-Based Detection Technology 
Research 

The technology first specifies a number of 
specifications before monitoring network 
activity in accordance with those specifications. 
Any departure from the norm constitutes 
abnormal behaviour. These usual behaviours are 
explicitly determined; machine learning or 
training data are not used to define them. 
Consequently, creating and updating 
requirements will take a lot of time. An intrusion 
detection system for spotting witch attacks was 
presented by [7]. The testing procedure employs 
two procedures. The first is mutual defence. The 
ID of source of packet is examined when it is 
received by the sensor node. The second is SRP, 
which confirms how many packets a node has 
sent and received. According to simulation 
results, mutual defence technology is costly and 
inapplicable in situations where attackers have a 
limited communication range. A distributed IDS 
based on predetermined rules was developed by 
[8]. Data collecting, rule application, and 
intrusion detection are the system's three steps. 
The system has some monitoring nodes installed. 
There are operating in mode of hybrid, gathering 
of packets also carrying out intrusion detection 
operations through identifying the traits of 
recognized attacks. The new approach for 
wireless sensor network intrusion detection 
depends on the clusters was given  by [9] since 
the distribution of monitoring nodes and the 
choice of rules have an impact on the algorithm's 
performance and monitoring nodes consume a 
lot of resources. 

Detection of Misuse Technology Research 

The abuse detection system uses the intrusion 
mode to identify known assaults. Gatekeeper 
technology can be applied in wireless sensor 
networks in accordance with the features of 
wireless communication propagation and the 
presumption that nodes are widely scattered. A 
framework for using IDS with wireless sensor 
networks was created by Roman et al. There are 
both local and global agents in this architecture. 
Each node has a local agent that monitors the 
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flow of data locally. The network's global agent is 
present on some nodes and monitors the 
communication between them. Cluster heads 
may function as global agents in a hierarchical 
network topology. To choose the least amount of 
global agents necessary to cover the entire 
network in planar topologies, the design employs 
a method known as spontaneous watchdog. This 
strategy has two shortcomings. One is that it 
cannot ensure that all nodes are watched 
because global proxy selection is random. The 
second is the absence of consideration for packet 
collisions. 

 

Heterogeneous Wsn 

Multiple types of nodes of sensor make up a 
heterogeneous wireless sensor network (WSN) 
(SNs). On these specialized sensor nodes, 
different applications of supporting various 
tasks, such as detection of event and localization, 
also monitoring, may be running. New 
configurations, problem repairs, and application 
of new programmes must also be done 
throughout the lifecycle. This is a tremendously 
difficult process to complete in the networks 
along with the thousands of nodes. In 
comparison to a regular node, a heterogeneous 
node has a more complicated CPU also memory 
which allows it to do complex tasks. A 
heterogeneous node has a transceiver with a 
longer range and higher bandwidth than a 
typical node, ensuring trustworthy transmission. 

 

Kinds of Heterogeneous Resources 

In a sensor node, resource heterogeneity often 
takes one of three forms: 

 Heterogeneity in computing 

Due to heterogeneity of computation, and the 
heterogeneous nodes have more memory and a 
more potent CPU than the standard node. The 
heterogeneous nodes could offer processing of 
complex data and the longer-term storage thanks 
to their strong computational resources. 

 Heterogeneous Links: 

Link heterogeneity refers to the fact that a 
heterogeneous node has a longer network 
transceiver range and higher bandwidth than a 
typical node. Data transfer may be more 
dependable as a result. 

 Heterogeneity in energy: 

The heterogeneous node is line got power or has 
a removable battery because of its energy 
heterogeneity. 

The energy heterogeneity is the most significant 
of the three types of resource heterogeneity 
discussed above as these two computational 
heterogeneities and the link of heterogeneity 
would take up additional resources of energy. 
Without energy heterogeneity, computational 
and link heterogeneity will have an adverse 
effect on the entire sensor network, shortening 
its lifetime. 

Line power is used in heterogeneous nodes (its 
battery is replaceable). Various kind of sensors 
with varying transmission and sensing ranges 
make up the heterogeneous WSN. We must 
therefore take into account this disparity in 
transmission and sensing ranges when choosing 
the nodes of sensor for intrusion detection. For 
instance, it is preferable to choose the node with 
the greater transmission range when two nodes 
have varied transmission ranges. In this 
research, N types of sensors are taken into 
consideration. Here, Type 1 has a greater sensing 
range and transmission range than Type 2, and 
so forth. 

The sensors are placed in an area A = L x L 
uniformly and independently. 

 

Methodology 

Cluster Oriented Heterogeneous Wireless Sensor 
Network (HWSN) is vulnerable to different kind 
of attacks such as jamming, introducing flood, 
forwarding of selective things, sinkhole, Sybil, 
alteration of packet, bad mouthing, etc. because 
it consists of small sensing nodes that are 
implanted in a hostile or remote area, such as a 
battlefield. According to my observations, the 
current intrusion detection systems are unable 
to withstand all attacks and have several flaws, 
such as a high false positive rate and a low 
detection rate. Additionally, since they are not 
included in the model foundation, unknown 
attacks cannot be detected. 

Consequently, the system's performance suffers 
as a result. In order to enhance the lifespan of the 
network, the energy-efficient multipath routing 
mechanisms must be designed as well as 
Intrusion Detection Systems, which require a 
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significant amount of the sensor node's energy. 
The intended research schedule is listed below. 

 To research more broad and damaging 
intrusion detection and the multipath routing 
oriented tolerance methods to counteract given 
attacks. Each of these attacks has a different 
impact on energy use, security, and reliability. 
 It's also important to take into account 
cunning and sneaky attackers who can carry out 
various targeted attacks, hold specific strategic 
nodes along with a higher likelihood, switch 
between good and bad conduct, and work 
together with other attackers to evade intrusion 
detection. 
 For looking at the usage of "weighted 
voting," which makes use of neighbor node 
knowledge of trust and reputation, to improve 
intrusion detection. 

 

Result Analysis Methods 

Due to the diverse character of SNs in Cluster-
Based WSN, CH has better capability than 
generic SN. Subsequently, as CH compiles sensed 
dataset from SNs, it is frequently attacked. The 
CH employed to detect intruders effectively 
decreases the amount of information in the 
entire network while also reducing energy 
consumption. These characteristics describe the 
Cluster-Based WSN. 

•  Self-management 

• Multipath routing and short-range 
broadcasting communication 

•  Widespread use of the sensors 

•  Constant topology changes brought on by 
node failures and fading 

•  Restrictions on computing resources, such 
as memory and battery life 

 

The suggested research, hierarchical system of 
trust management for a trust-oriented intrusion 
detection framework is taken into account using 
"weighted voting," which makes use of neighbor 
nodes' knowledge of trust and reputation. 
According to the specifications and limitations of 
a voting algorithm, voting entails the creation of 
the data of output object through a set of n 
objects of input data. Voting is a technique used 
in data fusion to combine data from many 
sources (such as sensors) whose outputs may be 

inaccurate, delayed, or altogether absent. Voting 
is necessary in highly reliable systems to decide 
if the redundant units  of hardware, separate 
software, same hardware and modules of 
software with different data, and different other 
sets of redundant hardware, software, and/or 
data, constitute the multiple processing 
channels. 

The other algorithms of voting primary goal are 
to produce highly reliable outputs from 
redundant units in order to raise the level of 
dependability for the entirely critical system. In 
order to achieve this goal, the best approaches to 
construct any voting algorithm design technique 
is to take into account the characteristics/nature 
of voting algorithms and notion linked with 
theory of each evaluation parameter. The 
proposed design strategy, which is based on a 
thorough comprehension of the idea of 
dependability, significantly lowers the ratio of 
false positives (FPs) and false negatives (FNs). A 
popular fault-masking technique for improving 
the reliability of real-time critical computer 
systems is the voting algorithm. The 
performance of the entire system can be clearly 
impacted by a voter's dependability. As a result, 
a critical component of evaluating voting 
algorithms is quantifying the dependability 
features for the results. redundant software or 
data. 

 

Heterogeneous WSN 

Various kinds of sensors with varying sensing 
and the transmission ranges make up the 
heterogeneous WSN. Therefore, these disparities 
in detecting and transmission range must be 
taken into account while choosing the sensor 
nodes for intrusion detection. For instance, it is 
preferable to choose the node with the greater 
transmission range when two nodes have varied 
transmission ranges. In this research, N types of 
sensors are taken into consideration. Here, Type 
1 has a greater sensing range and transmission 
range than Type 2, and so forth. The sensors are 
placed in an area A = LxL uniformly and 
independently. The 2D Poisson point 
distribution of the sensors is produced by such a 
random sensor deployment. A sensor's sensing 
the coverage area, which is a disc with a radius rs 
and is located at the sensor, is the only place 
where the intrusion can be detected. 
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Fig. 1: The Area Shifted by Intruder 

Considering Figure 1, where the intruder is seen 
coming through the boundary and moving D 
distances. The intruder is only recognized when 
a sensor is present in the area where they are 
moving. In this work, only straight paths are 
taken into account. The scenario where the 
invader enters from the boundary is depicted in 
the Figure 1. The area where the invader moved 
here. 

𝑆 = 2∗𝐷∗𝑟𝑠 + Π𝑟𝑠
2/2 

The given section shifted through the intruder is 
depicted in the Figure 1 and if the intruder 
enters the WSN region through a random 
position, ex: the intruder got dropped through 
the air. This space is provided by 

𝑆 = 2∗𝐷∗𝑟𝑠 + Π𝑟𝑠
2 

 

Algorithm 

The node selection algorithm makes an effort to 
choose nodes with higher capacities than the 
competition. Large sensing and transmission 
ranges are indicative of high capacity. 

type I sensor set in the WSN region, Si. 

All sensors in the S-set 

N(a)- collection of node a's neighbours 

Repeat 

For i=1 to N 

Select node a with min N(a) in set Si 

If N(a)≠Ø 

Select a 

SN= {j/the distance between a and N(a)<(rsi/2)} 

If |SN|>1 

S=S-(SN U a) 

Else S= S-a 

until S is set to null. 

Based on node type, transmission range, and 
sensing range, the algorithm chooses a specific 
group of the nodes to covered the entire area. 

 

Model for Single Sensing Detection 

As previously stated, a intruder is only identified 
at the time it enters into the range of sensing of a 
certain sensor node. An intruder crosses a 
border and the barrier is protected by sensors, 
the intruder is immediately recognized as it gets 
inserted the WSN region. If not, it must shift a 
predetermined the distance i.e, D before being 
picked up through any sensor. 

1st Theorem 

In time an intruder enters a heterogeneous WSN, 
the chance P(D) that a intruder will be promptly 
identified is provided by  ni is the number of type 
I nodes got activated in the areas rsi2/2. 

𝑝(𝐷 = 0) = 1 − 𝑒−𝑛𝑖
𝑖𝑚1

𝑁
Π  

 

2nd Theorem 

It is possible to determine the probability P(D) 
that the intruder will be found in the given 
heterogeneous WSN as where ni is the number of 
sensors taking part in the intrusion detection 
region. Assume that is the maximum intrusion 
distance permissible for a specific application. 

 

 

Figure 2: The Section got Covered through the 
Sensors at the Boundary 

𝑝(𝐷 ≤ 𝜂) = 1 − 𝑒−𝑛𝑖
𝑖=0

𝑁
Π  
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Process of Simulation and the Verification 

In the process of simulation, there are 2 different 
kinds of the nodes. We are changing the settings 
in this case, such as the range of sensing, range of 
transmission, count of sensors, etc., to reach the 
desired outcome. The sensors are evenly spaced 
out over a two-dimensional area measuring 
1000*1000 metres. The maximum permissible 
incursion distance is 50 metres, while the 
sensing range varies from 0 to 50 metres. The 
probability of detection is depicted on the graph. 
The analytical model is proven to be accurate 
since the probability of detection stays the same 
as it did in the case of the analytical data. Single-
Sensing of detection could be seen in the 
illustration. It is obvious that the likelihood of 
single-sensing of detection is larger than the 
probability of multiple-sensing detection. It is 
due to the tougher requirements placed on 
identifying the intruder by multi-sensing 
detection (e.g., the requirement of at least 3 
sensors). 

 

Fig. 3: Probability Analysis 

The graph in this case was created by adjusting 
the sensing which ranges from  0 to 50. Each 
graph point is the outcome of 100 in the 
simulations. In order to obtain every point, we 
must run the simulation 100 times, from which 
we can calculate the probability. Here, we see 
that single sensing is also feasible at shorter 
distances. However, the results of multi sensing 
will take some time to come in. 

Because it requires multiple sensors (here, three 
sensors in this simulation) for the detection of 
the intruder. An average amount of nodes chosen 
by applying the above-mentioned technique is 
shown in Fig. 4. To determine how many type 1 
nodes are activating their IDS module, the 
density of the type 1 nodes is changed. The 
number of Type 2 sensors used in this simulation 

is fixed at 400. The transmission range and 
sensing ranges are both set at 40. Type 1 has a 
45-degree sensing and transmission range. Each 
execution varies the number of type 1 nodes to 
see how the selection process will be impacted. 

 

Fig. 4: The Numbers of the Node Selected 

 

Analysis of this algorithm is energy usage is 
shown in Fig. 5, which is provided below. Here, 
we contrasted our work with the reference 
material. We presumed that one unit of energy is 
consumed by the 1 node for one unit of time. 
Given graph makes the efficiency of  energy very 
evident. 

 

Fig 5: Energy Used 

Analysis 

WSNs can be utilized in a variety of applications, 
each with unique characteristics and 
specifications. So, new techniques, algorithms, 
and designs are required for this variety of 
applications. In WSNs, an enemy can threaten a 
sensor node, alter the data, inject false messages, 
misbehave on the route, and squander sensor 
resources. Although there are some restrictions 
on how security can be implemented in WSNs, 
including those related to energy, storage, 
communication, compute, and processing 
capacities, the issue of security must be taken 

0

0.2

0.4

0.6

0.8

1

1.2

0 10 20 30 40 50

P
ro

b
ab

ili
ty

Sensing Range of Type 1 Node

0

50

100

150

200

250

400 450 500 550 600 650

N
o

 o
f 

N
o

d
e 

se
le

ct
ed

No of type 1 nodes

0

500

1000

400 450 500 550 600 650

En
er

gy
 c

o
n

su
m

ed
 f

o
r 

a 
u

n
it

 
ti

m
e

Total no of sensors

General Case Proposed case



Neuro Quantology | September 2022 | Volume 20 | Issue 9 | Page 4756-4766 | doi: 10.14704/nq.2022.20.9.NQ44553 
 Dr. Rajkumar K. Chougale, Ranjeet S. Mithari, Amit A. Desai, Avadhut R. Jadhav, Sarita S. Shinde, Gayatri S. Ghorpade/ Intrusion Detection 
System based on Energy Efficient Dynamic Clustering in a Heterogeneous Environment of Wireless Sensor Networks (WSNs) 

 

4762 

into account. As a result, to meet requirements of 
application, building security protocols 
necessitates an awareness of these constraints 
and attaining respectable performance with 
security measures. 

In order to conserve as much of the restricted 
sensor energy in WSNs as feasible, protocols 
must adhere to the security level requirement. 
IDS in WSNs must therefore identify intrusion 
without endangering sensor energy dissipation. 
The secured routing protocol for the a WSN aims 
to guarantee the availability, integrity, and 
authentication of communications. The majority 
of WSN routing protocols are susceptible to 
numerous forms of the attacks, such as 
adversary nodes advertising routes to fake 
nodes. 

Different strategies can be used to address these 
issues, such as adequate authentication or 
building trust tables within each node to make 
sure that only valid group nodes are receiving 
broadcast and multicast communication. The 
CHs are the major targets of attackers in 
hierarchical routing, which is based on 
clustering, because they gather data from their 
neighbors in their clusters and then transfer or 
deliver it to the BS. This is relevant to the various 
routing protocols in WSNs. Therefore, securing 
the CHs in hierarchical routing can help to 
extend the lifespan of the networks and save 
energy usage in addition to helping to detect 
attacks. Finding a good route to the BS and 
preventing route misbehavior, though, must be 
taken into account in this routing protocol. 

 

Conclusion 

This study covers the likelihood of the intrusion 
detection in the heterogeneous wireless sensor 
network (wsn) got deployed in the two-
dimensional region as well as the energy-
efficient minimization of external intrusion 
detection. In order to successfully identified as 
an intruder in the specific wireless sensor 
network, this probability gives information on 
the number of sensors that must be deployed as 
well as their detecting and transmission ranges 
(wsn). We created an analytical based model for 
the intrusion detection for heterogeneous WSNs 
and applied it in both single-sensing detection 
and multiple-sensing of detection scenes. Here 
accuracy of the analytical model is shown by the 

simulation. It considered both single-sensing 
detection and multiple-sensing detection models. 
We can mathematically express the probability 
of intrusion detection within a specific intrusion 
distance under different application 
circumstances thanks to the analytical model for 
intrusion detection. In a heterogeneous WSN, we 
additionally take network connectivity and 
broadcast reachability into account. 

The simulation findings demonstrate that the 
suggested analytical model is accurate. Insights 
into constructing homogeneous and 
heterogeneous WSNs are provided by this work, 
which also aids in choosing crucial network 
characteristics to satisfy application needs. 

 

Future Scope 

By using a diverse approach to intrusion 
detection, assaults on the integrity of service, the 
authentication, and the secrecy are detected. a 
heterogeneous IDS framework that combines 
numerous cutting-edge techniques to increase 
the likelihood of intrusion detection in WSNs. On 
the KDD 1999 Cup dataset, various studies that 
compared the performance of the proposed IDS 
technique with the K-M algorithm revealed that 
the MLP does detection above 85% of the record 
of attacks for the probing, above  94% for DoS, 
and above 96% for R2L categories. It 
demonstrated good outcomes in identifying false 
alarms as well. In the future, some more cutting-
edge methods for intrusion detection in WSNs 
will be taken into consideration. 
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