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ABSTRACT

With the use of more high-tech tools and web portals, healthcare data is being processed at an
increasing rate, leading to the acquisition of enormous volumes of highly sensitive information. This
proposal explores the security aspects of sending medical data. It is important to ensure the security of
data communication in order to prevent data theft by hackers, hence photo processing is performed
with the aid of available technology. A novel technique combining image cryptography, data obfuscation,
and steganography is offered here in order to denoise photos for safe transmission. Quantum image
cryptography is used in this study to ensure secure data transmission. Steganography is another popular
way to communicate covertly. As a result of steganography technology, data cannot be stolen or
modified before it reaches its intended recipient because it is unrecognizable. In this method, the
original image is encrypted using a two-step encryption algorithm, the encrypted image is embedded
with patient data using a lossless data embedding method, and data-hiding mechanisms are used to
enforce security. With steganography, a cover image is encrypted using another medical image, and a
hidden image is created using an insert photo. Reverse algorithms are applied in reverse order to get the
original image and patient data, avoiding noise by separating the image before message decoding. A
medical image demonstration was conducted to demonstrate the efficacy of the method.
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LINTRODUCTION

The medical sector requires constant, secure

may provide a means of ensuring secure image
transfer. In image-handling software,

communication. It has become commonplace in
today's society to look for a safe way to share
images over the Internet. In this research, we
suggest a brand-new technique for transmitting
images that is both safe and noise-free. Three
main topics of our research are picture
encryption, steganography, and data obfuscation.
Numerous techniques can be used to encode a
binary or grayscale image [1, 2, 3]. Watermarking

watermarking is used to subtly tuck a message
inside the picture [1]. Lossless watermarking
technology was used to combine encrypted
photos with patient data.

Using a secret sharing programme, the secret is
divided into multiple shares, rendering it hard
for unauthorized shareholders to piece it
together but still permitting a specified group of
owners to expose it. Only the visual system of the
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human brain is capable of deciphering the secret
in visual encryption [4]. In the previous
technique, the data hider used the encrypted
image to construct additional Insert data after
the owner first used an encryption key to build
an encrypted image from the original
uncompressed image. Data concealment secret
But there was a drawback. To speed up transfers,
data compression is necessary.

It has been pursuing a new area of study where it
aims to combine compression, encryption, and
data obfuscation in one action for a number of
years. To combine image compression and
encryption, for instance, very little technology
has been created. Present-day challenges include
data embedding in encrypted visuals. Since the
entropy of an encrypted image is at its maximum,
using traditional data hiding procedures for the
embedding step—which is referred to as noise—
is not practicable. It is a revolutionary idea to use
reversible lossless data concealing techniques to
encrypt images with the goal of deleting the
concealed information before image decryption.

The fact that the hacker could extract or decode
the message and read the patient information
using the encryption key or the data hiding key if
any of those keys were made public was another
problem. These days, computers are practically
everywhere. Mobile phone networks and the
Internet are two examples of large networks that
have changed civilisation. Our ability to connect
and conduct business has significantly changed
as a result of this increase during the past three
decades. The majority of these interactions,
however, take place via channels that are
fundamentally dangerous and need to be
protected. One of the most important aspects of
communication security is encryption.

Passwords, personal information, and other data
are further encrypted to prevent data theft.
Access to sensitive data is tightly restricted
during secure transmission. When performing
various commercial procedures, it is crucial to
ensure the secure transmission of data. Data
duplication or interception between the sender
and receiver are prevented by encrypted
transmission, allowing only authorized receivers
to access the data.

ILDATA HIDING TECHNIQUES

Figure 1 depicts the data hiding techniques. The
theoretical bases for each of these models are
covered in detail in this section. In the current
world, there are numerous ways to process and
transport data. As technology develops, it gets
more and harder to maintain data quality,
consistency, and security. Owing to the Internet
and communication technologies, data
transmission from one side to another is
currently experiencing a revolution. Data
security and integrity are impacted by the
growing pace. Digital communication is essential
to modern life, and many Internet services are
used on a personal level. Therefore, safeguarding
data from illegal access should be given top
attention. Numerous methods of data concealing
have been developed as a result. The methods
most frequently employed to safely conceal data

are steganography, cryptography, and
watermarking.
Steganography
Cryptography
Water Marking
Figure 1: Data Hiding techniques
Considerations for a data hiding algorithm

include [8] the following:

e Security: The algorithm is deemed secure if,
after a series of tests, both the original image and
the stego image remain unaltered.

e Capacity: The quantity of data that the
algorithm can effectively cloak onto the cover
media is referred to as capacity. Access a wide
range of image formats with image support. This

indication displays the picture formats
compatible with a specific steganographic
method.

e Time complexity: Steganography depends on
this element. This is done to test the algorithm's
ability to conceal or embed data in large photos
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as well as how it performs on smaller devices like
mobile phones and other handheld devices.

e Imperceptible: The image's quality is
essentially described by this aspect. In this
instance, concealed or embedded data has no
impact on the quality of the image.

2.2 Cryptography

When a private key is used to encrypt a message
and turn plaintext into ciphertext, the incoming
communication from a source is changed into a
different message to mask its true content. Figure
2 reveals details that were concealed in the input
image. Additionally, as seen in the image below,
we can encrypt the encrypted image using a
private key. The intended recipient receives a
message that has been encrypted and sent across
an unsafe channel. Over the same insecure
channel, the message is obscured and forwarded
to the intended recipient. At their final location,
encrypted files are decrypted with the same
private key that was used to encrypt the original
image.

’Clphm i

Figure.2 Cryptography

Plain Text

Each of the binary-valued secret image's pixels is
expanded into two more pixels by the
algorithm.The first six randomly chosen rows of
2*2 pixels were used to divide the white pixels
from the hidden image. The two black pixels in
his two portions are also chosen at random from
the previous six rows of 2*2 pixels. Since his two
merged photos of 2M*2N pixels are M*N pixels,
the hidden image is now also M*N pixels long.
Because each 2*2 pixel block in the shared image
can represent either a white or a black pixel in
the secret image, this method's security only
allows for the existence of one shared image,
which makes it possible to determine the
existence of the corresponding secret image.

2.2 Steganography

Steganography is a technique for hiding secret
messages in digital content like pictures. Even
when only a few components are altered, many
analytical methods can find concealed
information by comparing statistical changes
between cover and stego objects [8]. Most

information hiding methods' cover media are
distorted when concealed message data is
incorporated into them.Figure 3 illustrates art of
hiding  information in  images  using
steganography.

Steganography [4]

Figure 4 illustrates the general process of
steganography. Even after the secret information
was made public, the cover media underwent a
lasting (irreversible) alteration.The cover media
must be even more covert and reversible for
some applications, including medical imaging,
the military, and circumstances where the media
is utilized as evidence in courts and law
enforcement. Masking techniques that fit this
description include those that are reversible,
lossless, distortionless, or reversible information
hiding techniques [9].Consider an encoder that
consists of a message M that the sender wants to
keep private and a cover image that serves as the
carrier. embeds messages utilizing Stego-Key-
controlled reversible data concealment. K. K is a
shared secret that can be used to decrypt the
message from the stego image by the designated
receiver. A stego key can be created from the
design specification of a specialized shorthand
procedure for information embedding in the
broadest meaning [10].

SENDER RECEIVER

\ Key l Key

Cover image | : Stego image | [
—: Embedding — . Extracting ;

Figure. 4 Steganography Process
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IILPROPOSED METHODOLOGY

The integration of steganography, data
obfuscation, and cryptography into one image is
covered in this proposal. It's difficult to combine
compression, encryption, and data obfuscation
all at once. There haven't been many methods
put forth up until this point that combine image
compression with encryption, etc. This
technique embeds patient data in the encrypted
image after encrypting the original image with
the two-sharing method and lossless hiding of
the LSB data. It employs steganography to boost
security because earlier methods were unreliable
and noisy by applying a reversible data hiding
algorithm to an encrypted image at the receiving
end before the image is decoded. Here, more
medical images that have been safeguarded and
denoised. The suggested methodology is shown
in Figure 5.

Data hldmg
Algorithm

Medics llmng

CHANNEL

@

Medic: llmg

Ste n].mage

Figure 5:Proposed Methodology

A contemporary issue is adding data to
encrypted images. Conventional data concealing
techniques are unable to complete the
embedding step, which is deemed noise because
of the encrypted image's maximum entropy.
When the embedded data needs to be deleted
prior to image decoding, a novel strategy is
reversible data concealing. There are several
terms that are commonly used in data hiding
techniques, including:

e (Cover image: A cover image hides a
secret message in a medium. Usually, a
text file, audio file, video file, or image file
is used.

e Stego image: The cover image is
transformed into the stego image after
the secret message has been concealed.

e Key: It's a secret pin used for data
encryption, preventing unauthorized
individuals from accessing it.

e Message: Data that should be hidden or
embedded

e Extraction: The
embedding is done

reverse process

In this technique, the original image is first
encrypted using his two-step procedure, and
then, for further security, the encrypted image is
encrypted using a lossless data embedding
technique known as Isb. has patient information
on it. Cover images for embedded photos and
cover images for encrypted versions of other
medical images are both created using
steganography. After the communication has
reached the recipient, the reverse technique is
utilized in reverse order to retrieve the original
image and patient data. To cut down on noise,
extraction is utilized before decoding.

IV.SIMULATION RESULTS

The idea of concealing one image behind another
has led researchers to examine data hiding
strategies. The following actions are part of the
cryptography and steganography process,

Step 1: Process for hiding the message image

i.Perceive cover image and the modifications
brought on by embedding image are obscured by
background noise.

ii.It is necessary to examine the image that will
appear as the message image

iii.Give every image its separate bitplane.

iv.Replace the four least significant bit planes with
the four most significant bit planes of the cover
image.

v.Combining the image's bit planes yields a
steganographic image.

Step 2:Retrieving message image

i.,The image can be rebuilt to expose the
steganographically encoded image after the
desired number of bit planes have been
eliminated.

ii. The lower four bit planes can be combined to
form an input message.

elSSN 1303-5150

&

www.neuroquantology.com

of 5106



Neuro Quantology | September 2022 | Volume 20 | Issue 9 | Page 5103-5108 | doi: 10.14704/nq.2022.20.9.NQ44591
J. Jayaprakash, K.Dhanasekaran, Manikandan S, Kanchana . A, Tharun Raj Akula, Mangal Singh/ CRYPTOGRAPHY AND STEGANOGRAPHY FOR

SECURE DATA TRANSMISSION IN MEDICAL APPLICATION

4.1 Simulation and Results

If the method is provided a 128*128 cover image
or a 128*128 secret images, the resulting stego
image is the same in both cases. Although the
proposed approach offers a reasonable visual
quality and embeddability. It calculates PSNR
values for the input secret image and the
reconstructed message image based on the
simulation findings. Reverse steganography
produces an efficient outcome and by having the
option to divide the image data into various
bitplanes, this is made practical. In order to show
how effective the process is, grayscale
photographs were used. Bitplane slices can,
however, also be applied to color images. The top
three bitplanes (R, G, and B) should each be used
independently in this case.The R, G, and B levels
are the same for the cover and the text. The
standard system and the suggested strategy are
compared in Figures 6, and 7. The proposed
method boosts the system's overall efficacy by
combining cryptography with steganography.
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V.CONCLUSION

In this study, steganography, cryptography, and
data hiding are merged. This technique uses
lossless LSB methods to integrate the encrypted
image with patient data after encrypting the
original image using two-share techniques.
Steganography offers greater security than the
earlier techniques, and on the receiver side, an
algorithm for reversible data concealment is used
to remove embedded data prior to image
decryption on encrypted images. As a result, we
will have significant exposure to denoised and
more secure medical images.
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