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Abstract 

       

Dataminingistheprocessofexploringandanalyzinglargeblocksofinformationinordertouncovermeani

ngfulpatternsandtrends.Perturbationisamechanismthathasbeenintroducedinthefieldsofcelestialmec

hanicsandmathematicalphysics.Eachattributehasaweightassociatedwithit,whichindicateshowaccu

rateandcompleteitis.Databaseanddatasecurityadministratorsareforcedtoperformadifficultbalancin

gactwhenitcomestograntingemployeesaccesstoorganizationaldata.Forthistousemultiplicativedatap

erturbationinconjunctionwithsinglelevelandmultilayertrustthegeometrictypeofmultiplicativedatape

rturbationwillbecarriedoutinthismethod,aswell.Whengeneratingtheperturbedcopy,geometricpertur

bationinvolvestheorthonormalmatrix,translationalmatrix,andarandomgeneratedGaussiannoisevec

tor,amongotherthings.Inthebeginning,theorthonormalmatrixwillbeusedtoperformtherotationpertur

bation,andthenthetranslationalmatrixandGaussiannoisecomponentswillbeaddedtoitforthefinalpert

urbedcopy.Wecansaythatundersingleleveltrust,additiveGaussiandataperturbationproducesperturb

edcopiesusinguniformGaussiannoise.Regardlessoftheirtrustratings,alldataminersreceivethesamep

erturbedcopy.AdditiveGaussiandataperturbationatmulti-

leveltrustisstudiedfordataminersatvarioustrustlevels.Dataperturbationisapopularrandomizationap

proachthatensures bothaccurate data mining results and privacy. 
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1. INTRODUCTION 

      

Inthebusinessworld,dataminingisaprocessby

whichrawdataistransformedintousefulinforma

tion.Businessescanlearnmoreabouttheircusto

mersthroughtheuseofsoftwarethatsearchesfor

patternsinlargeamountsofdata.Thisallowsthe

mtodevelopmoreeffectivemarketingstrategies

,increasesales,andreducecosts.Effectivedatac

ollection,warehousing,andcomputerprocessin

garerequiredfordataminingtobesuccessful.Dat

aminingistheprocessofexploringandanalyzing

largeblocksofinformationinordertouncoverme

aningfulpatternsandtrends.Databasemarketin

g,creditriskmanagement,frauddetection,spam

Emailfilteringandevendeterminingthesentime

ntoropinionofusersareallpossibleapplicationsf

orthistechnology.Itispossibletobreakdownthe

dataminingprocessintofivesteps.Datacollectin

formationandloaditintoinformationwarehouse

sinthefirststageofthedatacollectionprocess. 

Following that, theyeither storeor 

managethedataon their own servers or in 

thecloud. 

Businessanalysts,managementteams,andinfor

mationtechnologyprofessionalsallhaveaccesst

o the dataand can decide how they want 

toorganize and presentit totheir clients. 

 

 

 



NEUROQUANTOLOGY | OCTOBER 2022 | VOLUME 20 | ISSUE 12 | PAGE 79-83 | DOI: 10.14704/NQ.2022.20.12.NQ77008                              
RANJEET KUMARRAI / GaussianNoiseMultiplicativePrivacyForDataPerturbationUnderMultiLevelTrust 

                                                                                                                                                                               www.neuroquantology.com 

eISSN 1303-5150   

        80  80 

 Perturbation: 

        

Perturbationisamechanismthathasbeenintrodu

cedinthefieldsofcelestialmechanicsandmathe

matical physics.Each attribute has a weight 

associated with it,which indicates 

howaccurateandcompleteitis.Everyconstrainti

nvolvingthisattributeisassociatedwithaweight

thatrepresentstheimportance of theviolation 

of thatconstraint. The higherthelevel of 

trustinadataminer,thelessperturbedacopyofthe

dataitisallowedtoaccess.Inthisscenario,amalic

iousdataminermaygainaccesstovariouslypertu

rbedcopiesofthesamedatathroughavarietyofm

eans,andheorshemaycombinethesediversecop

iestojointlyinferadditionalinformationaboutth

eoriginaldatathatthedataownerdoesnotintendt

omakeavailabletothepublic.Theprimarychalle

ngeofprovidingMLT-

PPDMservicesispreventingsuchdiversityattac

ksfromoccurring.Toaccuratelyestimatethedist

ributionoforiginaldatavalues,anovelreconstru

ctionprocedurehasbeendeveloped.Itispossible

toconstructclassifierswithaccuracythatiscomp

arabletoorbetterthanthatofclassifiersconstruct

edwiththeoriginaldatabyutilisingthesereconstr

ucteddistributions.Asaresult,whencomparedt

oothertechniques,perturbation mechanisms 

are themost suitable formaintaining privacy. 

1.1 Protecting Data through ‘Perturbation’ 

Techniques 

      

Organizationstodaycollectmassiveamountsof

dataabouttheircustomers,competitors,supply

chainpartners,andinternalprocesses.Itisaconst

antstrugglefororganizationstomakefulluseoft

heirdata,anduncovering"unknown"bitsofkno

wledgewithintheirmassivedatastorescontinue

stobeahighlysoughtaftergoal.Databaseanddat

asecurityadministratorsareforcedtoperforma

difficultbalancingactwhenitcomestogranting

employeesaccesstoorganizationaldata.Sophis

ticatedorganizationsthatdomakeuseofdatami

ningandknowledgediscoveryalgorithms(e.g.,

inductivelearningalgorithms,neuralnetworks,

etc.)todiscoverpreviouslyunknown‘patterns'i

ntheirdatabenefitgreatlyfromhavingaccesstol

argedatastorescontainingindividualrecords.A

notherimportantissuethatthedatabaseadminis

tratormustdealwithistherequirementtoprotect

individual'confidential'dataelementsinanorga

nisationaldatabasefrombeingimproperlydiscl

osedbyotherparties.Thescopeofthisprotectio

nincludesnotonlytraditionaldataaccessissues(

e.g.,hackersandillegalentry),butalsomaskingi

ndividualconfidentialrecordattributesinordert

opreventindividualrecordsfrombeing 

identified even by authorized users. 

2. LITERATURE REVIEW 

      Sulekh, V. Jane 

Varamani(2018)Datamining 

hasbeenexploredand 

implementedextensivelyinavarietyofdisciplin

es,includingtheInternetofThings(IoT),theme

dicalindustry,andcommercialdevelopment.H

owever,duetoprivacyviolationsandincreased 

sensitiveinformationsharing,thesedatamining

approachesconfrontmajorhurdles.PrivacyPre

servingDataMining(PPDM)isasubsetofdata

miningthat triestoprotectindividuals'personal 

informationfromunwantedorillegalpublicatio

n.Privacyissuesinfringeonaperson'srighttopri

vacy and cause the study participant to lose 

dignity. It would also 

causesocialembarrassment,shame,anddishon

our,aswellasharmtoone'ssocialandeconomics

tanding.Severaldataminingmethodsthatcomb

ineprivacy-

preservingstrategiestohidesensitiveitem 

setsorpatternshavebeendevelopedinrecentyea

rs.Akeyquestionhereiswhichprivacy-

preservingstrategyprovidesthebestsecurityfo

rsensitivedata.It'salsocrucialtocheckthequalit

yoftheoutcomeaswellasthealgorithm'sperfor

manceafterusingprivacy-

preservingstrategies.Weexaminevarious 

noise-basedPrivacyPreservationstrategies in 

this research. 

        

ThangarevathiS(2017)Dataminingistheproc

essofextractingusefulinformationfromenorm

ousamountsofdata.Intoday'sworld,dataminin

gisdoneondynamicdataratherthanstaticdata.T

heprivacyofcrucialandsensitivedataisamajor

considerationintoday'sDataMiningapproache

s.Theprivacyofessentialdataisprotectedusing

avarietyofways.DataPerturbationisanimporta

ntstrategyformaintainingdataprivacy.Dataper

turbationisadatasecurityapproachthatinvolve

salteringadatabaseinordertomaintainprivacya

ndsecrecy.It'susedfordataprivacyaswellasacc

uracy.Wewillexaminethenumerousperturbati

onstrategiesthatcanbeusedtoprotectdatapriva

cyinthispaper,aswellastheramificationsofthet
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echniques. 

        Srijayanthi Srijayanthi Srijayanthi 

SrijayanthiS(2017)inrecentyears,oneofthek

eyconcernsforminingmeaningfulinformation

fromsensitivedatahasbeentheprivacyprotecti

onoflargescaledatasetsinbigdataapplicationss

uchasphysical,biological,andbiomedicalscien

ces.Intermsofdataanalysis,validation,andpub

lishing,dataminingprivacyhasbecomeanabsol

uterequirementforcommunicatingconfidentia

linformation.Privacy-

PreservingDataMining(PPDM)assistsinthem

iningofinformationandthediscoveryofpattern

sfromhugedatasetswhileprotectingprivateand

sensitivedata.Numerousprivacypreservationa

pproacheshavebeendevelopedasaresultofthea

dvancementofvarioustechnologiesindatagath

ering,storage,andprocessing.Wepresentarevi

ewofthemostup-to-

dateprivacypreservationapproaches in this 

study. 

      

A.T.RaviandS.Chitra(2015)Datacollection

andmonitoringusingdataminingforsecurityan

dbusiness-

relatedapplicationshassparkedasurgeinprivac

y 

concerns.PPDM(PrivacyPreservingDataMini

ng)strategiesnecessitatedatamodificationinor

dertodisinfectthemofsensitiveinformationora

nonymizethematareasonablelevelofuncertain

ty.TheimpactsofK-

anonymizationforevaluationmetricsareinvest

igatedusingPPDMwithanadultdataset.TheArt

ificialBeeColony(ABC)algorithmisusedinthi

sstudyforfeaturegeneralisationandsuppressio

n,whichremovescharacteristicswithoutreduci

ngclassificationaccuracy.Originaldataset 

generalisation also achieves k-anonymity. 

      Swapnil 

Kadam,(2015)Dataperturbation,acommonly

usedandapprovedPrivacyPreservingDataMin

ing(PPDM)method,implicitlyimpliesdatamin

ershaveasingleleveloftrust.Thedifficultyof 

constructingappropriate 

modelsregardingaggregateddatawithoutacces

stopreciseinformationororiginalrecordsinindi

vidualdatarecordsisaddressedbyPrivacyPrese

rvingDataMining.Beforedata is published, 

theperturbation-based 

PPDMtechniqueprovidesrandomperturbation

toindividualvaluestosafeguarddataprivacy.Pr

eviousapproachestothisproblemareunsuitable

becausetheyimplicitlyassumesingle-

levelconfidenceindataminers.Weconsiderthis

assumptioninthispapertobroadenthescopeofp

erturbation-

basedPPDMtoMultilevelTrust(MLT-

PPDM).Themoretrustworthyadatamineris,th

elessperturbedacopyofthedataitcanaccess,acc

ordingtoourmethod.Amalevolentdataminerc

anusenumerousmethodstogainaccesstosevera

lperturbedcopiesofthesamedata,andthencom

binethesecopiestoinferextrainformationabout

theoriginaldatathatthedataownerdoesnotwant

toshare.ThechallengeofofferingMLT-

PPDMservicesispreventingdiversityassaults.

Thisproblemissolvedbycorrectlyassigningper

turbationacrosscopiesatvariouslevelsoftrust.I

ntermsofourprivacygoal,wedemonstratethato

ursolutioniseffectiveagainstdiversityattacks.

Thatis,ourtechniquepreventsdataminerswitha

ccesstoanycollectionofperturbedcopiesfromr

ecreatingtheoriginaldatamorepreciselythanth

ebesteffortusinganyindividualcopyinthecolle

ction.Oursolutionenablesadataownertobuildp

erturbedcopiesoftheirdataondemand, based 

on trust levels. Thismethod provides 

themostflexibilityto data owners. 

3. OBJECTIVES OF THE STUDY 

 To investigateProtecting Data 

through‘Perturbation’Techniques. 

 To evaluateGaussian 

noisedataperturbationundermulti-level 

trust. 

4. RESEARCH METHODOLOGY 

     

Thefirstpieceofresearchsuggestedmakesuseo

fGaussiannoisetoperturbsensitivedatainboths

inglelevelandmultilayertrustsituations.Inthefi

rstinstance,additivedataperturbationwill be 

used to perturbthe data by using Gaussian 

noise. Under a single degree of 

trust,Gaussiannoisewillbeintroducedintothes

ensitivedata,andtheresultingperturbedcopywi

llbedeliveredevenlytoalldataminers,regardles

softheirtrustlevels.Differentperturbedcopies

willbegenerateddependingonthetrustlevelsoft

hedataminers,whichwillbeachievedbymultila

yertrust.Whenthedataminerwilloperatingatal

owertrustlevel,theamountofnoiseintroduced

willdisproportionatelymorethanwhenthedata

minerwilloperatingatahighertrustlevel. 



NEUROQUANTOLOGY | OCTOBER 2022 | VOLUME 20 | ISSUE 12 | PAGE 79-83 | DOI: 10.14704/NQ.2022.20.12.NQ77008                              
RANJEET KUMARRAI / GaussianNoiseMultiplicativePrivacyForDataPerturbationUnderMultiLevelTrust 

                                                                                                                                                                               www.neuroquantology.com 

eISSN 1303-5150   

        82  82 

      

Tousemultiplicativedataperturbationinconjun

ctionwithsinglelevelandmultilayertrustthege

ometrictypeofmultiplicativedataperturbation

willbecarriedoutinthismethod,aswell.Wheng

eneratingtheperturbedcopy,geometricperturb

ationinvolvestheorthonormalmatrix,translati

onalmatrix,andarandomgeneratedGaussiann

oisevector,amongotherthings.Inthebeginning

,theorthonormalmatrixwillbeusedtoperformt

herotationperturbation,andthenthetranslation

almatrixandGaussiannoisecomponentswillbe

addedtoitforthefinalperturbedcopy. 

5. RESULTANDDISCUSSION 

 Gaussian noise for perturbation of data 

Gaussiannoiseisastatisticalnoisewithaprobab

ilitydensityfunctionthatiscomparabletothatoft

henormaldistributioninstatistics.Gaussiandist

ributionisanothernamefornormaldistribution. 

Equation gives the probabilitydensity 

function ofGaussian noise (1) 

 

(1) 

Themeanvalueisµandthevarianceis𝜎2
.Scalars

orvectorscanbeusedforthemeanvalueandvari

ance.Thelengthofthevariancevectormustbeth

esameasthelengthofthefirstseed 

vector.Thecovariancematrixinthissituationis

adiagonalmatrixwhosediagonalmembersared

rawnfromthevariancevector.TheoutputGauss

ianrandomvariablesareuncorrelatedbecauset

he off-diagonalelements arezero. 

Privacy PreservationEstimation 

TheoriginaldataisreconstructedusingLinearL

eastSquareError(LLSE)based 

estimation.Thehighertheerrorrateintheorigin

aldatareconstruction,themoreprivacywillbere

tained.Graphical charts are used to show the 

evaluation outcomes. 

Thenoisecomponent𝜎𝑍𝑖2issupposedto 

havevaryingvalues for Gaussian 

noisedataperturbationundermultileveltrust.T

heclassifieraccuracyforGaussiandata 

perturbationat multileveltrustisshown 

inTable1, withthevalues of 

alltrustlevelsaveraged.The 

findingsforallthreeclassifier models under 

multi level trust are shown in Figure 1. 

Table 1  

Classifier accuracy for Gaussian dataperturbation at MultiLevel Trust 

 Bank Dataset Credit Card Dataset 

ClassifierAccuracy DecisionTree Naïve Bayes kNN DecisionTree Naïve Bayes kNN 

OriginalData 90.76 89.24 84.92 77.73 54.20 75.36 

GaussianAdditive 90.06 88.81 75.00 75.22 51.90 56.00 

GaussianMultiplicative 85.05 84.76 84.21 72.30 50.34 71.00 
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Figure 1: GaussianMultiplicative Privacy measure under Multi Level Trust 

Figure1showstheprivacyaccuracyfortheGaus

sianmultiplicativeapproachbasedonthenorma

lizedestimationerror.Thenumberofperturbedc

opiesrepresentsthenumberofdataminers 

withvarying levels of trust. Copies=3 

denotes the reconstruction ofthe original 

data 

fromthreeperturbeddatasets(correspondingly

forcopies6and11).Thenormalizedestimatione

rroroccurswhenattemptingtorecreatetheorigi

naldatafromperturbeddata.Iftheestimationerr

orisconsiderable,itsuggeststhattheoriginaldat

awasnotrebuiltprecisely.Inallnoisefilteringsy

stems,itisobviousthatthemultiplicativeformof

dataperturbationresultsinahighererrorrate 

whenreconstructingthe originaldata, 

resulting in higher privacy. 

       

AnotherCreditcarddatasetisusedtotesttheappr

oach.Whentheestimationerrorishigh,theorigi

naldataisreconstructedincorrectly.TheGaussi

anMultiplicativeperturbationhasagreateresti

mationerrorinbothdatasets.Thisdemonstrates

thatthisstrategyoutperformstheGaussianaddit

ivemethodintermsofprivacyaccuracy.Perturb

edcopiesforMlevelsaregeneratedusing 

anoisecomponent𝜎𝑍𝑖2takenfromarandomGa

ussiandistributionwithmultileveltrust.Thema

levolentdataminersaresupposedtobeawareoft

henoisedistribution,mean,andcovariance 

oftheoriginalandperturbeddata.Theresultscle

arlyrevealthatjointestimationisgrowingforthe

Gaussianmultiplicativetechnique,demonstrati

ngthatthemultiplicativetechniqueachievesthe

privacygoalmoreeffectively.Theestimationer

rordoesnotchangemuchwhenthenumberofper

turbedcopiesavailabletomaliciousdataminers

rises,anditremainssteadyforvariedavailablec

opies.IncomparisontoGaussianmultiplicative

perturbation,thisexhibitsanincreased privacy 

level. 

6. CONCLUSION 

Wecansaythatundersingleleveltrust,additive

Gaussiandataperturbationproducesperturbed

copiesusinguniform 

Gaussiannoise.Regardlessoftheirtrustratings,

all dataminersreceive the 

sameperturbedcopy.AdditiveGaussiandatape

rturbationatmultileveltrustisstudiedfordatami

ners at various trustlevels. Data perturbation 

is a popular randomization approach that 

ensuresbothaccuratedataminingresultsandpri

vacy.Theadditiveandmultiplicativetypesofda

taperturbationhavebeenusedinpreviousresear

ch.Theincreasingamountoferrorratedependin

gonvarioussortsofattacksisusedtoquantifypri

vacy.Dataminingtechniquesthatautomaticall

ytranslatedataintoknowledgemayyieldconfid

entialinformationaboutaspecificuser,puttingt

heuser'srighttoprivacyatrisk.Theresultsclearl

yrevealthatjointestimationisgrowingfortheGa

ussianmultiplicativetechnique,demonstrating

thatthemultiplicativetechniqueachievesthe 

privacygoal more effectively. 
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