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Abstract

Virtual currency has become a new form of payment accepted worldwide and allows users to make
payments directly, without resorting to third-party institutions and while maintaining anonymity. As a
result, digital currencies are increasingly being used by criminals. Some have already started to use
cryptocurrency for their illegal activities: buying and selling drugs, arms trafficking, illegal immigration
transactions and other illicit acts. The illicit circulation of cryptocurrencies has created a complex legal
situation that poses significant challenges for criminal law. On the one hand, the growing threat of crime
is associated with digital currencies and the increasing need to regulate their circulation. Compliance
requirements will be analyzed to ensure that cryptocurrency transactions are not facilitated by financial
institutions, thereby increasing the potential for prosecution by the authorities. To prevent money
laundering schemes and other illegal activities, regulation needs to be comprehensive and put in place to
ensure that all reporting entities identify suspicious transactions involving cryptocurrencies. Law
enforcement agencies have difficulty combating cryptocurrency-related crimes because they do not have
a general power to freeze the accounts or assets of Internet users without a court order. This difficult
situation requires individual states to formulate their laws to prevent money laundering and terrorist
financing through cryptocurrencies and more effectively fight cybercrime.
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Resumen creado una situacién juridica compleja que
plantea importantes retos para el derecho penal.
Por un lado, la creciente amenaza de la
delincuencia estd asociada alas monedas digitales
y a la creciente necesidad de regular su
circulaciéon. Se analizaran los requisitos de
cumplimiento  para garantizar que las
transacciones con criptodivisas no sean
facilitadas por las instituciones financieras,
aumentando asi las posibilidades de persecuciéon
por parte de las autoridades. Para evitar las
tramas de blanqueo de dinero y otras actividades
ilegales, la regulacion debe ser exhaustiva y
establecerse para garantizar que todas las
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La moneda virtual se ha convertido en una nueva
forma de pago aceptada en todo el mundo. La
moneda criptografica permite a los usuarios
realizar pagos directamente sin recurrir a
terceras instituciones y manteniendo el
anonimato. Por ello, las monedas digitales son
cada vez mas utilizadas por los delincuentes.
Algunos ya han empezado a utilizar la moneda
criptografica para sus actividades ilegales:
compra y venta de drogas, trafico de armas,
transacciones de inmigracion ilegal y otros actos
ilicitos. La circulacion ilicita de criptomonedas ha
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entidades  informantes  identifiquen las
transacciones sospechosas relacionadas con las
criptodivisas. Las fuerzas del orden tienen
dificultades para combatir los delitos
relacionados con las criptomonedas porque no
tienen poder general para congelar cuentas o
activos de los internautas sin una orden judicial.
Esta desafiante situaciéon requiere que los
diferentes estados formulen sus leyes para
prevenir el lavado de dinero y la financiacion del
terrorismo a través de las criptodivisas y luchar
mas eficazmente contra la ciberdelincuencia.

Palabras clave: derecho penal, moneda virtual,
criptografia, transaccién, financiera

Introduction

Cryptocurrencies are a type of digital currency
that is decentralized and remains difficult to
regulate.  Through  cryptocurrency, only
authorized users can make transactions within
the system, and with the rapid development of
this new form of payment in recent years, more
and more people are interested in investing and
trading  cryptocurrencies.  Their  unique
characteristics often confuse those unfamiliar
with them and raise several issues related to
criminal liability for their circulation without
permission or regulation by financial authorities

(Hendrickson and Luther, 2021). Virtual
currencies, such as Bitcoin and other
cryptocurrencies, have recently attracted

attention as a means of payment, in particular,
due to their increased anonymity, which has led
to the risk of criminal activity in cyberspace and
the creation by legislators of new crimes in the
context of this phenomenon. Criminal law should
not allow this misuse of its power, as it does not
prevent crime, but rather hinders the
development of a legal economy.

Development

Cryptocurrencies are a type of digital currency
designed for exchange between parties and are
classified as digital assets. Cryptocurrencies are
not legal tender and cannot be used to pay for
goods or services in the United States. There are
currently more than 800 different types of
cryptocurrencies. Cryptocurrencies are stored in
digital wallets that exist in the cloud or on users'
computers, and any transactions made between
two peers are encrypted to ensure anonymity
(Tsuchiya & Hiramoto, 2021). Cryptocurrencies,
such as Bitcoin and Ethereum, have gained

popularity in recent years due to the significant
movement they have experienced since their
launch, reaching a value of more than $20 billion
at their peak. These currencies are stored on the
Internet and can be moved between users
without the intervention of banks or other
financial institutions.

Cryptocurrency, as a term, means the digital
currency and is the new global currency that has
a significant impact on the market. These are also
often referred to as virtual currency or electronic
money. Cryptography defines it as the conversion
of readable information into an almost
indecipherable code. Cryptocurrency has become
very popular for making payments and financial
transactions and, since it operates independently
of the central banking system, is traditionally
regulated by governments, and does not have a
single controlling entity such as banks or
institutions; for this reason, they are not legal
tender in the United States (Gonzalvez et al.,
2021). However, most of them are designed to
function as mediums of exchange or forms of
money, meaning that even if they are not legal
tenders, such as the US dollar or Philippine peso,
they can be used to pay for goods or services and
can be accepted by merchants as a form of
payment, or as a medium of exchange in many
transactions today, especially for unauthorized
purchases, such as the illegal sale of drugs, the
purchase of counterfeit goods, and other forms of
cybercrime, such as identity theft and
impersonation.

In the changing world of cryptocurrencies and
blockchain technology, criminals choose between
using fully private digital currencies or those that
are publicly audited on a blockchain. Most
cryptocurrency experts assume that criminals
prefer privacy to maintain anonymity and make it
difficult for law enforcement to track. The
absence of third parties makes it easier to get
away with cybercrime, as no one can deliver the
stolen money or arrest the perpetrator (Tsuchiya
and Hiramoto, 2021). In several cases, the civil
law concept of tort (tort) has been introduced to
address issues of criminal liability for the
circulation of cryptocurrencies in insolvency and
bankruptcy proceedings. There are several
unanswered questions about criminal
prosecution of the illegal circulation of
cryptocurrencies, including how to apply tort
rules to cryptocurrencies to address new
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technologies over existing acts and whether
cryptocurrencies can be subject to confiscation
orders.

Although cryptocurrencies are considered an
illegal form of payment in many countries,
especially in Asia, their popularity is growing
every day. According to some statistics, it is
believed that approximately one-third of the
world's population uses cryptocurrencies,
making them more popular than gold or other
precious metals. However, as these forms of
payment are unregulated and decentralized, they
have always been used to finance illegal activities
such as the exchange of drugs, weapons or money
laundering (Belykh et al, 2017). Therefore,
countries around the world should create laws to
regulate this issue and punish those who use
these currencies for criminal purposes.

The challenges for criminal law concerning the
illegal circulation of cryptocurrencies must be
understood according to how cryptocurrencies
work. Cryptocurrencies use cryptography for
security and verification purposes, which makes
them difficult to attack as a whole, but also
difficult to trace and identify if stolen. Hackers can
also steal cryptocurrencies by mining for them or
using multiple accounts to spread the money
throughout the system before withdrawing it all
from one account (Chuen, 2015). The challenges
for criminal law regarding the illegal circulation
of cryptocurrencies are twofold. First,
cryptocurrencies offer an extremely high degree
of anonymity in financial transactions. Therefore,
the adoption of cryptocurrencies as a means of
payment may pose challenges related to the
detection and prosecution of perpetrators
involved in illegal activities such as drug
trafficking and money laundering (Kozachenko et
al,, 2017). Second, the lack of regulatory control
over this type of currency may make it attractive
to criminals who sustain themselves with illegal
profits from their criminal activities to continue
funding their ongoing illegal activity.
Cryptocurrencies have two sides. On the one
hand, it offers a new source of money creation and
an alternative to fiat currencies. Cryptocurrency
can provide an accessible way for individuals to
participate in financial markets, allowing them to
make investments anonymously, with complete
autonomy from governments or banks (Chuen,
2015). This can lead to increased speculation and
financial instability. However, on the other hand,

it can completely replace the existing banking
system and, in doing so, would allow people
around the world without access to traditional
financial institutions to participate in global trade
(Chuen and Deng, 2017). Anonymity is a key
advantage of using virtual currency over cash or
credit cards, as it enables crime, tax evasion and
hacking.

One of the most important challenges for the
application of criminal law for the use of
cryptocurrencies is that the provisions on money
laundering used in virtual fund flows and
transactions were adopted when this sector was
not developed. The use of cryptocurrencies for
illicit purposes and the associated risks have
become a real threat to societies, not only in one
country but globally (Chuen, 2015). The lack of
regulation in this area and the general obscurity
surrounding this topic makes money laundering
or tax evasion crimes proliferate. Law
enforcement agencies often struggle to find
effective ways to combat these problems, as they
are relatively new and can be difficult for
"common men" to understand. Another problem
is the need to make additional adjustments to
legal acts to correctly determine whether a
person has acted as an intermediary in exchange
transactions or is simply a businessman who has
no intention of engaging in an illegal scheme.

The illegal circulation of cryptocurrencies raises
some legal issues. In terms of criminal law, there
is the fact that there are different liabilities in
some jurisdictions (predominantly property
crimes, but also some others). The main challenge
lies in the fact that it is difficult to establish which
jurisdiction has competence over these offenses.
Since most transactions in digital currency are
conducted anonymously, companies can hide
behind the curtains of anonymity (Adee, 2018).
Suppose a company does not provide fair services
and products. In that case, there is no way they
can be held legally accountable for their actions
because there is no way to trace through digital
cryptocurrency transactions.

The criminal law approach to cryptocurrencies is
challenging, outdated and ill-equipped to deal
with modern technological developments and IT-
related crimes. Ensuring that criminal laws for
cryptocurrency-related crimes can act requires
the creation of new legislative frameworks, which
could prove difficult given that many legislators
are unfamiliar with technological issues such as
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cryptocurrencies (Adee, 2018). Administrative
actions are also limited by jurisdictional
boundaries, which makes coordination between
countries difficult. The scope of criminal law has
changed significantly with the emergence of new
technologies, especially cryptocurrencies.
According to legislation, the circulation of money
substitutes is illegal in many countries around the
world, as well as their trade, exchange and use as
a payment tool (Adee, 2018).

In most cases, cryptocurrencies are considered
substitutes for money for these purposes.
Therefore, it is necessary to demonstrate how the
legal system works with this new phenomenon to
avoid violations of the law in this area. The
current legal framework is inadequate to deal
with this phenomenon properly, so it is necessary
to establish new rules and regulations that can
help law enforcement officers in the fight against
crimes  committed with the use of
cryptocurrencies.

Criminals can take advantage of new technologies
to launder money, evade taxes and commit other
crimes, and It is not always clear whether a
transaction is an illegal activity because the
blockchain does not track this information
(Krishnan et al., 2020). Law enforcement officials
find it difficult to prosecute criminals using
cryptocurrencies due to the lack of regulations on
how to track transactions and penalize criminals
(Adee, 2018). The lack of regulation in
cryptocurrency trading is a self-generated
problem that may be responsible for its illegal
circulation. The main reason is the lack of a law
against tax evasion and illicit financing related to
cryptocurrency trading and the absence of
independent rules for conducting such activities.

In addition, cryptocurrency transactions are
anonymous and untraceable, because there are
no requirements to identify parties when
transacting or to accept payments in
cryptocurrencies (Adee, 2018). In addition,
cryptocurrencies are traded across borders
without requiring the consent of government
authorities.

The cryptocurrency sector is evolving rapidly
with the introduction of new currencies such as
Bitcoin and Ethereum. These digital currencies
offer fast execution, low transaction fees and
anonymity as their main advantages. In recent
years, many cryptocurrencies have appeared on
the market. However, many aspects still need to

be regulated to protect investors from fraudsters'
scam attempts. Current legal systems do not work
well in protecting investors because they are
designed to operate in a world where
cryptocurrencies do not exist (Adee, 2018). There
should be adequate criminal law regulation that
prohibits the illegal circulation of
cryptocurrencies, thus preventing the further
development of these illicit practices.

Criminal law should address the situation of
illegal circulation of cryptocurrencies as soon as
possible and preventindividuals from engaging in
illicit activities. Criminal law can function more
effectively if it has a detailed understanding of all
aspects related to the circulation of
cryptocurrencies. Naturally, this includes a clear
definition of a cryptocurrency and its unique
qualities compared to traditional currencies and
investments (Corbet et al, 2021). A thorough
review will reveal the essential differences
between cryptocurrencies and other assets with
legal implications for authorities and the private
sector.

Governments should take appropriate action
against the illegal circulation of cryptocurrencies;
they should be able to identify criminal elements
and use the same technology that has been used
against them to prosecute them. How
cryptocurrencies are traded on exchanges is
always questionable. There are rumors that some
companies are owned by cryptocurrency insiders,
making it very difficult for law enforcement to
identify criminal elements. In the current
situation, users of Bitcoin and other
cryptocurrencies manage their virtual currencies
using software that does not comply with any
laws. A better method would be to use a digital
wallet that complies with the law and is based on
open-source software (Adee, 2018). Crime can
also be reduced by ensuring that all money
received from a customer goes directly to their
bank account, and only this will be checked for
legality. This will avoid mixing legal money with
illegal money.

Criminal law should not necessarily seek to stop
the circulation of cryptocurrencies, but to find
ways to regulate and control their use. Relying
solely on criminal law will not be effective
because cryptocurrencies allow anonymity
(Adee, 2018). A better approach might be a
combination of criminal sanctions to prosecute
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misconduct or fraudulent product claims and
private sector self-regulation.

Criminal laws should not be vague, leaving room
for interpretation and disagreement between
different courts. Anything that is not clearly
defined or ambiguous can lead to confusion,
frustration and the inability to prosecute
lawbreakers effectively. The criminalization of
cryptocurrencies is necessary because it is the
only way to prevent the public from being
deceived and used by fraudulent schemes (Truby,
2018). Many aspects of this issue need to be
addressed, such as how to determine what
constitutes an illegal scheme and how
cryptocurrencies should be treated like other
forms of money within the nation's laws (Adee,
2018). The government could use existing laws
that cover fraud or pyramid schemes, but these
laws may not be as applicable in this unique
situation. They may also have to draft new ones to
cover these new forms of money. Therefore, it is
essential that criminal laws follow the principle of
certainty and predictability so that both the
prosecution and the defense can understand what
is expected of them and how different situations
should be treated.

The law should also be more flexible concerning
the crime of illegal circulation of
cryptocurrencies. There are several reasons why
this type of crime should be punished less
severely than other crimes committed by citizens
of the same country (Nguyen et al,, 2021). First,
many people commit this type of crime because
they do not understand the real nature of these
financial transactions and their implications. The
second reason has to do with criminal law itself
and its inability to cope with emerging issues such
as virtual currencies (Truby, 2019). The rules are
made for situations that existed in the past, and
new types of crimes are occurring every day as
technology evolves.

Conclusion

In the last decade, new forms of alternative
financial networks have emerged, such as virtual
currencies, allowing users to make international
transfers without an intermediary, making them
faster and cheaper than traditional banking
channels. This technological advancement was
accompanied by an increase in consumer demand
for more privacy in their transactions, thus
leading to greater use of online payment systems
by legitimate and criminal individuals. This

increase led to an increase in cybercrimes as
fraud and scams through online financial
platforms and services have become increasingly
common and costly, as the unique characteristics
of virtual currencies offer significant benefits to
consumers and the economy.

While the increased use of virtual currencies has
given rise to new risks, these should be addressed
by adapting existing laws and regulations rather
than adopting a new rule specific to virtual
currencies. The challenges for criminal law with
the illegal circulation of cryptocurrencies are
twofold. First, cryptocurrencies offer an
extremely high degree of anonymity in financial
transactions, therefore, the adoption of
cryptocurrencies as a means of payment may
pose challenges related to the detection and
prosecution of perpetrators involved in illegal
activities such as drug trafficking and money
laundering. Second, the lack of regulatory control
over this type of currency may make it attractive
to criminals who sustain themselves with illegal
profits from their criminal activities to continue
funding their illegal activity. In particular, current
legal systems do not work well in protecting
investors because they are designed to operate in
a world where cryptocurrencies do not exist.
There should be adequate criminal regulation
prohibiting  the illegal circulation  of
cryptocurrencies, thus preventing the further
development of these illegal practices. Criminal
law should address the situation of illegal
circulation of cryptocurrencies as soon as
possible and prevent individuals from engaging in
illegal activities.

In addition, governments should take appropriate
action against the illegal circulation of
cryptocurrencies; they should be able to identify
the criminal elements and use the same
technology that has been used against them to
prosecute them. Likewise, criminal law should
not necessarily seek to stop the circulation of
cryptocurrencies, but find ways to regulate and
control their use. Similarly, criminal laws should
not be vague, leaving room for interpretation and
disagreement between different courts. Similarly,
the law should also be more flexible regarding the
crime of illegal circulation of cryptocurrencies. In
general, the rules regulating virtual currencies
must be dynamic to work effectively.

elSSN 1303-5150

&

www.neuroquantology.com

795



Neuro Quantology | October 2022 | Volume 20 | Issue 13 | Page 791-796 | doi: 10.14704/nq.2022.20.9.NQ88101
Katherine Elizabeth Sandoval Escobar, Pablo Alberto Almeida Narvaez, Carla Paulina Sandoval Escobar/ Criminal Risks of Virtual Currencies:

New Challenges for Criminal Law

References
Adee, S. (2018). The online arm of the law.

Chuen, D. L. K. (Ed.). (2015). Handbook of digital
currency: Bitcoin, innovation, financial
instruments, and big data. Academic Press.

Chuen, D. L. K, & Deng, R H. (Eds).
(2017). Handbook of Blockchain, Digital
Finance, and Inclusion, Volume 2: ChinaTech,
Mobile Security, and Distributed Ledger.
Academic Press.

Corbet, S., Lucey, B., Urquhart, A., & Yarovaya, L.
(2019). Cryptocurrencies as a financial asset:
A systematic analysis. International Review of
Financial Analysis, 62, 182-199.

Gonzalvez-Gallego, N., & Pérez-Carceles, M. C.
(2021).  Cryptocurrencies and illicit
practices: The role of governance. Economic
Analysis and Policy, 72, 203-212.

Hendrickson, J. R, & Luther, W. ]J. (2021). Cash,
crime, and crypto currencies. The Quarterly
Review of Economics and Finance.

Krishnan, S., Balas, V. E., Golden, ]., Robinson, Y. H,,
Balaji, S., &  Kumar, R. (Eds.).
(2020). Handbook of research on blockchain
technology. Academic Press.

Kozachenko, PDIY, Gubareva, PDA, & Kovalenko,
PDK (2017). International popularization of
financial pyramids: theoretical and practical
aspects. University and Society, 9 (3), 261-
264. Retrieved from

https://rus.ucf.edu.cu/index.php/rus/articl
e/view/639

Nguyen, L. T., Hoang, T. G., Do, L. H,, Ngo, X. T,,
Nguyen, P. H,, Nguyen, G. D., & Nguyen, G. N.
(2021). The role of blockchain technology-
based social crowdfunding in advancing
social value creation. Technological
Forecasting and Social Change, 170, 120898.

Reedy, P. (2020). Strategic Leadership in Digital
Evidence: What Executives Need to Know?
Academic Press.

S. Belykh, P. D. V., Gubareva, P. D. A., & Kovalenko,
P. D. K. (2017). Prospects for special
economic zone development in Russia.
Universidad Y Sociedad, 9(3), 24-26.
Recuperado a partir de
https://rus.ucf.edu.cu/index.php/rus/articl
e/view/602

Truby, J. (2018). Decarbonizing Bitcoin: Law and
policy choices for reducing the energy
consumption of Blockchain technologies and
digital currencies. Energy research & social
science, 44, 399-410.

Tsuchiya, Y., & Hiramoto, N. (2021). How
Cryptocurrency is laundered: Case study of
Coincheck hacking incident. Forensic Science
International: Reports, 4,100241.

Vandezande, N. (2017). Virtual currencies under
EU anti-money laundering law. Computer law
& security review, 33(3), 341-353.

elSSN 1303-5150

&

www.neuroquantology.com

796



