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Abstract:

Internet of Things has recently emerged as the cutting-edge technology that is heavily influencing
commercial, healthcare, and military applications. Since anything connected to the internet is
susceptible to cyber attacks and a target for hackers, wireless communications are particularly sensitive
to security risks. Multiple Internet of Things problems are posing security risks and preventing End-to-
End encryption during data transmission. The majority of Internet of Things devices now in use don't
have improved setups or security procedures, which makes them vulnerable to hacker attacks. For all
Internet of Things devices, advanced security standards cannot be used. For the Internet of Things
platform, this study proposed a safe authentication system that keeps track of security risks and ensures
the security of Internet of Things devices. An assessment of the suggested procedure is provided,
demonstrating its capacity to address a range of security concerns.
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Introduction:

A network that connects common objects is
known as the Internet of Things (loT) or the
Internet of Objects. With the incorporation of
things into daily life through embedded
technologies, the loT expands the current
Internet into a larger network. Intelligent items
will interact with one another in a network. loT
applications are currently present in many areas
of daily life, such as the healthcare industry,
transportation, utilities, smart homes, and
smart appliances. The evolution of wireless
communication devices and technology has
given rise to the Internet of Things, which is
widely available and used in our society today.
Our culture is embracing the loT in many
different ways, and as a result, daily
convenience is rising as a result of individuals
being able to control and utilize devices
anywhere and at any time. However, there have
also been instances of this advancement being
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exploited. A number of security incidents,
including hacking, the release of private
information, and the use of DDoS assault to
target the loT device or network itself. loT
devices really require substantially less
processing power and memory than modern
PCs, smart phones, and tablets, which makes it
difficult to deploy the same security methods
on them (1,2). In fact, a large-scale DDoS attack
utilizing an loT device occurred on Dyn, which
hosts Internet domains, and this attack forced
numerous popular websites, including Twitter,
Netflix, and Amazon, to be offline for a
considerable amount of time. There was a time
when | was unable to. In the event of a DDoS
attack, it was a frequently employed attack
technique, but it was primarily a PC-based
attack technique. However, this instance
proved that assaults using smart devices, like IP
cameras, CCTV (Closed Circuit Television), and
home IoT devices for daily household
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appliances, are feasible. A typical HTTP fault
attack that intended to overwhelm cloud
services with resources was also discovered
through an embedded device connected to
Internet Explorer. In one case, IP cameras from
all around the world that were running the
busybox toolkit and Linux embedded were used
to launch an attack that could send up to
20,000 queries per second. It supposedly fell
short. When it comes to computers, harmful
codes are typically infected through software
self-vulnerabilities or social engineering
techniques, however in the case of the attack
method mentioned above; it is simple to
counteract the attack because the Internet can
be accessed via Telnet or SSH. Additionally,
there are issues with management. As the
current initial authentication value, the ID and
password combination "ID: root. It s
challenging to mount enough memory or power
since the device size is constrained by the
intended purpose. Due to the simplicity of
physical access, installing a security solution and
safeguarding authentication and encryption
keys becomes challenging. As a result, it is
anticipated that DDoS assaults or the disclosure
of private information would continue to
happen in the future. By 2022, it is anticipated
that 35 billion gadgets will be online, as the
Internet of Things (loT) is expected to continue
to grow. Continuous confusion may happen if
vulnerability management is not carried out [3—
8]. As a result, we suggest an authentication
and key exchange scheme in this paper for
secure communication in an loT environment,
as well as an authentication scheme that can be
used by devices on which the current security
protocols are difficult to implement due to
memory and processing power constraints.

The Internet of Things (loT) is an emerging
global information service platform that uses
sensor nodes and smart devices to enable a
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wide range of envisioned and implemented use
cases [9]. According to the ITU concept, the
core loT design may be understood as
essentially any physical object worldwide would
be able to precisely, "things" are not changed
into computers, but they have tiny computer's
skills in a little footprint and wiser nature [10].
The Internet of Things (loT) uses a variety of
technologies, including those related to
architecture, sensor/identification, coding,
transmission, data processing, networks,
discovery, etc. In 1999, when discussing supply
chain management, Kevin Ashton, cofounder
and executive director of the Auto-ID Center at
MIT, was the first to use the term "Internet of
Things" [11]. However, new loT network
applications, such e-healthcare and
transportation utilities, have expanded this
notion over the past ten years [12]. The
development of the Internet of Things (loT)
began with the fusion of wireless technologies,
developments in micro electromechanical
systems (MEMS), and digital electronics, which
led to the creation of tiny devices with wireless
communication, sensing, and computation
capabilities. The connection or relationship
between humans and machines is increasingly
taken into account in the Internet of Things age
as machines become smarter and begin to take
on more human jobs. In this scenario, humans
must trust the machine and feel secure.
Accordingly, a thing could be a patient with a
medical device to provide real-time monitoring
in a healthcare application or a cow with an
accelerometer for movement in a farm setting.
Security and privacy issues are the most difficult
subjects in such a networked system of
[14-18]. The main
components to solve security and privacy issues
networks [28-41] are
authentication and access control systems [19—

miniature  "things"

in computer

27]. They can stop unauthorized users from
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accessing resources, stop authorized users from
accessing resources in an unauthorized way,
and allow approved users to access resources. It
is crucial to consider efficiency, security
scalability, and market-oriented computing,
power resource, and storage aspects while
developing an loT infrastructure in order to give
the best possible services to customers or users.
Jing et al. suggested an loT-based technique for
authentication and access management in 2012
[28]. They build a workable protocol for the
Internet of Things in addition to analyzing the
various authentication and access control
techniques now in use. Their plan states that
the authentication protocol's emphasis was on
quick and effective secure key establishment
based on ECC. They used the Role Based Access
Control (RBAC)-based authorization mechanism
for the access control policy, taking into account
the specific roles and applications that the
things in the connected loT network play. In this
research, we demonstrate how their proposed
security evaluation is impractical in a real-world
setting and how their scheme is expensive for
the loT sensor nodes' overall communication
process.

Review of Literature:

loT is getting more and more attention quickly
because it can collect and send information by
connecting everything to the internet. To
provide the best service possible in the area, a
specific number of research projects are being
conducted at various universities and labs. One
of the research areas being looked into is
security, and additional solutions have been put
out. We review the works that have been done
in this field in this part. In the context of the
Internet of Things, where mobile nodes must be
verified by the cluster in order to conduct
communication, Jingjun and Liangmin [42]
presented a rapid identity authentication
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protocol for mobile nodes. This kind of protocol
is practical and offers privacy protection. The
suggested protocol, which quickly implements
identification authentication and privacy
protection, is based on the Veronoi [43]
network model and incorporates a valid request
message and a response authentication
message. The authors also examined the
security of the protocol before formalizing it in
applied pi calculus, a language for describing
concurrent processes and their interactions. It
expands the pi calculus by giving users the
option to represent cryptographic primitives
using equation theory and signatures. This
serves to demonstrate how well the protocol
protects privacy. The authors discovered that
their protocol has reduced communication
overhead, is sufficiently safe, and offers
additional  privacy  protection elements
compared to related single-step protocols like
the basic hash protocol and OSK protocol. For
multimedia applications with key features
including traffic analysis, security requirements,
and traffic scheduling, Liang et al [44]'s
developed security-critical multimedia service
architecture. One of the first security-conscious
traffic management solutions for such loT
applications, according to the authors, is their
suggestion. The following are the important
elements of the suggested protocol: key
[45-47], batch
authentication, and

management rekeying,
watermarking.  The
proposed methodology for the authentication
process uses a variety of techniques, from
mutual authentication between the server and
user based on access control, ability certificates,
and mutual authentication to the use of access
control and capability certificates [48, 49]. In
general, watermarking serves to identify the
source of the content, track down unlawfully
distributed items, and bar unauthorized access

to the content [50]. Three modes of operation
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are recommended [51] to meet the needs of
various multimedia applications: periodic batch
rekeying, periodic batch leave rekeying, and
periodic batch join rekeying. A communication
protocol for RFID systems in the Internet of
Things was proposed by Gao et al. [52] and its
security was demonstrated using the random
oracle approach [53]. Readers, tags, and RFID
middleware make up the bulk of the suggested
security model for Internet of Things (loT) RFID
systems. The EPC of each object in the system is
distinct. The random oracle model is used to
define the RFID system model in the Internet of
Things [54]. The article suggests the SPAP
protocol, which makes use of XOR, one-way
hashing, and symmetric encryption. As
demonstrated by the random oracle model,
SPAP can accomplish internal security,
ownership transfer of tags, and mutual
authentications. In addition, SPAP can resist
retransmission and some common assaults. The
SPAP protocol performs well, according to the
findings of the safe performance analysis. For
the perception layer of the Internet of Things,
Ye et al. [55] have more recently proposed an
effective authentication and access control
scheme that focuses on quick and easy mutual
authentication and secure key establishment
based on ECC, which has significantly lower
storage and communication overheads. The
access control policy has implemented the ABC-
based authorization approach. The user is
described as a visitor in the perception layer
and includes devices like as mobile phones and
smart computers. Their architecture design is
primarily based on the concept of a base station
(BS) which collects the data and manages the
sensor nodes. Finally, the organization in
responsibility of producing and managing the
attribute information is known as the attribute
authority (AA). To enable mutual authentication
between users and nodes and fine-grained
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access control, an effective ECC-based
authentication method and attribute-based
access control policy were put forth. Mutual
authentication, whose procedure is simple to
address the resource-constrained issue of the
loT perception layer, assures the security of
communication between user and nodes.
Flexible fine-grained access control can be
achieved by using user attribute certificates in
the access control authority to access the data.

Suggestions for Changes:

The proposed changes have two parts: the
registration stage and the validation stage.
There is also a third, very important part called
"password recovery or change." After analyzing
the loT scheme proposed by ling et al., this
section shows the suggested improvements. To
make up for this security hole, we've come up
with security patches that fix the flaws in Jing et
alplan. .'s Before going into detail about the
proposed changes, some assumptions are made
that should not be broken when the plan is put
into action.

Performance and Security Analysis:

It was demonstrated in [56-59] that security
services are taken into account more when
analyzing the data and network security, so in
this analysis we assume that an adversary may
intercept M1, M2, and M3 at any time. In this
section, we present our proposed protocol
evaluation in terms of security analysis.
Additionally, we make the assumption that an
adversary can steal a user device or hack
passwords, but not both at once. According to
the available literature, it can be challenging to
extract secrets from a smart card's memory,
hence several firms that make smart cards offer
defenses against the possibility of such side
channel assaults. Based on the aforementioned
hypotheses, an attacker might carry out specific
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assaults to thwart the suggested protocol.
Security Assessment It is utilized in this area to
assess network security. Analyze how safe it is
to launch attacks against well-known security
holes. By contrasting the perfection with
previous investigations, the quality was
confirmed.

Mutual Authentication

In this article, we continue the ID/PW
process
authentication centre utilizing encryption

subscription by joining the
mechanism. Random number values are traded
during this procedure, and these values are
eventually utilized to update authentication and
key values. Additionally, the polynomial f(k) is
transmitted to the user and the loT device,
respectively, in the case of the authentication
centre, for the subsequent authentication
process. After initial authentication, mutual
authentication is possible by having a
verification procedure with this polynomial
value. The polynomial f(k) is utilized in the
subsequent authentication process to directly
authenticate the user and the loT device,
respectively, as the authentication centre
manages the authentication process and
enables secure authentication.

Reuse Attack

By illegal users, device-device and person this is
an exploit that takes a message produced
during the communication process between
two devices and reuses it. Through the constant
exchange of random numbers, it is possible to
validate the previous transmission value even if
the message has been stolen. Additionally, since
the timestamp is assumed to be transmitted
during the authentication procedure in this
study, it is feasible to confirm the accuracy of
the data sent earlier.
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Message Forgery Attack:

This is an attack in which an unauthorized user
intercepts a message created during the
communication process between a device and a
person's device, forges or modifies the
message, and transmits it for the attacker's
intended use. During data transfer, encryption
It generates and transmits the cypher text using
the key, therefore unless an attacker gets the
key, it is secure against message forging
attempts.

Sniffing:
Messages created throughout the
communication process are encrypted using a
secret key as one of the attack techniques to
peek at messages carried on the network. Even
if an attempt is made to peep into messages by
sniffing by continuously changing the key,
encryption will prevent this. Since it can only
see the message, it is protected against the
attack.

Spoofing:

It is an attack strategy that presents network
users' and devices' identity data as that of an
authorized user in an effort to trick the
adversary. Pre-communication involves
performing the authentication method, and
even if a spoofing attack takes place, the secret
that each node shared during the first
authentication operation will prevent it. Given
that the amount is unknown, it is secure from

assault.

Conclusion:

The development of hardware and internet
technology offers people many advantages, but
regrettably, a lot of security threat scenarios are
happening at the same time. The performance
of loT devices has suffered greatly as a result of
the expansion of malware and hacking
techniques employed in the current PC
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environment to loT devices. Applying the
security protocol on communication protocol of
the current PC environment is challenging due
to memory and power constraints. So, as can be
seen from the article, a security protocol was
built while taking into account the loT call's
features and the suitability for both security
and performance was verified by performance
evaluation. Therefore, it is anticipated that it
will be able to provide an effective security
system in the future Internet environment if the
proposed protocol is implemented.
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