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Abstract

The sharing of information over secure channels relies on the efficiency of the cipher. In particular, designing
mathematical models using programming techniques play a vital role in developing a secure cryptosystem. In this
paper, we developed a pseudorandom numbers generator using modular arithmetic for performing encryption in a

stream cipher which applies Affine operation.
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Introduction

In the era of digitalization, information shared
over secure channel should retain confidentiality.
The subject of cryptology plays a crucial part in
exchanging the information securely. Cryptology is
the combination of cryptography and
cryptanalysis. Cryptography is the art of
encrypting and decrypting data by means of a
shared key (public and/or private). Cryptanalysis
are developed. Some of the famous modern
cryptosystems are AES and DES.

The information to be shared is stored in the
form of bits. The allocated data is either
communicated in few blocks of bits or one bit ata
time depending upon which ciphers are divided
as Block or Stream cipher. Block ciphers encrypt
group of bits at a time and retain the confusion
and diffusion property and hence is the art of
breaking the cryptosystems to hack enhance the
security. On the other hand, Stream the
information [1-2]. An efficient cryptosystem, a
secure key exchange protocol and a robust key
generation technique play a vital role in
communicating data among people. These
algorithms are developed using different
mathematical concepts and are implemented
using programming languages. Further, the
algorithms are tested against various
parametersfor measuring their efficiency. Few of
themeasuring parameters are time, memory,

andcomplexity of an algorithm, randomness of
the key generated, speed of the key and
cryptosystems’ resistance to different attacks. In
the ancient era, classical ciphers such as Shift
ciphers and multiplicative cipherswere designed.
With the onset of technology, therewas a
substantial need for efficient cryptosystems
whose efficiency should outreach the measuring
parameters discussed above. Thus, modern
cryptosystems along with key exchange
protocols ciphers encrypt one bit at a time,
retain confusion property only and are desirable
to be used as one time pads by using
pseudorandom numbers.

One Time Pad and Pseudorandom numbers
generator:

One Time Pad is an attack-resistant encryption
technique which uses a pre-shared random key
stream. The length of the plaintext and that of
the key stream is same. The random key streamis
produced using a pseudorandom numbers
generator which intakes seed value to generate
numbers. The seed value can be input either
manually or it can be recorded from the hardware
parameters such as number of mouse clicks in a
certain period of time. Linear recurrence
relations are substantially used to generate
pseudorandom numbers which include Fibonacci
series, Lucas numbers and many more [3-7].
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Classical ciphers are applied to develop strong
cryptosystems by overcoming their drawbacks
[8]. In this paper, a stream cipher which uses
affine cipher for performing encryption using a
random key stream generated using modular
exponentiation and modulo addition is
developed.

Affine Cipher:

An Affine cipher is mono-alphabetic cipher
which uses two private keys to encrypt the data.
For a total of n number of characters, the private
keys are selected as: a, b € N 3 gcd(a, n) =1,
a, b < n. The plaintext P is encrypted as:
Cipher text,C =(axP+

b) mod n and the cipher text C is decrypted as:

P = (C — b) * almod n wherea * a~1= 1(mod n).
This cipher is vulnerable to attacks by means of
frequency analysis [1-2].

Proposed Method

The proposed cryptosystem inputs the length of
the plain text and the exchanged key to generate a
sequence of random numbers using which each
character is encrypted by using the encryption
technique of an Affine cipher.

The Methodological approach for the proposed
cryptosystem is provided in the form of a pseudo
code.

The parameters used in the pseudo code
represent the following:

m = Total number ooo characters

Pli] = Plaiin text at iith positiion

C = Ciipher text at iith posiition

n = length ooo the plaiin text/ciipher text

Shared Key,K = (p,a,b)wherep = m,p =
n and p iis priime,a,b € N
al] =

Sequence ooo random numbers generated

Key Generation (Pseudo code to generate
random numbers):

Start

a[l] =amodp

al2] = bmodp
ooorii=3ton

{

Start

ooorii=1ton

{

Clii] = (P[ii] * alii] + a) mod p
}

. The

End
Pseudo code to perform decryption:

Start
ooorii=1ton

{
Pli]=((CE1-a)*a[i])modp  //where,ali] + ali]™* = 1(mod p)

}
End

Implementation

The proposed method is implemented for a
character set consisting of 26 alphabets whose
numerical equivalents are used in computations.
The 26 alphabets are mapped to the numerical
valuesas:d & 1,B & 2,...,Z & 26.

For the plain text “SECRET” and the shared key
combination (29,15,19), the cryptosystem
designed generates the following result.

m=p=1a=150=19n=6 Paintert = SECRET 1933 18520
Koy Stream =15 =19 ofl=03 o=10 off=) df=15
(it (U= (=00 Q=0 (-1 (3= (=1
Plintat f=0 M1=5 Md=3 Ad=18 AA=1 FH=1,

1§
0
i

Result Analysis
gincludeciostrean)
ginclude<cmathy

using namespace std;

long int ec(int =, int n, int k)

long int mlel;

for(int i=1;i<=n;i++)

f
\

ml=n*ml;
if(ml>=k)
A mismikk;
J

]

return ml;
A
Pseudo random numbers generators
algorithm is implemented using DEV C++
compiler. The following code is used to generate

a pseudo random sequence ofnumbers:

}
End

945
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ali] = (alii — 1]26i-21 + i) mod p

Pseudo code to perform encryption:

that the sequence of numbers would repeat after
certain values which is advantageous to the
intruder for conducting chosen plain text attack.

int main()
1

long int a,b,p,n;

long int al[leee],bi[10ee],d1[100e];
cout<<"Enter a value:";
cin>>a;

cout<<“Enter b value:";
cin>>b;

cout<<"Enter p value:™;
cin>>p;

cout<<“Enter n value:";
cin>>n;

alfe)=a%p;

al[1]~bXp;

for(long int {=2;i<n;i+s)

|

bi[i)=ec(a1[i-1]),81[i-2]),p);
difi]=(bi[i]+is1)%p;
al[i)=d1[i]);

&or(in( i=@3i<nzive)

cout<<alli)cc™\t";

)
J
P

return @3

After executing the code against different prime
numbers (less than 100) and 5 different key
combinations (p, a, b), we obtain distinct
pseudorandom sequences of numbers which is
periodic after certain values. The following datais
formulated after execution:

Prime, p PEI?;S::‘);&:;]T;:M“ Period
p=2 3 4
p=3 3 3
p=>5 Sori10 5
p=7 7orl4d 14
p=11 9or0ori3 33
p=13 Jorlé 13 or39
p=17 44 17
p=19 7 95
p=23 1or83 23
p=29 53 or82 29
p=31 63or32 62
p=37 12 or 49 37
p=41 86 41
p=43 135 0r 50 43
p =47 46 235
p=>53 97 53
p =759 101 118
p=61 44 182
p =67 226 402
p=71 65 710
p=73 27 146
p=79 254 158
p=283 671 166
p =89 174 356
p=97 108 291

From the data, the periodicity of the obtained
sequence depends upon the prime number p’
and is given by the relation t = k * p, k € N,
where t is the period of the pseudorandom
sequence generated. Hence, while performing
encryption the condition p = n shall not be

dropped because for p < n there is a possibility =~ 946

. The developed cryptosystem uses affine ciphers’

algorithm for encryption but it is not prone to
attacks by means of frequency analysis. In the
example discussed above, we can observe that
the character “E” occurs twice in the plain text
but the cipher text for the character “E” is
different in both cases. Also, in the cipher text we
have three character values to be “25” but their
corresponding plain text characters are different.
Thus, the cryptosystem cannot be broken down
by means of frequency analysis. This is because
each character is encrypted using a different key
value. The key generation algorithm helps to
generate a random key stream which is used to
encryptthe data.

Conclusion

The developed cryptosystem is a stream cipher
which encrypts one character at a time. The
pseudorandom numbers generator produces a

sequence of numbers which is periodic after
and that of the key stream is same and hence it
is desirable to use the encryption algorithm as a
One Time Pad. The proposed method is an
application to the Affine cipher. The security of
the cryptosystem proposed is dependent upon the
key exchanged which generates a pseudorandom
key stream which can be enhanced by means ofa
strong and an efficient key exchange protocol.
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