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Abstract 

 

The sharing of information over secure channels relies on the efficiency of the cipher. In particular, designing 
mathematical models using programming techniques play a vital role in developing a secure cryptosystem. In this 
paper, we developed a pseudorandom numbers generator using modular arithmetic for performing encryption in a 
stream cipher which applies Affine operation. 
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Introduction 
In the era of digitalization, information shared 
over secure channel should retain confidentiality. 
The subject of cryptology plays a crucial part in 
exchanging the information securely. Cryptology is 
the combination of cryptography and 
cryptanalysis. Cryptography is the art of 
encrypting and decrypting data by means of a 
shared key (public and/or private). Cryptanalysis 

are developed. Some of the famous modern 
cryptosystems are AES and DES. 
The information to be shared is stored in the 
form of bits. The allocated data is either 
communicated in few blocks of bits or one bit at a 
time depending upon which ciphers are divided 
as Block or Stream cipher. Block ciphers encrypt 
group of bits at a time and retain the confusion 
and diffusion property and hence is the art of 
breaking the cryptosystems to hack enhance the 
security. On the other hand, Stream   the 
information [1-2]. An efficient cryptosystem, a 
secure key exchange protocol and a robust key 
generation technique play a vital role in 
communicating data among people. These 
algorithms are developed using different 
mathematical concepts and are implemented 
using programming languages. Further, the 
algorithms are tested against various 
parametersfor measuring their efficiency. Few of 
themeasuring parameters are time, memory, 

andcomplexity of an algorithm, randomness of 
the key generated, speed of the key and 
cryptosystems’ resistance to different attacks. In 
the ancient era, classical ciphers such as Shift 
ciphers and multiplicative ciphers were designed. 
With the onset of technology, therewas a 
substantial need for efficient cryptosystems 
whose efficiency should outreach the measuring 
parameters discussed above. Thus, modern 
cryptosystems along with key exchange 
protocols ciphers encrypt one bit at a time, 
retain confusion property only and are desirable 
to be used as one time pads by using 
pseudorandom numbers. 
 
One Time Pad and Pseudorandom numbers 
generator: 
One Time Pad is an attack-resistant encryption 
technique which uses a pre-shared random key 
stream. The length of the plaintext and that of 
the key stream is same. The random key stream is 
produced using a pseudorandom numbers 
generator which intakes seed value to generate 
numbers. The seed value can be input either 
manually or it can be recorded from the hardware 
parameters such as number of mouse clicks in a 
certain period of time. Linear recurrence 
relations are substantially used to generate 
pseudorandom numbers which include Fibonacci 

series, Lucas numbers and many more [3-7]. 
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Classical ciphers are applied to develop strong 
cryptosystems by overcoming their drawbacks 
[8]. In this paper, a stream cipher which uses 
affine cipher for performing encryption using a 
random key stream generated using modular 
exponentiation and modulo addition is 
developed. 
 
Affine Cipher: 
An Affine cipher is mono-alphabetic cipher 
which uses two private keys to encrypt the data. 
For a total of 𝑛 number of characters, the private 
keys are selected as: 𝑎, 𝑏 ∈ 𝑁 ∋ gcd(𝑎, 𝑛) = 1, 
𝑎, 𝑏 < 𝑛. The plaintext 𝑃 is encrypted      as:      
Cipher      text, 𝐶 = (𝑎 ∗ 𝑃 + 
𝑏) 𝑚𝑜𝑑 𝑛 and the cipher text 𝐶 is decrypted as: 
𝑃 = (𝐶 − 𝑏) ∗ 𝑎−1 𝑚𝑜𝑑 𝑛 where𝑎 ∗ 𝑎−1 ≡ 1(𝑚𝑜𝑑 𝑛). 
This cipher is vulnerable to attacks by means of 
frequency analysis [1-2]. 
 
Proposed Method 
The proposed cryptosystem inputs the length of 
the plain text and the exchanged key to generate a 
sequence of random numbers using which each 
character is encrypted by using the encryption 
technique of an Affine cipher. 
The Methodological approach for the proposed 
cryptosystem is provided in the form of a pseudo 
code. 
 
The parameters used in the pseudo code 
represent the following: 
𝑚 = 𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑜𝑜 𝑐ℎ𝑎𝑟𝑎𝑐𝑡𝑒𝑟𝑠 
𝑃[𝑖𝑖] = 𝑃𝑙𝑎𝑖𝑖𝑛 𝑡𝑒𝑥𝑡 𝑎𝑡 𝑖𝑖𝑡ℎ  𝑝𝑜𝑠𝑖𝑖𝑡𝑖𝑖𝑜𝑛 
𝐶  = 𝐶𝑖𝑖𝑝ℎ𝑒𝑟 𝑡𝑒𝑥𝑡 𝑎𝑡 𝑖𝑖𝑡ℎ  𝑝𝑜𝑠𝑖𝑖𝑡𝑖𝑖𝑜𝑛 
𝑛 = 𝑙𝑒𝑛𝑔𝑡ℎ 𝑜𝑜𝑜 𝑡ℎ𝑒 𝑝𝑙𝑎𝑖𝑖𝑛 𝑡𝑒𝑥𝑡/𝑐𝑖𝑖𝑝ℎ𝑒𝑟 𝑡𝑒𝑥𝑡 
𝑆ℎ𝑎𝑟𝑒𝑑 𝐾𝑒𝑦, 𝐾 = (𝑝, 𝑎, 𝑏)𝑤ℎ𝑒𝑟𝑒 𝑝 ≥ 𝑚, 𝑝 ≥ 
𝑛 𝑎𝑛𝑑 𝑝 𝑖𝑖𝑠 𝑝𝑟𝑖𝑖𝑚𝑒, 𝑎, 𝑏 ∈ 𝑁 
𝑎[ ] = 
𝑆𝑒𝑞𝑢𝑒𝑛𝑐𝑒 𝑜𝑜𝑜 𝑟𝑎𝑛𝑑𝑜𝑚 𝑛𝑢𝑚𝑏𝑒𝑟𝑠 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒𝑑 
 
Key Generation (Pseudo code to generate 
random numbers): 
𝑆𝑡𝑎𝑟𝑡 
𝑎[1] = 𝑎 𝑚𝑜𝑑 𝑝 
𝑎[2] = 𝑏 𝑚𝑜𝑑 𝑝 
𝑜𝑜𝑜𝑟 𝑖𝑖 = 3 𝑡𝑜 𝑛 
{ 

𝑆𝑡𝑎𝑟𝑡 
𝑜𝑜𝑜𝑟 𝑖𝑖 = 1 𝑡𝑜 𝑛 
{ 
𝐶[𝑖𝑖] = (𝑃[𝑖𝑖] ∗ 𝑎[𝑖𝑖] + 𝑎) 𝑚𝑜𝑑 𝑝 
} 

 
𝐸𝑛𝑑 
 
Pseudo code to perform decryption: 
 
𝑆𝑡𝑎𝑟𝑡 
𝑜𝑜𝑜𝑟 𝑖𝑖 = 1 𝑡𝑜 𝑛 
{ 

  

} 
𝐸𝑛𝑑 
 
Implementation 
The proposed method is implemented for a 
character set consisting of 26 alphabets whose 
numerical equivalents are used in computations. 
The 26 alphabets are mapped to the numerical 
values as:𝐴 ↔ 1, 𝐵 ↔ 2, … , 𝑍 ↔ 26. 
For the plain text “SECRET” and the shared key 
combination (29,15,19), the cryptosystem 
designed generates the following result. 

 

2 

 

Result Analysis 

 
1. The Pseudo random numbers generators 

algorithm is implemented using DEV C++ 
compiler. The following code is used to generate 
a pseudo random sequence of numbers: 

 
} 
𝐸𝑛𝑑 
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𝑎[𝑖𝑖] = (𝑎[𝑖𝑖 − 1]𝑎[𝑖𝑖−2]  + 𝑖𝑖) 𝑚𝑜𝑑 𝑝 
Pseudo code to perform encryption: 

that the sequence of numbers would repeat after 
certain values which is advantageous to the 
intruder for conducting chosen plain text attack. 

 
 

After executing the code against different prime 
numbers (less than 100) and 5 different key 
combinations (𝑝, 𝑎, 𝑏), we obtain distinct 
pseudorandom sequences of numbers which is 
periodic after certain values. The following data is 
formulated after execution: 
 

 
 

From the data, the periodicity of the obtained 
sequence depends upon the prime number ′𝑝′ 
and is given by the relation 𝑡 = 𝑘 ∗ 𝑝, 𝑘 ∈ 𝑁, 
where 𝑡 is the period of the pseudorandom 
sequence generated. Hence, while performing 
encryption the condition 𝑝 ≥ 𝑛 shall not be 
dropped because for 𝑝 < 𝑛 there is a possibility 

2. The developed cryptosystem uses affine ciphers’ 
algorithm for encryption but it is not prone to 
attacks by means of frequency analysis. In the 
example discussed above, we can observe that 
the character “E” occurs twice in the plain text 
but the cipher text for the character “E” is 
different in both cases. Also, in the cipher text we 
have three character values to be “25” but their 
corresponding plain text characters are different. 
Thus, the cryptosystem cannot be broken down 
by means of frequency analysis. This is because 
each character is encrypted using a different key 
value. The key generation algorithm helps to 
generate a random key stream which is used to 
encrypt the data. 
 
Conclusion 
The developed cryptosystem is a stream cipher 
which encrypts one character at a time. The 
pseudorandom numbers generator produces a 

sequence of numbers which is periodic after  certain values. Here, the length of the plain text 3
 

and that of the key stream is same and hence it 
is desirable to use the encryption algorithm as a 
One Time Pad. The proposed method is an 
application to the Affine cipher. The security of 
the cryptosystem proposed is dependent upon the 
key exchanged which generates a pseudorandom 

key stream which can be enhanced by means of a 
strong and an efficient key exchange protocol. 
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