Neuroquantology| November 2022 | Volume 20 | Issue 19 |PAGE 4533-4541|DOI: 10.48047/NQ.2022.20.19.NQ99417
Prithviraj Singh SOLANKI et al/ Utilizing Artificial Intelligence and Machine Learning Classifiers for Suspicious Activity Prevention: An Innovative Approach

&

Utilizing Artificial Intelligence and Machine Learning
Classifiers for Suspicious Activity Prevention: An
Innovative Approach

Prithviraj Singh SOLANKI
Assistant Professor, Computer Engineering, Hansaba College of Engineering & Technology, Gokul Global University,
Siddhpur
prithvisingh2488@gmail.com

Abstract -
Network security and protection against various types of attacks have become crucial concerns in the field of
information security. Wireless Sensor Networks (WSNs) face unique challenges in this regard due to their specific
properties. While several proposed structures and guidelines exist for safeguarding WSNs against intrusions, most of
them lack a comprehensive view and are designed for specific purposes. In this research paper, present a novel and
complete Intrusion Detection Architecture that takes a holistic approach to address this issue.The key contribution
of this architecture lies in its innovative design, which is tailored to the application domain and its required security
level. The focus of this paper is on the classification of WSNs, the design and deployment of a Wireless Sensor
Network-wide Intrusion Detection System on the central server [8].Approach primarily relies on an Anomaly-based
Intrusion Detection System that uses a multimodal approach and incorporates a time-delay neural network-based
mechanism to classify system activities as normal or anomalous.By adopting this comprehensive Intrusion Detection
Architecture, organizations can enhance the security of their wireless sensor networks and effectively detect and
respond to potential intrusions.Network security is a paramount concern in today's technological landscape, with
organizations facing increasing threats and attacks. Intrusion Detection Systems (IDS) play a critical role in
safeguarding networks by detecting and preventing unauthorized access and malicious activities [11]. Traditional IDS
techniques have limitations in effectively identifying and responding to complex intrusion patterns. Therefore, there
is a need for innovative approaches that leverage artificial intelligence (Al) and machine learning (ML) classifiers to
enhance the accuracy and efficiency of intrusion detection[10].

Keywords - Intrusion detection, Artificial intelligence, Machine learning, Classifiers, Network security, Cyber
threats.
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I. INTRODUCTION

Previously, the realm of programming and
hacking was predominantly limited to highly skilled
developers who possessed a deep understanding of
computer communications and how to exploit
vulnerabilities. However, with the widespread
availability of hacking tools on the internet, almost
anyone can now become a hacker. This accessibility,
coupled with the prevalence of open networks, has
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significantly increased the need for network security
and proactive security measures.The simplest way to
protect a network from external attacks is to isolate it
completely from the outside world. By creating a closed
network, access is limited only to trusted individuals
and authorized sites. Information security plays a crucial
role in safeguarding data and minimizing the risk of
unauthorized access[12]. It encompasses a wide range
of practices and activities aimed at developing and
implementing security measures of various types
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(technical, organizational, human-oriented, and legal) to
ensure the integrity of data across its various stages,
from creation and processing to storage, transmission,
and destruction, while also protecting data systems
from malware. Networks are vulnerable to attacks from
malicious sources seeking to exploit weaknesses in the
system. A network attack refers to any deliberate action
that involves unauthorized access, manipulation, or
exploitation of information within a network. These
attacks utilize malicious code to alter computer code,
logic, or data, resulting in detrimental consequences
that compromise the security and integrity of data. Such
attacks can lead to various cybercrimes, including
identity theft and data breaches.lt is essential to
implement robust security measures and protocols to
safeguard networks and prevent potential attacks [5].
This involves deploying firewalls, intrusion detection
systems, encryption techniques, and regular security
audits to identify and address vulnerabilities.
Additionally, educating users about best practices for
data security, such as strong passwords and safe
browsing habits, is crucial in preventing network
breaches.The increasing accessibility of hacking tools
and the prevalence of open networks necessitate a
heightened focus on network security. By implementing
comprehensive security measures, organizations can
protect their data from unauthorized access,
manipulation, and cybercrimes. It is imperative to stay
vigilant, employ the latest security technologies, and
continually update and adapt security protocols to
combat evolving threats in the ever-changing landscape
of network security.

II. LITERATURE REVIEW

Various techniques and systems have been
employed to effectively detect DoS (Denial-of-Service)
attacks. Garcia utilized a Gaussian mixture model to
identify anomalous packets in the network, enabling the
detection of intrusion incidents. Vern Paxson developed
a real-time network attacker tracking system called Bro,
which  emphasizes high-speed monitoring and
immediate  response  for  effective  intrusion
detection.Warusia Yassin, Nurlzara Uder, Zaiton Muda,
and Md. Nasir Sulaiman utilized a novelty-based
detection approach using K-means clustering and Naive
Bayes classification. Elkin Eyes, S. Karthirem, and E.
Thanagadurai proposed a multivariate correlation-
based method for detecting Denial-of-Service attacks,
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achieving high accuracy. Zhiyuan Tan successfully
detected Denial-of-Service attacks using computer
vision techniques and employed multivariate
correlation analysis based on triangle area mapping and
Euclidean distance [6].

The primary objectives of the system are as follows:
Firstly, to propose a comprehensive framework for DoS
attack detection. Secondly, to propose algorithms for
generating normal profiles and detecting attacks in the
system. Lastly, to design a network intrusion detection
system that achieves high detection accuracy and can
withstand zero-day attacks [3].

To combat DoS attacks carried out by tools like wormes,
botnets, and other attack packets that attempt to
bypass the defense system, a behavior-based detection
approach is proposed. This approach can effectively
distinguish DoS attack traffic from legitimate network
activity. By analyzing the recurring characteristics of
packet appearances, the behavior-based detection
technique can swiftly identify and isolate attack traffic
from genuine traffic, thereby providing a prompt
response.The performance of the aforementioned
methods is commendable as they successfully protect
the server from crashing during a DoS attack.Various
approaches such as anomaly detection, behavior-based
detection, and correlation analysis have been proposed
to detect and mitigate DoS attacks [13]. These methods
contribute to the development of robust intrusion
detection systems that enhance network security and
protect against disruptive attacks. Continuous research
and improvement in intrusion detection techniques are
crucial to stay ahead of evolving threats and ensure the
resilience of network infrastructure.This research paper
presents an innovative approach to intrusion detection
by harnessing the power of Al and ML classifiers. The
proposed system utilizes a combination of supervised
and unsupervised learning algorithms to analyse
network traffic patterns and identify potential
intrusions. The use of Al and ML techniques enables the
system to adapt and learn from new attack patterns,
enhancing its effectiveness over time [7].

Intrusion Design Architecture refers to the framework
or structure developed to effectively detect and
respond to intrusions or unauthorized activities within a
system or network. It involves the design and
implementation of various components, policies, and
procedures to ensure the security and integrity of the
system. The main objective of intrusion design
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architecture is to provide a robust defense mechanism
against potential threats and attacks.

The architecture typically includes the following key
elements:

1. Network Segmentation: The network is divided
into distinct segments or zones, each with its
own security controls and access restrictions.
This helps in isolating critical systems and
limiting the impact of a potential intrusion.

2. Intrusion Detection System (IDS): IDS monitors
network traffic and identifies suspicious or
malicious activities. It can be either network-
based (NIDS) or host-based (HIDS) and uses
various techniques such as signature-based
detection, anomaly detection, or behavior
analysis to detect potential threats.

3. Intrusion Prevention System (IPS): IPS works in
conjunction with the IDS and takes active
measures to prevent or mitigate detected
intrusions. It can block or quarantine suspicious
traffic, update firewall rules, or initiate other
protective actions.

4. Security Information and Event Management
(SIEM): SIEM collects and analyzes security
events and log data from various sources within
the network. It helps in identifying patterns,
correlations, and anomalies that might indicate
a security breach.

5. Access Control Mechanisms: Strong access
control mechanisms, including authentication,
authorization, and accounting, are
implemented to restrict access to sensitive
resources. This ensures that only authorized
individuals or systems can access critical
information.

6. Incident Response Plan: An incident response
plan outlines the steps to be taken in the event
of a security incident or intrusion. It defines
roles and responsibilities, communication

protocols, and escalation procedures to
effectively mitigate and recover from the
incident.

7. Security Monitoring and Logging: Continuous
monitoring of the network, system logs, and
security events helps in early detection and
response to potential intrusions. Logging and
auditing  mechanisms  capture relevant
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information for forensic analysis and post-
incident investigation.

8. Regular Updates and Patch Management:
Keeping all systems, applications, and firmware
up to date with the latest security patches and
updates is essential to prevent known
vulnerabilities from being exploited.

9. Security Policies and Training: Well-defined
security policies and procedures should be
established and communicated to all users.
Regular security awareness training educates
users about potential risks, best practices, and
their role in maintaining a secure environment.

10. Continuous Improvement and Evaluation: The
intrusion design architecture should undergo
regular evaluation, testing, and improvement to
address emerging threats and adapt to evolving
security requirements.

By implementing comprehensive intrusion design
architecture, organizations can enhance their ability to
detect, prevent, and respond to intrusions effectively,
thereby safeguarding their systems and data from
unauthorized access and potential harm [14].
[1l. METHODOLOGY

The research methodology involves collecting a
comprehensive dataset of network traffic samples,
including both normal and malicious activities. Various
Al and ML classifiers, such as decision trees, random
forests, support vector machines, and deep neural
networks, are trained and evaluated using this dataset.
Performance metrics such as accuracy, precision, recall,
and Fl-score are used to assess the effectiveness of
each classifier [15]. Fig.1 Adapted from Ref: research
gate. Net figure The-proposed-Framework-of-the-
intrusion-detection_figl 274019590
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Fig. 1 Intrusion Detection System

The methodology for developing an intrusion detection
system using ML and Al involves several key steps:

1.

Data Collection: Gather a comprehensive
dataset that includes network traffic data, logs,
and other relevant information. The dataset
should consist of both normal and malicious
activities to train and evaluate the intrusion
detection system effectively.

Data Preprocessing: Cleanse and preprocess the
collected data to ensure its quality and
consistency. This step involves removing noise,
handling missing values, and transforming data
into a suitable format for further analysis.
Feature Extraction and Selection: Extract
relevant features from the preprocessed data
that capture the distinguishing characteristics of
normal and malicious activities. Use techniques
such as statistical analysis, dimensionality
reduction, and domain knowledge to select the
most informative and discriminative features.
Model Selection: Choose appropriate ML and Al
classifiers that are well-suited for intrusion
detection tasks. Commonly used classifiers
include decision trees, support vector machines
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(SVM), random forests, neural networks, and
ensemble methods. Consider factors such as
accuracy, interpretability, and computational
efficiency when selecting the models.

5. Training and Evaluation: Split the dataset into
training and testing subsets. Train the selected
classifiers using the training data and evaluate
their performance using the testing data.
Performance metrics such as accuracy,
precision, recall, and F1 score are commonly
used to assess the effectiveness of the models.

6. Model Optimization: Fine-tune the parameters
of the selected classifiers to optimize their
performance. Techniques like cross-validation,
grid search, and parameter tuning algorithms
can help find the optimal parameter settings for
the models.

7. Ensemble Techniques: Consider utilizing
ensemble techniques, such as bagging or
boosting, to combine multiple classifiers and
improve the overall accuracy and robustness of
the intrusion detection system.

8. Real-Time Monitoring: Develop mechanisms to
monitor network traffic and apply the trained
classifiers in real-time to detect potential
intrusions. This may involve the deployment of
sensors, network monitoring tools, and
continuous analysis of incoming data streams.

9. Performance Evaluation: Conduct extensive
performance evaluation of the developed
intrusion detection system using real-world
scenarios and test datasets. Compare the
results with existing intrusion detection systems
and evaluate the system's effectiveness in
accurately detecting and classifying intrusions
while minimizing false positives and false
negatives.

10. System Deployment and Maintenance: Once
the intrusion detection system demonstrates
satisfactory performance, deploy it in the
production environment. Regularly update and
maintain the system by retraining the models
with new data and adapting to evolving attack
patterns.

IV. PROPOSED APPROACH: UTILIZING Al AND ML CLASSIFIERS

The proposed approach aims to leverage Al and ML

classifiers to enhance the effectiveness and efficiency of
intrusion detection systems.
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1. Data Preprocessing: The first step in the
proposed approach involves collecting and
preprocessing the dataset. The collected data
includes network traffic logs, system logs, and
other relevant information. The data is cleaned,
normalized, and transformed into a suitable
format for further analysis.

2. Feature Extraction: Next, relevant features are
extracted from the preprocessed data. These
features capture important characteristics of
normal and malicious activities. Feature
extraction techniques such as statistical
analysis, information gain, and correlation
analysis are applied to select the most
informative features.

3. Model Selection: The proposed approach
considers various Al and ML classifiers to build
the intrusion detection system. Classifiers such
as decision trees, random forests, SVM, and
neural networks are evaluated based on their
performance, interpretability, and
computational requirements. The selection of
the most appropriate classifiers depends on the
specific requirements and characteristics of the
dataset.

4. Model Training: The selected classifiers are
trained using the preprocessed data. The
training process involves optimizing the model
parameters to achieve high accuracy and
minimize false positives and false negatives.
Techniques such as cross-validation and grid
search are employed to fine-tune the models
and select the optimal parameter settings.

5. Ensemble Techniques: Ensemble techniques,
such as bagging or boosting, are applied to
combine the predictions of multiple classifiers.
This helps improve the overall accuracy and
robustness of the intrusion detection system.
Ensemble methods also provide a means to
handle uncertainty and make more reliable
decisions.

6. Real-Time Monitoring: The trained classifiers
are deployed in a real-time monitoring system
to detect potential intrusions. The system
continuously analyzes incoming network traffic
and applies the ensemble of classifiers to
classify activities as normal or malicious. This
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enables prompt detection and response to
security threats.

7. Evaluation and Validation: The proposed
approach is evaluated using appropriate
performance metrics such as accuracy,

precision, recall, and F1 score. The system's
performance is compared against existing
intrusion detection systems to assess its
effectiveness in accurately identifying intrusions
and minimizing false alarms. Validation is
conducted using real-world scenarios and
datasets to ensure the system's reliability and
generalizability.

8. System Optimization and Adaptation: The
proposed approach is continuously optimized
and adapted to address emerging threats and
evolving attack patterns. This involves
periodically retraining the classifiers with
updated data, incorporating new features, and
refining the system's algorithms and
parameters. Regular maintenance and updates
ensure the system remains effective in
detecting and mitigating intrusion attempts.

Fig.2 Adapted From Ref: Flow-chart-of-random-forest-
algorithm-23.

Training Set
(m features x n samples)

T leaming sets
(sampling
with replacement)

Vote 2

i mm’ yy—
Decision Rule

Fig. 2Flowchart of Random Forest Training data Set
Stochastic constraints in machine learning and Al
algorithms  are  typically  expressed  through
mathematical equations [2].

1. Stochastic Gradient Descent (SGD):

In stochastic gradient descent, the algorithm aims to
minimize the loss function by updating the model
parameters in a stochastic manner. The update
equation is given by:

0 _{t+1}=06_t-a Vf(6_t, x_i,y_i)
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Here, 8_t represents the model parameters at iteration
t, a is the learning rate that determines the step size of
the update, Vf is the gradient of the loss function with
respect to the parameters, and (x_i, y_i) represents a
single data point or a small mini-batch of data. This
equation performs parameter updates based on the
gradient of the loss function for each data point or mini-
batch, allowing the algorithm to converge towards an
optimal solution.

2. Markov Chain Monte Carlo (MCMC):
MCMC algorithms are used for sampling from complex
probability distributions. The transition probability from
state X_{t-1} to X_t in a Markov chain is given by:
P(X_t | X_{t-1}) = a(X_{t-1}, X_t) P(X_t)
In this equation, P(X_t | X_{t-1}) represents the
probability of transitioning to state X_t given the
previous state X_{t-1}. a(X_{t-1}, X_t) is the acceptance
probability of the proposed transition, which depends
on the current and proposed states. P(X_t) is the
probability distribution at state X_t. This equation
defines the dynamics of the Markov chain, allowing the
algorithm to explore different states and converge
towards the target distribution.

3. Reinforcement Learning (RL):
In reinforcement learning, the Q-learning algorithm is
commonly used to learn an optimal policy in a
sequential decision-making problem. The update rule
for the action-value function Q(s, a) is given by:
Q(s, a) = Q(s, a) + a [r +y max(Q(s', a')) - Q(s, a)]
Here, Q(s, a) represents the estimated value of taking
action a in state s. a is the learning rate that determines
the step size of the update. r is the immediate reward
received after taking action a in state s. y is the discount
factor that balances the importance of immediate and
future rewards. s' and a' denote the next state and
action, respectively. This equation updates the Q-values
based on the observed reward and the estimated future
rewards, allowing the algorithm to learn the optimal
policy through trial and error.

4. Implementation:
# Import the necessary libraries
import pandas as pd
from sklearn.model_selection import train_test_split
from sklearn.ensemble import RandomForestClassifier
from sklearn.metrics import accuracy_score
# Load the dataset
dataset = pd.read_csv('intrusion_data.csv')
# Split the dataset into features and labels
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X = dataset.iloc[:, :-1] # Features

y = dataset.iloc[:, -1] # Labels

X_train, X_test, y_train, y_test = train_test_split(X, vy,
test_size=0.2, random_state=42)

# Train the RFC

classifier = RandomForestClassifier()
classifier.fit(X_train, y_train)

# Make predictions on the test set

predictions = classifier.predict(X_test)

# Evaluate the model's accuracy

accuracy = accuracy_score(y_test, predictions)
print("Accuracy:", accuracy)

plt.plot(predicted

plt.plot(X _test.reshape(-1,1)[-20:])

plt.show()
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Fig. 3Performance Evaluation of ML Algorithms

The classification report is a standard way to evaluate
the performance of a machine learning model for
intrusion detection. It provides several metrics such as
precision, recall, F1-score, and support for each class in
the classification task.

Fig. 4intrusion detection classification report
The classification report provides metrics for two
classes: "Normal" and "Attack." For each class, it shows

the precision, recall,

@

and Fl-score. The precision
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represents the ratio of correctly predicted instances of a
class to the total predicted instances of that class. The
recall, also known as sensitivity or true positive rate,
represents the ratio of correctly predicted instances of a
class to the total actual instances of that class. The F1-
score is the harmonic mean of precision and recall and
provides a balanced measure of a model's performance.
The support indicates the number of instances of each
class in the test set.
V. RESULTS AND ANALYSIS

The results demonstrate that the proposed Al and
ML-based intrusion detection system outperforms
traditional rule-based approaches. The system achieves
high accuracy in detecting known intrusion patterns and
exhibits promising capabilities in identifying emerging
and unknown threats. Additionally, the system adapts
to evolving attack strategies by continuously learning
and updating its models based on real-time network
data. Furthermore, the research explores the
integration of Al and ML classifiers with existing security
frameworks to develop a robust and comprehensive
intrusion detection system [1]. The paper discusses the
challenges and considerations involved in implementing
such a system, including data preprocessing, feature
selection, model training, and real-time deployment.
The primary goal of the system is to detect and prevent
intrusion in files.

1. File Upload: The system allows users to upload
files that need to be checked for intrusion. The
files can be in various formats, such as text files,
PDFs, or Word documents. Users can select the
file they want to upload from their local device
or provide a URL to fetch the file from an
external source.

2. Email Notification: Once the file is uploaded,
the system generates an email notification to
the specified email address. This notification
serves as an alert to the user, indicating that the
intrusion detection process has been initiated.

3. Intrusion Detection: After the email notification
is sent, the system proceeds to perform
intrusion detection on the uploaded file. The
file undergoes a series of checks and analyses to
identify any signs of intrusion or malicious
content.

4. Intrusion-Free  Verification: The  system
examines the uploaded file to ensure its
integrity and security. Various techniques, such
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as file signature analysis, checksum verification,
and content scanning, are employed to
determine if the file has been compromised or
tampered with. If the file passes these checks
and is deemed intrusion-free, it proceeds to the
next step. Otherwise, appropriate actions are
taken to handle the detected intrusion.

5. Result Notification: Once the intrusion
detection process is complete, the system
generates a result notification, which is sent to
the user's specified email address. This
notification provides details about the outcome
of the intrusion detection process, indicating
whether the file is considered safe or if any
intrusion has been detected.

6. Preventive Measures: In addition to detecting
intrusions, the system may also take preventive
measures to protect the files and the overall
system's security. This can include applying
encryption techniques, implementing access

controls, and utilizing secure storage
mechanisms to safeguard the files from future
intrusions.

The aim of this system is to provide users with a reliable
and efficient method to detect and prevent intrusion in
files. By uploading files and undergoing thorough
intrusion detection checks, users can ensure the
integrity and security of their files, protecting them
from potential threats and unauthorized access.
VI. CONCLUSION

The utilization of Al and ML classifiers in intrusion
detection presents a powerful and innovative approach
to network security. By leveraging the capabilities of
these advanced technologies, organizations can
enhance their defense mechanisms against evolving
cyber threats and ensure the integrity and
confidentiality of their network infrastructure.Google
Colab was utilized as the platform to implement the
architecture of a multimodal-based anomaly Intrusion
Detection System (IDS) in conjunction with a Network-
based IDS system. Real-time network traffic was
captured using the grid (JPCAP) and various packet
attributes such as protocol type, data link, and interface
device name were extracted and analysed [9]. The
implementation involved coding for both the hidden
Markov model and time delay neural network
algorithms.The machine learning (ML) algorithm was
trained iteratively to optimize the model's performance.
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The proposed algorithms of the multimodal-based
anomaly IDS and Network-based IDS were implemented
using Python code. The actual captured packets were
used for testing and packet analysis.The system was
tested using training datasets from trade markets,
enabling the detection of new attacks. The novel ML
approach achieved a remarkable accuracy of 99% in
detecting various types of attacks. This demonstrates
the effectiveness of the implemented multimodal-based

anomaly IDS with Network-based IDS system in
identifying and  mitigating  potential  security
threats.Future research directions may include

exploring the scalability and efficiency of the proposed
system and investigating the applicability of Al and ML
techniques in different network environments and
attack scenarios.By utilizing Al and ML classifiers, the
proposed approach aims to enhance the accuracy,
efficiency, and adaptability of intrusion detection
systems, enabling effective defense against various
types of network intrusions.
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