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Abstract

The aim of this work is to make an Ethereum blockchain-based smart contracts PHR management solution
to supply patients secure, decentralized ownership over their medical data. Personal health records
(PHRs) give individuals the power to manage and integrate their medical data, making them valuable
tools. A PHR is an electronic tool that patients can use to manage their health data. Giving patients access
to their medical data presents a lucrative opportunity to realign the doctor-patient relationship. However,
current PHR operation systems let down of delivering trustworthy, traceable, and secure cases control
over their medical data, posing major risks to their authenticity and delicate nature. Additionally, the bulk
of the methods and systems now used to manage PHR are centralized, which not only makes the sharing
of medical data risky but also raises the likelihood of one point of failure. In this work, decentralized,
immutable, transparent, traceable, trustable, and secure smart contracts built on the Ethereum
blockchain give patients authority over their data. The project's goal is to make an Ethereum blockchain-
based smart contracts PHR management solution to supply patients secure, decentralized ownership over
their medical data. The suggested system could be a Web3 application that uses Ganache, Truffle, and
Meta-mask tools together with decentralized IPFS storage to securely acquire, store, and exchange
patients’ medical data.
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others. Existing PHR management systems
don't adequately provide dependable,
identifiable, trustworthy, and comfortable
patients with authority over their scientific
data, posing serious challenges to their
validity and precision.

Furthermore, the majority of existing PHR
management techniques and systems are
centralized, which makes medical data
exchange difficult and increases the danger
of a single point of failure. Medical data
security issues still exist despite ongoing
technological  developments.  Hospitals
currently use a centralized method to
safeguard patient medical records. They

INTRODUCTION

Giving patients access to their clinical
statistics offers a remarkable opportunity to
realign the doctor-affected person dynamic.
It permits the patients to manage their very
own fitness care through patient health
records (PHRs) and that they needn't carry
medical records whenever they’re visiting a
doctor. And also, it helps the doctors give
proper diagnosis and support the previous
patient's health record. A PHR may be a set
of data gathered from numerous sources,
which include devices for patients, clinics,
care facilities, pharmacies, and lots of
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employ databases to hold patient data,
which are very susceptible because anyone
with the password can access them,
betraying the patients' trust. Since neither
the doctors nor the patients can access the
data if the centralized system fails, data
accessibility also becomes challenging.
Everyone participating in the medical system
has delays and inconveniences as a result.
Due to this, centralized data storage and
access methods are impractical. The
confidential medical records are not secure
in any way. The data is simple for the
operators to access and change. The current
method causes patient health records to be
mismatched or out of sync, which has a
negative impact on the provision of efficient
healthcare. Violation of patient's private
information and electronic medical records,
where health records of patients will be
stolen. Medical Record System having Ul
and UX, causing medical personnel to waste
a lot of time. Centralized medical record
systems with bottlenecks create a single
point of failure.

The authors’ goal is to create a distributed,
decentralized paradigm for protecting the
privacy of medical data by creating a
blockchain-based data management
architecture. To offer a comprehensive
response to this issues with data protection
in the healthcare sector a Blockchain
platform has been build. In this project two
modules has been introduced: the patient
module, the doctor module. There will be
separate login access for each module. Using
a responsive user interface, patient records
should primarily provide the patient with
the fundamental health information. The
patient's medical records must be created
and reviewed by doctors. Only if the patient
is willing to disclose his or her data to the
doctor, they can view the patient's record.
Each patient's blockchain will be completely
under their control. The blockchain system
facilitates decentralization by establishing
peer-to-peer connections amongst
individuals. Viewing data from their

blockchain, enabling access to a doctor to
create blocks of medical records, and
allowing access to insurance companies to
view their blockchain are all functions
available to patients. The entire
implementation is encapsulated and
presented using a simple web interface. The
website is completely responsive and cross-
device accessible. IPFS — Interplanetary File
System has been used, to make the entire
model more decentralized and provide an
effective mechanism to store blocks of the
blockchain. Patients have authority over
their data in this initiative, thanks to
Ethereum blockchain-based smart contracts,
which are decentralized, immutable,
transparent, traceable, trustworthy, and
safe. To securely collect, store, and
exchange patients' medical data, the
proposed system uses IPFS decentralized
storage and trusted reputation-based re-
encryption oracles. The suggested smart
contracts are evaluated using two crucial
performance measures, such as cost and
accuracy, in this study.

The research's scope:

e Making Clinical Decisions: Doctors
primarily utilize patient health records to
improve treatment quality. Past medical
history, prior diseases, diagnoses, and
prescriptions can all have a big impact on
the treatment a doctor prescribes.

e Chronic Disease Management: With
access to a patient's whole medical
history, services such as remote
consultations, follow-ups, and adherence
improvement may be implemented more
precisely.

e Monitoring the PHR is a smart method to
ensure that you have the information
you need when you need it, such as in an
emergency or while testing out a new
doctor.

e Instant access to patient data may help
you pay claims faster and more
smoothly.

Patients may guarantee that the information

in their health record is correct, up to date,
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and comprehensive by keeping a PHR.
Patients may share crucial health tracking
information from their online health journal
and home health devices with their doctors,
as well as providing more accurate medical
history information. People who keep a copy
of their medical records are more engaged
in their health care. To create a
decentralized PHR management system that
is not vulnerable to a single point of failure.
To offer a simple and safe means to
exchange and access health records,
monitoring the PHR is an excellent
technique to ensure that information is
available when it is needed. Patients will be
familiar with it, will know how to access it,
and will be able to supply it while traveling,
in an emergency, or while trying out a new
doctor. They allow other professionals to
learn about the patient's history so that they
can continue to give the best care possible.
The remainder of this paper is broken into
the sections listed below. The comparison of
several existing methodologies is covered in
Section 2 along with a literature review.
Section 3 describes the proposed system’s
architecture along with the detailed
description of main components of the
system. Implementation details for each
module is presented in Section 4. Results
and discussions from the implementation
are included in Section 5. The paper is
concluded in Section 7, which also offers
suggestions for future research.

RELATED WORK

Extensive literature review has been done
related to the work. After reviewing the
papers it is found that the current PHR
management systems which has absence of
features such as security, privacy,
traceability, transparency, and immutability,
which not only make medical data exchange
challenging but also run the risk of
establishing a single point of failure. In this
section, a detailed analysis of some of the
related review papers are presented along
with the comparative analysis. Research

Gaps are also identified which motivates the
authors for this work. It is observed that the
proposed decentralized, immutable,
transparent, traceable, trustworthy, and
secure Ethereum blockchain-based smart
contracts system can overcome the
challenges.

In  accordance with the technical
specifications given in the "Shared
Nationwide Interoperability Roadmap" from
the Office of the National Coordinator for
Health  Information Technology, four
research contributions have been made on
using blockchain technology to share clinical
data (ONC) in [1]. The investigation of the
ONC regulations and their effects on
blockchain-based systems is the aim of this
study. The FHIR Chain, a blockchain-based
architecture that incorporates the HL7 Fast
Healthcare Interoperability Resources (FHIR)
standard for shared clinical data and is
intended to satisfy ONC requirements. It
illustrates a decentralized FHIR Chain-based
software that uses digital health IDs to
authenticate users in scenarios of decision-
making for remote monitoring care. The
software is used to support remote cancer
treatment. It emphasizes on the most
important takeaways from the case study. A
distinctive EHR sharing architecture has
been presented in [2] on a mobile cloud
platform with the help of An Amazon cloud
computing smartphone app which uses
decentralized Interplanetary File System and
Blockchain. It offers a dependable smart
contract-based access control mechanism
for secure EHR exchange between patients
and healthcare professionals. [3] proposes a
hybrid technique/solution to facilitate
attribute-based EHR data access control
which is utilizing blockchain tech-stack and
edge nodes. This proposed hybrid
architecture using the Hyperledger Fabric
blockchain helps to identify the
performance of running the smart contracts
and ACL policies in terms of transaction
processing time and response time to
unlawful data retrieval.
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The proposed architecture in [4] eliminates
the need for centralized Fog/Cloud
management while also increasing security
by allowing health data to be kept in a
Blockchain that is deployed across Fog and
Cloud activities. The Patient Agent, which
can manage sensor data streams and runs
on three distinct platforms, delivers a
trustworthy, secure, and fault-tolerant
health service. It aims to operate a remote
patient monitoring (RPM) system, a
lightweight consensus technique and a
decentralized patient software agent are
proposed, also a performance analysis is
conducted to show that the proposed
Blockchain-based, distributed Patient Agent-
controlled RPM system is feasible. [5]
differentiate  between two kinds of
healthcare interoperability: institutional
interoperability and patient-driven
interoperability. Institution-driven
interoperability is

focused on numerous healthcare institutions
interchanging data based on commercial or
regulatory incentives, which has traditionally
been the focus of interoperability initiatives.
When a patient's medical record is made
available to them via standard protocols
such as APIs, this is referred to as patient-
driven interoperability. The main objective
here is to transition from institution-driven
to patient-driven interoperability, which is
considered as trend in healthcare that has
the capacity to drastically change attitudes
and policies about clinical data transmission
and ownership. [6] discusses about the
current state and the potential futures of
blockchain-based remote patient
monitoring, provides a comprehensive
introduction to blockchain technology and
its two most popular frameworks, Ethereum
and Hyperledger Fabric, outlines the idea of
blockchain technology in software
engineering and how it interacts. It provides
a system architecture for data monitoring in
remote patient monitoring using
Hyperledger Fabric as a paradigm. A tiered
authentication based strategy to secure the

blockchain from phishing, dictionary-based,
cold wallets, and hot wallets assaults has
been proposed in [7]. Here the combination
of data and hash value is used to establish a
digital signature that is confirmed by miners.
In [8] it is shown that Blockchain can be used
to upgrade the mobile based health apps,
monitoring devices, electronic medical
records sharing and storage, clinical trial
data storage, and insurance information
storage. It is also shown that the healthcare
system is being transformed by blockchain,
which, according to its decentralized
principles, can improve patient data
accessibility and security, upending the
healthcare hierarchy and built a new
solution in which patients regulate their own
health. An eHealth system access control
method based on blockchain technology is
proposed in [9]. Here an incentive system is
added to motivate people to actively share
their medical information. It provides On-
chain EMR trust that is independent of third
parties or a centralized authority, Peer
verification which is used to disintermediate
all EMR records and finally eliminates the
intermediary reliance which improves the
access control process' efficiency. [10]
presents a revolutionary remote patient
monitoring model based on a decentralized
private blockchain that protects patients'
privacy while also increasing the efficiency
of the system. Patient-centric Agents (PCA)
will control patient data and liaise with
authorization to build a safe route to send
information to the personal blockchain,
which will be built on Hyperledger Fabric. To
maintain data privacy and integrity when
obtaining data from a blockchain-based
cloud database, a hybrid consensus that
combines Proof of Integrity (Pol) and Proof
of Validity (PoV) is used. Finally, when
gathering information and uploading it to a
cloud database, the Merkle Tree technique
will be employed for data processing and
authentication.

A. Summary of Research Paper
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A year wise summary for reviewed paper
has been presented in Fig.2.1 which shows
the remarkable findings in each year

B. Comparison of  various
approaches

Below are some of the techniques with its

advantages and disadvantages which are

inferred from the literature review. TABLE

2.1 Comparison of blockchain techniques

existing

C. Research Gap

The only applications of blockchain
technology that are now in use are for
cryptocurrencies, where  decentralized
databases are used to store transaction
information and coin names. The current
design does not accomplish decentralization
and data security, which often lead to single
point failure. Today, the health care sector is
gradually moving towards blockchain
implementation in order to protect and
obtain access to patient data. This is done by
utilizing various encryption techniques and
cloud computing services. The current
design uses blockchain to accomplish
decentralization and data security, but it
does not incorporate privacy and protection
through the use of different encryption

2019

Multi-level authentication
based scheme to protect
blockchain from attacks

techniques and cloud computing services.
The current architecture uses blockchain to
accomplish  decentralization and data
security, but it excludes privacy as a
component. Using more advanced
encryption techniques like PRE, RSA, and
SHA-256 can fix all of the problems
highlighted in the comparison. The medical
staff should have an intuitive user interface
to see the data online. The privacy of the
patient's data is greatly increased, thanks to
the employment of one of the
aforementioned encryptions, such as SHA-
256. We don't employ the SHA-256
technique directly in the proposed PHR
Management system. But, we use it as an
indirect method because we are using Meta-
mask, an open-source Chrome plugin for
authorization that has a built-in SHA-256
encryption algorithm and offers a secure
way of exchanging medical data records.
Decentralization is made possible by the
IPFS storage system, which also includes a
very user-friendly interface that promotes
interactivity and secure access to medical
records utilizing randomly generated hash
key value.

2020 2021

(Blockehain,multi level authentication)

Novel EHR snaring
Framework using blockchain
and IHFS

(Cloud computing,blockehain)

Data management of Remote
patient monitoring using

Hyperledger fabric
(EHR,Ethereum,Hyperledger fabric)

Fig.2.1 : Remarkable findings year wise

elSSN 1303-5150

www.neuroquantology.com

3340


http://www.neuroquantology.com/

NeuroQuantology | November 2022 | Volume 20|Issue 16| Page 3336-3348| doi: 10.48047/NQ.2022.20.16.NQ880341
Shyamasree Ghosh et al / A Novel Blockchain Based Patient Health Record Management System

TABLE 2.1 Comparison of blockchain techniques

Technique Advantages Shortcoming

Ethereum e Enhanced modularity Lacks semantic interoperability
e Data integrity that scales support and might not work with old
e Fine-grained access control. systems that don't support FHIR
e Increased trust. e Clinical malpractice is
® Access Control Performance uncontrollable.

Network Latency e Costs of DApp deployment

o Trust e Low Network Latency
e Disintermediation e Data Uploading Privacy
e Confidentiality e Quality Of Service (QOS)
e Robustness o There may be delay in the access
e Verifiability & Auditability. response.

Hyperledger To propose a hybrid technique that | The blockchain network is still
utilizes blockchain and edge nodes | restricted to digital currency
to provide attribute-based access | applications.

control of EHR data.

e Evaluates how well smart
contract execution and ACL policy
execution perform when it comes
to transaction processing and
response time in the face of
unlawful data retrieval.

e To preserve patient privacy and
boost system effectiveness, a
unique remote patient monitoring
approach that uses a decentralized
private blockchain is proposed.

e In the situation where multiple
access requests, it could clog up our
system.

Ethereum and
Hyperledger
Fabric

The creation of a peer-to-peer, for
the maintenance and safe access
of patient data, a decentralized
network of participants is used,
with transactions set down on a
shared distributed ledger.

e A distinctive cryptographic
signature. As a result, to guarantee
data security and integrity, the
ledger becomes an auditable,
immutable history of all
transactions on the network.

Due to the introduction of new
technologies, implementing such
notions into blockchain will present
numerous challenges.

e The system cannot be used with
mobile applications because it was
initially created as a web application.
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Multilevel
authentication

e To prevent the blockchain from
attacks such as phishing, dictionary
based, cold wallets, and hot
wallets attack.

e To combine information and the
hash value to produce a digital
authentication that the can be
validated

Despite being safe, the blockchain is
vulnerable to various types of
assaults, including attacks on the
Blockchain network, user wallets,
smart contracts, transaction
verification mechanisms, and mining
pools.

o The blockchain storage required by
the blockchain-based healthcare
system is enormous, which is still a
difficult challenge

Proof of Work
(PoW), Proof of
Stake (PoS)

For EHRs, security, privacy, and
trust are essential. The suggested
architecture eliminates the need
for centralized Fog/Cloud
administration  and increases
security by allowing the storage of
health data in a Blockchain across
Fog and Cloud operations.

e The Patient Agent, which runs on
three separate platforms, provides
the availability of a dependable,
secure, and fault-tolerant health

Body Area Sensors in RPM cannot
handle the high computational
expenses, long  delays, and
processing power required for the
standard Blockchain due to limited
computing power and storage.

o Smartphones also cannot handle
the processing of rapidly streamed
physiological data from medical
sensors. Medical services may take
longer to deliver if medical sensors
are connected directly to the cloud.

streams.

service that can handle sensor data

SYSTEM ARCHITECHTURE

The blockchain technology based PHR
Management system is connected to
Ethereum blockchain through a truffle
configuration file and in the Ganache test
environment the contracts can be deployed
which are defined in the application. The
application contains two modules i.e.,
doctors and patients whose authentication
is done securely through Metamask. The
medical records that will be maintained in
the IPFS storage system can be created,
shared, viewed, and edited by these users.
We deploy the smart contract for it to be
available to users of Ethereum network.
Users interact with blockchain through the
smart contract. To deploy a smart contract,
we merely send any Ethereum transaction.

A. Analysis of Algorithms with
Blockchain Mechanism

A network of enterprises uses blockchain,
an immutable distributed ledger, to record
transactions and track assets. It is a method
of data storage that makes it impossible for
anyone to alter, hack, or cheat it.
Intellectual property, patents, copyrights,
and other brand assets are examples of
intangible assets. Homes, automobiles,
money, and land are examples of tangible
assets.  Blockchain  technology is a
framework for storing public transactional
records (sometimes referred to as "blocks")
across multiple databases in a network
connected by peer-to-peer nodes. This type
of storage is frequently referred to as a
"digital ledger." Every transaction in this
ledger is validated and protected against
fraud by the owner's digital signature,
which also serves to authenticate the
transaction. As a result, the data in the
digital ledger is quite safe. In an increasingly

elSSN 1303-5150

www.neuroquantology.com

3342


http://www.neuroquantology.com/

NeuroQuantology | November 2022 | Volume 20|Issue 16| Page 3336-3348| doi: 10.48047/NQ.2022.20.16.NQ880341
Shyamasree Ghosh et al / A Novel Blockchain Based Patient Health Record Management System

digitized environment, blockchain

technology has various benefits:

e  Extremely Secure: It uses a digital
signature technology to execute fraud-
free transactions, making it difficult for
other users without a specific digital
signature to corrupt or change an
individual's data.

e  Decentralized System: Traditionally,
transactions required the approval of
regulatory bodies such as a
government or bank; but, with
Blockchain, transactions are completed

by user consensus, resulting in
smoother, safer, and faster
transactions.

e Automation Capability: 1t can be
programmed to produce regular
events, activities, and paymenys
automatically whaen the trigger’s

requiremens are satisfied.

4

ethereum

Store and upload
records
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Sends patient
medical records

1) SHA-256

Since it hasn't been broken yet and
produces hashes more quickly than other
secure hashes like the SHA- 512, the SHA-
256 hashing algorithm is now one of the
most popular hashing algorithms. We
determine the message's length before
appending a few bits, the first of which is
"1," and the next bits are "0," until the
message length is exactly 64 bits less than
the multiple of 512. By multiplying the
modulo of the original message by 232, we
add the final 64 bits. The complete message
block can be represented as "n x 512" bits
when we add the last few bits. Now, we
further partition each of these 512 bits into
16 pieces, each of which is 32 bits, before
passing them through the compression
function, or the set of 64 rounds of
operations. For the first 16 rounds of
operation, these 16 components, each of 32
bits, serve as the

(==
= % | Smart
=D °°° ) | Contract

g—o

PHR Management
System

Fig 3.1 PHR Management Architecture

input, and for the remaining 48 rounds, we
have a way to calculate the W. (i).
Additionally, we provide default values for
the 64 rounds' worth of "k" and the buffers.
Now that we have all the necessary
numbers and formulas, we can start
computing hashes. The output of the |
round serves as the input for the i+1 round
after 64 iterations of the hashing

procedure. We will therefore receive the
output, which is the hash of the entire
message, from the 64th operation of the
nth round.

Features of the SHA algorithm are as
follows:
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® Message Length: The cleartext's size
shouldn't exceed 264 bits. To maintain
the most random digest possible, the
size must be in the comparison area.

® Digest Length: For the SHA-256 and
SHA-512 algorithms, the hash digest
should be 256 bits long for each, and
so on. More calculations are typically
suggested by larger digests, albeit at
the expense of_performance and
storage.

® Irreversible: Every hash function,
including the SHA 256, is by design
irreversible. When you put the digest
through the hash function a second
time, the digest shouldn't return the
original value, and vyou shouldn't
obtain a plaintext if you already have
the digest.

2) Content Addressing

Instead of identifying information by its
location, IPFS employs content addressing
to determine what is inside of it. You
already frequently search for items based
on their content. For instance, when looking
for a book in the library, you frequently
inquire for it by name; this is content
addressing as you are inquiring as to what
the book is. You would say, "I want the

2

s o v e +

Welcome to PHR MANAGEMENT
M

Fig 4.1 : Home page

A responsive decentralized user interface
which serves as the interaction point
between the encapsulated, secured module
and the users — patient, doctor, has been
developed. The backend section of our
solution deals with application of security,

book that's on the second level, first stack,
third shelf from the bottom, four books
from the left," if you were using location
addressing to find it. You wouldn't have a
chance if someone moved that book! Both
your computer and the internet have that
issue! Currently, content is located based
on location. The IPFS protocol, in contrast,
assigns a content identifier, or CID, which is
a hash, to each piece of content. Even
though the hash appears brief in
comparison to the original information, it is
exclusive to that content. From the commits
that support your code to the blockchains
that power  cryptocurrencies, many
distributed systems use content addressing
through hashes as a way to link it together

IMPLEMENTATION

The proposed system aims at ensuring
security, decentralization and immutability
of patient medical records and data which is
achieved by decentralized ethereum
blockchain environment and ipfs storage
which  uses  efficient  cryptographic
algorithm SHA256 and also ipfs uses
content addressing. The proposed model
consists of 2 modules: Patient and Doctor,
who interact with the blockchain through
the dApp.

5

r MO Y R + 9

[E}

Fig 4.2: Doctor’s page showing accessible EMRs

authentication and storage of data. The
Frontend implementation of the system
uses HTML, CSS, Bootstrap and JavaScript
for the design. Node.js is required to
execute the JavaScript code outside of the
web browser. Solidity programming is used
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to write the smart contracts for the system.
Web3.js has been used for implementing
the web interface as we can communicate
with the Ethereum nodes using the libraries
provided in web3.js. Truffle is an Ethereum
programming framework. It manages our
contract artifacts and does custom
deployments, automatic testing in test
environments. Coming to the Backend part
of the work, the implementation is done
with Ganache, Metamask, IPFS and lite-
server. The features and functionalities of
the implemented decentralized Blockchain
based Patient Health Record Management
system are:

1) The application has login for the users
i.e., Doctor and Patient, when they
enter the home page.

2) If the user is not a registered user,
then, the application suggests
registering first. The registration and
login are provided via metamask
accounts. The login is authenticated by
Metamask.

3) Initially, when the user registers as
patient, an IPFS file with patient name
and his/her public key is added to ipfs
storage and the hash of the file is
stored in block.

4) On successful login, the wuser s
presented with the recommendation
and the itinerary prepared for the user

5) Upon patient signup, the patients are
provided with their registered personal
information, can view their initial
medical record and the website lists all
the doctors registered in the website
with whom the patient would be able
to share his/her medical record while
visiting for some diagnosis. Also, the
patient is able to see with whom the
medical record is shared and can also
revoke access to the record for a
particular doctor to whom the record is
shared.

6) Upon doctor signup, the website
presents the doctor with his/her
registered personal details. The doctor

would be able to see the list of all
registered patients on the website with
their public key and also list of all
accessible EMRs with view access. Also,
the doctor can see all the previous
medical records of the patient and give
a proper diagnosis to the patient

7) An initial hash is generated for the
initial ifps file created during patient
registration. This hash can be copied
from ganache transaction using which
we can access the record/file in the

localhost8080 using link
http://localhost:8080/ipfs/<hashkeyval
ue>

Patients can choose the doctor from a
select list, to whom they wish to give access
to their records. After clicking the submit
button, pop up is displayed to confirm the
sharing of medical records, as shown for the
contract interaction it deducts 2ETH and
some additional gas fee.

8) After confirming the transactions, the
doctor to whom the access is given will
be displayed

9) When a doctor logs in, if patients have
registered in the dApp, then all
patients, their public key are displayed
under “Patient EMRs”. If the patient
has given the access to view records to
the logged in doctor, then those
patient’s records along with their
public key with view records.

10) The blockchain implementation of the
website provides decentralized, secure
and immutable medical data records
along with data privacy.

The application is easy to use and provides
efficient  communication  within  the
framework and tools used. After clicking the
view records button, the previous records
of that particular patient can be referred
and the doctor can submit the diagnosis
accordingly. After submission, a pop up
notification from doctor's Metamask
account is displayed to confirm the
transaction.
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When a patient is logged in, after he/she
clicks on View Medical Records, the recent
diagnosis given by the doctor is displayed.
Every time the medical record gets
updated, the hash value will be changed in
the Ganache test environment (which is not
known to anyone and difficult to crack as it
is generated by SHA256, so it is more
secure). Using the newly generated hash
the updated medical record can be viewed.
Similarly, a patient can choose another
doctor. Now, doctor2 can view the
previously provided diagnosis and provide a
better prescription referring to previous
records and submit in the same way as
doctorl did. Medical records updated by
doctor2 can be viewed using the new hash
value generated in the Ganache test
environment. If any patient wishes to
remove access provided to a doctor, he/she
can do it using the revoke access button.
After pressing the button, from patientl’s
Metamask account the notification s
popped to confirm the revoke access after
which some amount of ETH i.e., gas fee is
deducted for that transaction.

CONCLUSION & FUTURE WORK

The protection of medical records is crucial
in the modern world. If information is not
protected, there is a considerable risk of it
being utilized improperly. Blockchain has
been used in our model to help us
overcome this difficulty. Blockchain is
crucial for both the enhancement of
security and the field of cyberattacks.
Blockchain technology was used to create a
decentralized network for storing patient
medical records in chronological order. A
medical record system built on blockchain
enhances healthcare delivery and lowers
the chance of privacy breach. The security
and user interface are both enhanced by
the suggested system. Access from
anywhere and anytime is the key advantage
of the PHR Management system that is
built. Since all medical documents are kept
in the storage system known as IFPS, there

is no need to carry your medical records in
paper copy. In Future, Chatbot can be
integrated to ensure the communication
between the users of PHR Management
system is efficient and can be used by the
users who are not registered into the
system. Voice recognition can be
implemented using Artificial Intelligence.
Feedback unit can be implemented so that
patients can provide the feedback about
the diagnosis of the doctor. Instead of using
IFPS Storage system, host on cloud which
uses 6 pillars such as operational
excellence, security, reliability, performance
efficiency, cost optimization, sustainability
etc. Creating a time schedule for Doctor’s
availability.
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