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Abstract

Today, social networks represent the daily lives of millions of people around the world. Among the most popular
social networks are Facebook, Instagram, Twitter, Telegram, and WhatsApp among many others that officially
provide service to billions of monthly customers. Although these social networks present many benefits to their
users, they also present added risks, such as cyberbullying, grooming, or any crime of this category that uses the
Internet as a means of attack. It is due to this omnipresence and anonymity of the perpetrators that makes it difficult
for law enforcement authorities to catch them, and various strategies or operations are carried out that take time to
find the criminal. This article intends to address this problem by using machine learning techniques, specifically the
Support Vector Machine model, which is widely used in text classification, to identify messages with grooming intent
in an instant messaging application conversation. After evaluating the performance of the model with different
samples of conversations, results of 84% accuracy and 86% in terms of the F1 score of the model were obtained,
which indicates good performance.

Keywords: Machine learning, online sexual harassment, Support Vector Machines, Automatic classification, social

networks.

DOI Number: 10.14704/nq.2022.20.6.NQ22146

NeuroQuantology2022; 20(6):1520-1528

Introduction

Social networking platforms allow billions of users
to connect and share news, games, music, photos,
etc. This information can spread quickly among
millions of users in a matter of minutes, i.e, they
have become an integral part of our daily lives
(Alisabeth&RestuPramadi, 2020; Bonin et al,
2014). However, along with all the benefits of being
connected, there are inherent dangers that affect
the safety of users on the Internet, being vulnerable
to many threats including cyberbullying, sexting,
and grooming which have as main victims minors,
especially those with emotional problems
(Gezinski& Gonzalez-Pons, 2022; Singh et al,
2017). One of the reasons why these types of
malicious activities occur is the anonymity and
ease of contact, both with minors and with other
cybercriminals (Steel et al., 2020).

The increase of smart mobile devices in recent
decades has made it much easier to access the
Internet from almost anywhere, making it difficult
for parents to monitor their children's online
activity (Calveteet al., 2021). Malicious use of ICT
by cybercriminals will always be the case, so
minors who freely surf the Internet without the
supervision of a responsible guardian are at risk of
falling victim to these scams of this attacker and his
dark intentions. So, if the necessary measures are
not taken to prevent these behaviors, it can
generate many problems in the family and even in
society (Santisteban et al, 2017). It is almost
impossible to prevent using
technology, since this is the digital age and these

minors from
devices are part of everyday life, so it is important
for parents to advise on the safe and controlled use
of these technological tools (Sanllehi, 2010).
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In a manual approach, analyzing conversations
with possible grooming content requires a
significant amount of time and the process
becomes very difficult and error-prone. Advances
in the field of artificial intelligence such as natural
language processing and machine learning
facilitate more powerful methods to perform these
types of tasks of analyzing a large amount of text,
for the computer to automatically solve these
problems requires a range of procedures during
data processing (Gori, 2018; Zambrano et al., 2019)
(Miguel Medina Romero et al, 2021a) (Miguel
Medina Romero et al, 2021b).

Materials and methods

The method used is the inductive method, with
which the necessary knowledge is acquired about
the research phenomenon that is online grooming,
from the particular to the general, thus applying an
integral character to the conclusions and
determining the objectives and results that can be

obtained.

Data collection

To start building a classification model, a dataset
must first be prepared and imported into the
classification model for training, i.e., the model can
learn from this past data and infer a possible
classification to new data (Bosch Ruéet al., 2020).
For the data collection process, a Python script was
coded to download about 200 conversations of real
pedophiles that are available on the website
www.justicedperverted.com, the organization that
collaboratively investigates conversations between
pedophiles through the continuous publication of
real conversations on its web platform, to suppress

e
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Figurel.Work procedure.

the these online predators by displaying their
chats.

Data processing

Compared to using the full dataset, removing noise
in the data not only algorithm
performance, but also increases reliability and
obtains better algorithm results, which reduces
processing time, model training time, and
complexity to facilitate interpretation and reduce
model overfitting (Rus & Salas, 2018).

During the preprocessing stage, any text that does
not provide information for the classification
process, such as conversation date and time
records, chat comments, and user names will be
discarded, simply leaving the user's messages
labeled as grooming, which then goes through a

improves

filtering stage to remove unnecessary special
characters, numbers, empty words and other data
irrelevant for classifier learning, since these
conversations do not follow grammatical rules are
too informal and unstructured, with frequent typos
and common use of acronyms or jargons and the
use of emoticons makes detection difficult since the
classifier can produce false positives (Zambrano et
al, 2019). Therefore, the arduous task of debugging
the text is essential.

Since it is a binary classification, two classes or
labels (1: pedophile and 0: non-pedophile) are
needed to try to predict to which one a text
analyzed by the classifier belongs. Then, another
set of data that is not considered as grooming is
searched for, which will correspond to the second
class, after which a total of 19300 messages are
obtained ready for the preprocessing stage

described in Figure 1.
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Source:Authors.

Following the block diagram presented, the first step is to eliminate the noise present in the data set, i.e.,
abbreviations, misspellings, special characters, etc. Table 1 presents a small part of the data set provided.
Tablel.Sample dataset.

Message

Good morning, we are in the repair shop at this time.
['m talking about the e-mail address you sent.

['m back, let me know if you need any of the receipts.

Wishing you a beautiful day every moment reveals even more things to keep you smiling,

enjoy it.

Latest news! Police station robbed, have nothing to say.

Except that [ know another girl with huge boobs.
[ wonder if you're thinking about me now honey.

Your parents don't mind you talking to older guys online?

Has a guy ever masturbated in front of you?

How much longer will you be online talking to my love.

Source: Authors.

One of these messages is taken to continue with the
next step of preprocessing, which is to divide the
linguistic that
grammatical data of the text string.
Wishing you a beautiful day at every moment
revealing even more things to keep you smiling,
enjoy it.

Obtaining the tokens from this example would look
like this:

[Wishing
you/albeautifull/day|in[every/moment[revealing|eve
n/more[things|to[keep|[you[smiling],[enjoying]it].|
Each word and punctuation mark is considered as a
token in the text string. This is essential for better
text processing.

Before moving on to the next step, it should be
noted that punctuation marks among other
alphanumeric characters are eliminated because

text into units constitute a

=
Y]
=3
(¢}
it

_ =R, RRro O O O O

they do not add much importance, in addition to
working with the text only in lowercase.

The next step is to eliminate stop words or empty
words that are common articles, connectors,
prepositions, pronouns, and other words that do
not add any value to the classifier model.
Continuing with the previous example, eliminating
the stop words, the sentence would look like this:
Wishing you beautiful revealing things keeping you
smiling enjoy it

Having the primordial tokens ready, they are taken
to their root form as shown in the following
example:

Desire beautiful reveal thing keep smiling enjoy

This applies to all the conversations in the dataset,
the following illustrations show the results of this
procedure.
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Source:Authors.
Figure 2 shows the most common terms in the text

without performing the stop words step, while in
Figure 3 the stop words were discarded. A
frequency distribution algorithm was used to
obtain the most common words in the whole
dataset, the ones that are displayed in the largest
size are the ones that have the highest weight,
while the smallest ones are the ones that appear
very few.

Now, the input text is ready for the algorithm that
will perform the classification; however, algorithms
are mathematical functions and therefore the input
can only be numerical and not categorical. Because
of this, the text is converted to numeric vectors that
the algorithm can use to perform the necessary
calculations.

There are many vectorization algorithms such as
Bag of Words (BoW), Term Frequency-Inverse
Document Frequency (TF-IDF), and Word2Vec
which are the best known. What these algorithms
do is generate a numerical matrix that includes the
weights of each word for each conversation in the
dataset without distorting or losing information
(PelaezCurillo&BermeoAguaysa, 2021). In this
study, the TF-IDF algorithm is used for text
vectorization as shown in the example in Table 2.

Table2.Example of vectorization matrix.
Wishing you a beautiful day at every moment

revealing even more things to keep you smiling,
enjoy it.

Token Weight

Wishing you 0.4229590640967983
beautiful 0.3779094120444225
reveal 0.4844048252856286

Byron Wladimir Oviedo Bayaset al / Automatic classification of text with grooming intent in different instant messagmg services
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Figure3.Processed

text.
Source:Authors.
thing 0.2202286339930862
keep 0.2561712079539001
smile 0.3170322392372996
enjoy it 0.4161197071799069

Source: Authors.

The values of the weights are obtained from the
following calculation, where the frequency of the
term TF, for term i in document j is defined as

follows:
frequency of i in document j

TF(,j) = -
@) total words in the document

And the inverse frequency of the IDF document is
defined as:
total documents

IDF(i) =
@ documents with the termi

Finally, the TF-IDF measure is obtained by
multiplying TF with IDF.

TFIDF (i,j) = TF(i,j) = IDF (i)
Considering the term occurrence of the number of
documents, the TF-IDF weights of ridiculously
common words are low, thus obtaining the most
important document features in the whole dataset.
This normalization process contributes to the
optimization of the model in the computation and
processing involved in its training (Freberg, 2018).
In addition, it allows the model algorithm to better
generalize the context in each message.

Classifier creation

After the preprocessing stage of the data set, a
supervised learning algorithm is prepared for
training the classifier model. The SVM algorithm is
widely used for binary classification of a medium to
large complex data set, this is another reason to use
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classification. This
algorithm
constructs a set of separation hyperplanes of the
labeled data in a huge dimensional space to
perform the classification.

As seen in the example in Figure 4, the hyperplane
separates correctly with a maximum distance of the
data closest to the hyperplane, the lines between
the cut-off represent the support vectors
separating the two classes C1 and C2, and the space
between the two classes is called the maximum
margin. The larger this margin of separation, the
smaller the generalization error of the classifier
(Parikh & Shah, 2016).

this algorithm for text

discriminative supervised learning

)

= Dividing hyperplane

Figure4.Data representation on the hyperplane.

Source:
https://miro.medium.com/max/544/1*6U9NrruycD
BsPOyivpn8UQ.png

The next step is to divide the data set into two
parts, one for training, i.e.,, the information from
which the classifier will learn, and the test part,
with which the model will try to predict and verify
if it did a good job in classifying the text. It is
advisable to divide the data into a proportion of 70-
80% to feed the model and 20-30% for testing, this
will depend on the amount of data you have(Bosch
Rué et al,, 2020).

Classifier integration in Telegram

To test the grooming text classifier model in the
Telegram messaging application, a small program
is created that works as a Bot to connect to the

Source:Authors.
Figure 5 shows an example of a message that does

not have grooming while the example in Figure 6
does have grooming since it is taken from the data

Telegram API and thus be able to access the
messages of the users of a specific group where
each text message that is sent will be analyzed,
while the Bot with the classifier code will infer to
which class the message belongs and if grooming is
the case, it will generate an alert message in the
chat.

Figure5.Unintentional
Telegram application.

grooming message on

Source:Authors.

ARy P re ~eRae posee FJUOrwg

Figure6.A message with grooming intent on the
Telegram application.

set with which the model was trained. The next
step is to add the Bot to a group and start
evaluating its behavior.

Messenger classifier integration
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Similarly, to connect with the Messenger
application, a simple Bot was developed to manage
messages between users, in this case, a Facebook
page was implemented to link it with the
Messenger Bot application through the use of

Webhooks to manage user events automatically. It

is also necessary to have a public server with SSL
certificate to host the Webhook code, for this the
Ngrok software was used to meet this requirement.
Finally, the classifier model code is added for the
analysis of the messages exchanged between the
user and the Bot as shown in Figures 8 and 9.

(e imvrtn Vet Apsra M

00 Meta for Developers

g e

@
| Ao o cunns sigmn I8
» L
Figure7.Webhook configuration and server setup for the application.
Source:Authors.

Fb_bot_test

Fb_bot test

Fb_bot _test

Fb_bot _test

e entretenimiento

Lo siento, pero te
recompensaré si te
conviertes en mi pequena
biografia sexual, pero
como estas bro? vamos a debes ser discreta.
jugar basketball
jAlerta! contenido
grooming en el chat.

Figure8.Unintentional grooming message in Figure9.Message with grooming intent in Messenger
Messenger application.  application.
Source:Authors. Source:Authors.

Results and discussion
For the evaluation of the text classifier model, the

evaluation metrics that are built into the
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sklearnmodule for machine learning models in
Python are tested.
A good way to evaluate the model is to use a cross-
validation technique such as K-Fold, where a subset
of the input data is taken and evaluated with
another complementary subset of data. Cross-
validation with K-Fold consists of randomly
splitting the input data into k groups of similar size,
where each group is used for training the model
except for one that is used for validation. This
process is repeated k times varying the validation
group in each iteration. In this case, an iteration of
k=5 was performed and the average accuracy of the
model resulted in 80%.
In addition to this, other ways are used to measure
the performance of the trained model, such as the
classification report that shows in a general way
the prediction quality of the classifier model. This
report is shown in Table 3.

Table3.Model classification report.

S
Accuracy Recall Fiore Support
No 0.84 078 081 1503
groomer
Groomer (.83 0.88 0.86 1897
Total 0.84 084 084 3400
average

Source: Authors.

Table 3 shows the main evaluation metrics for the
classification of both classes, these metrics are

[ Jre——
,) P

T I vwrs desirien serr = Lpwrwhe on o Nty

Figurel0.Scenario 1: Sports.

calculated by the true or false predictions obtained
by the model after learning about the data. The true
or false predictions about each class can be
computed using a confusion matrix that graphically
describes the performance of the classification
model through the level of correctness in
predicting the data.

Similarly, the mean absolute error of the model is
calculated, which is the average of the absolute
difference between the predicted values and the
predicted values yand the real onesy, ideally, this
value should be as small as possible to ensure that
the model has a good fit.

N
1
i=1

As the results of each metric are observed, the
classification model presents not perfect but good
scores that indicate the performance in terms of
inference of the classifier model with the dataset
resulting in an accuracy of 84%.

Regardless of the messaging application where the
classifier is used it will have the same results
according to the training and data processing
performed before the execution of the software.

It was chosen to elaborate 4 scenarios in the
Telegram application where it was possible to add
the Bot in a test group to measure the performance
of the model with different topics of conversation.

-
A ton tu prawrees e o e ”
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Figurel1.Scenario 2: Travel.
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Figurel3.Scenario 4: Bullying.

As can be seen, scenario 3 is the only one where the
alert is generated, in scenario 4 it is very likely that,
if the conversation continues, an alert will be
generated for the topic of harassment, since some
words were also often found in the grooming
dataset. However, to avoid generating false alerts, it
was decided to set a limit at the time of evaluating
the probability of which class the message belongs,
and if it exceeds 80% of that probability, the alert
message should be generated.

Table4.Summary of results in each scenario.

Scenario % Grooming Generates
alert

1 49.1 No

2 60.1 No

3 95.9 Si

4 74.4 No

Source: Authors.

Conclusions

The automatic classification of text that may be
considered harmful or offensive to other users on
the network is of great importance, for this reason,
many similar studies have been conducted in the
detection of patterns and features that allow
identifying these messages and avoiding false
positives. However, many of these investigations
use an English language dataset for the training of
the text classification models, among the best
algorithms to perform this task is the Support
Vector Machines which as presented in this study
also manages to work with good results in the
Spanish language dataset with an accuracy of 84%.

Similarly, it 1is considered appropriate to
recommend that additional features be added to
this type of model for the detection of grooming
content such as audio, images, videos, and even
emoticons that are often used in conversations via
messaging applications. From the social aspect of
this research, it is proposed to improve the model
and implement it in a parental control application
that allows connecting with common mobile
messaging applications and thus protect children
from becoming another victim of these crimes that
directly affect their lives and could lead to suicidal
ideas, so any contribution to preventing this is
helpful.
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