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ABSTRACT 
Pattern lock system is a graphical password system. In earlier, pattern lock system used only Android 
operating system but now days many platforms offer pattern lock system such as some websites, 
Unified Payment Interface (UPI) and mobile applications. The use of pattern lock to access to any hand-
held device is increasingly because of simple to use and extremely easy to remember. Therefore, many 
of user of hand-held devices systems, mainly in Android-based mobiles. In the proposed work, fuzzy 
concept is used to secure the pattern lock and further Pseudo Random Number Generator and Elgamal 
Encryption and decryption are used and computed results are depicted in the form of graphs. 
Keywords: Pattern Lock, Fuzzy, Pseudo Random Number Generator, Elgamal, Encryption and 
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1. INTRODUCTION 
In the present scenario, use of electronic 
gadgets has become an integral part of the life 
of everyone. Due to digitization in every field, 
the uses of hand-held devices has been 
increased for accessing the simple and complex 
information in terms of the text, audio and 
video formats. Since, the gadgets are attached 
across the distributed network system, hence 
security of the devices play an important role, 
when, one is accessing the device in online 
mode. Users can use the different services in 
terms of financial and social networking. The 
numbers of smart devices applications have 
already been increased in terms of Apps for 
faster access of the applications by the use of 
smart devices. One of the kinds of smart devices 
is the mobile device and daily users on the 
mobile devices are increasing and using the 

smart phone applications. On the other hand, 
smart phone applications are extremely diverse 
and sometimes misunderstood, particularly in 
terms of privacy and security related to various 
activities. Due to this reason, there is always 
fear of data theft and other security issues 
across the network while using the smart 
devices. 

For the security purpose of the smart device, 
pattern lock is the most popular security aspect 
for identification of the valid user. It contains 
the graphical pattern which may be simple in 
which all nodes may or may not covered and 
complex pattern in which all nodes must be 
covered. Authorised users can set the pattern 
on the smart device while sometimes textual 
authentication is also used by the users. The 
simple and complex patterns are shown below 
in the Fig. 1(a) and (b), respectively. 
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(a) Simple Pattern    (b) Complex Pattern 
Fig. 1:Representation of Graphical Pattern 

Behavior-based human authentication 
scheme is proposed by Shahzad et al. [1]. The 
proposed method identifies the typical or 
potential pattern lock which has been obtained 
through security concept. In the year 2017, Ye 
et al. [2] developed a technique for cracking the 
pattern lock based on the android operating 
system and applied only five attempts to crack 
the pattern lock. Cha et al. [3] have employed a 
technique which can boost guessing the attack 
performance on the mobile devices which has 
android operating system. In the technique, 
smudges are detected and applied for 
computation of all potential segments which 
form the pattern locks.  Ku et al. [4] have 
proposed a method for designing the pattern 
locks based upon the behavior of human being 
and it is only applicable on the mobile devices 
and can construct the own pattern lock. The 
algorithm clearly constructs and authenticates 
the public pattern by using the segments, 
angles, orientations, etc. The acoustic signals 
are used for cracking the android device 
through fingertip motion. The concept of 
ciphering and deciphering were used by the 
android for removing dynamics, static interface 
and splitting acoustic [5]. Li et al. [6] have 
proposed a technique based on the 
authentication over the screen of android 

handheld device. The proposed concept has 
high-performance rate with unique biometric 
qualities and best suited for individual 
identification. Khan et al. [7] have developed a 
Wake-Lock system in the year 2021 for android 
device and the concept of machine learning 
were used in the Wake-Lock system through 
Application Programming Interface (API). 

Vazirani and Impagliazzo [8, 9] proposed the 
six theorems for generation of random number 
sequences by the use of XOR state and pseudo 
random numbers which are generated in such a 
way that these numbers can be safeguard. 
Boyer [10] proposed a linear congruential 
technique for security of the linear congruences 
with n terms in the repetition and quadratic 
congruences, and also find out that 
whetherPseudo-Random Number may be weak 
or strong.  Barak and Halevi [11] developed a 
formal model for reliable pseudo random 
number generator which can be used for 
development of private authenticate model. 
Petit et al. [12] proposed a block cipher-based 
technique for secure generation of pseudo 
number and can be used as a side-channel key 
recovery. In the year 2010, Pseudo-Random 
Number Generator had improved efficiency by 
use of Chaotic Tent Map [13, 14]. A new 
quantum logisticmap-based approach for 
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generating excellent PRNG was proposed by 
Akhshani et al. [15]. Dodiset et al. [16] 
employed a cryptographic algorithm that 
produces the random numbers from a constant 
inner state and which are updated with an 
outer random source. This method enhanced 
the Barak and Halevi (BH) prototype to 
incorporate a latest safety feature. Hybrid 
Pseudo-Random numbers (HPRN) were 
presented and can be used for the cryptography 
technique. Since these numbers are based upon 
the non-linear system. Therefore, it has less 
danger by adding extra inputs to the transition 
and outcome mechanisms included in a raw 
PRNG [17]. Rastogi et al. [18] have developed 
an algorithm to generate Linear Congruential 
Pseudo-Random Number Generator with 
encryption and decryption technique which can 
be employed for the multi-layered strategy. In 
the outer layer, a randomly generated sequence 
has implanted in the text file and thereafter the 
contents were sent to produce the encrypted 
text file. Encryption for the message which are 
received in the first layer. Baldanzi et al. [19] 
have proposed a cryptography secure pseudo-
random number which can be digital hardware 
used to accelerate in the generation of random 
numbers and further those can be used in the 
cryptography method. For better timing 
performance and greater throughput one can 
use a random number generator with 
cryptography algorithm pseudo-random 
number. 

Elgamal [20] has developed a public-key 
cryptography method based on the key 
exchange technique and revealed the discrete 
logarithms over the finite fields. Hwang et al. 
[21] have combined Diffie-Hellman and Elgamal 

algorithms together for encryption and 
decryption which worked for large-size of 
messages, while Grewal [22] has suggested an 
approach that employed over the three-
dimensional chaotic maps to generate keys for 
the use in the Elgamal algorithm for encryption 
and decryption. The time spent encryption and 
decryption were evaluated and compared to 
approach using one and two-dimensional 
chaotic maps. The help of Elgamal and Chaotic 
map generated the public and private keys. Ara 
et al. [23] have proposed a method which has 
data gathering efficiency and data 
confidentiality and further improved by the use 
of secure privacy-preserving information sets. 
Arboleda[24] has also proposed a technique to 
enhance the system that combines two current 
encryption schemes and the development 
hybrid cryptography method with the help of 
Elgamal and fast chaos cryptography. 
     In the present work, a secure Pattern lock 
technique is proposed for opening the hand-
held devices and transfer of encrypted 
information from one device to another device. 
A system model is proposed and results have 
been obtained through Python programming 
language. 

 
2. METHODOLOGY 
In the present work, a user is registered on the 
new mobile device and for the security of 
device, a graphical pattern is to be set by the 
registered user. Therefore, the first step is to 
register the authentic mobile user and 
thereafter authentication and validation of 
pattern are applied. A system model is 
developed and shown below in the following 
Fig. 2. 
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Fig. 2: System Model for Secure Pattern Lock 

In the above Fig., securing the pattern lock 
contains the following major activities. 

 Registration of User [ USER_REGISTRATION 
( )] 

 Setting the Device Pattern [ SET_PATTERN ( 
)] 

 Authentication of Pattern [ 
AUTHENTICATE_PATTERN ( ), 
FUZZY_ENCRYPTION ( ), 
FUZZY_DECRYPTION ( )] 

 Validate of Pattern [ VALIDATE_PATTERN ( 
)] 

The above four activities are described 
below in brief: 

 
2.1. USER_REGISTRATION ( ) 
User may have any hand-held device which may 
be laptop, tablet, mobile or any touch screen 
devices, etc. and these devices are well 
connected via distributed network system 
having internet services. The connected devices 
under the distributed environment are shown 
below in Fig. 3.  Normal desktop may be 
attached through distributed environment in 
which users can set pattern through mouse. 

 
Fig. 3: Distributed Environment of Hand-held Devices 

 

1654



 
NeuroQuantology|November2022| Volume 20 | Issue 16|PAGE 1651-1661| DOI: 10.48047/NQ.2022.20.16.NQ880164 
Pawan Kumar et al / Fuzzy Rule Based Enhancement of Patten Lock Security System 

 
 

 eISSN1303-5150                                                                                                                             www.neuroquantology.com                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              
 

                                                                                                                                                                 

 

In the above Fig., the devices have different configuration in term of ram, disk space (internal / external 
storage) etc. The user can register the identity on any of these devices by the use of following Fig. 4. 

 
Fig.4:User’s Registration Process 

 
2.2. SET_PATTERN ( ) 
After completing the registration process on 
any of hand-held device, the user has to set 
pattern by the use of 3*3 matrix. In the present 

work, user selected the mobile device and after 
entering the credentials in term of LOGIN_ID 
and PASSWORD, user has to set pattern as 
represented below.  

 
Fig. 5:Set Pattern Process 

 
2.3. AUTHENTICATE_PATTERN ( ) 
This activity checks the information about the 
user, which wants to access the connected 
device and it must be connected via distributed 

network system having internet services. This 
activity checks the user’s credentials such that 
the  LOGIN_ID, PASSWORD, and pattern. 
2.4. VALIDATE_PATTERN ( ) 
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After authentication activity is completed, next 
activity is validation of the pattern. This activity 

validates that the user draws correct pattern or 
not.  

 
Fig. 6:Validation Process of Pattern Lock 

The proposed model provides secure pattern 
lock mechanism, and the proposed technique 
two type of encryption and decryption 
technique which are well explained in the 
subsequent section. 

 
3. FUZZY RULE-BASED VALUE COMPUTATION 
The Triangular membership function for 
generates the fuzzy value, which is based on 
number of selected dots while entering the 
pattern given by the user. The resultant of this 
will be Pseudo Random Number which is 
generated through following algorithm. 

Fuzzy_computation(SD, Mfunction, Mrule) 
 SD  number of selected dots 

Mfunction (Mlow, Mmedium, Mhigh) 
Frule  set of rule 
fuzzy_compute_value  TMF(SD) 

END 
Based on antecedent (input) variables define 
membership function as Mlow,Mmedium, Mhigh and 
fuzzy rules. All of the defined variables and set 
of rules given TMF(SD) function. TMF(SD) 
function produce result based on number of 
selected dots and output value stored in 
fuzzy_compute_valuevariable. The 
fuzzy_compute_valuevariable value sent to next 
sub- section.  
The activity diagram for fuzzy rule based value 
computation shown below: 

 
Fig. 7:Activity Diagram of Fuzzy Rule Based Value Computation 

This algorithm has three main parts, first is fuzzy 
set, second is fuzzy rule and third is number of 
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selected dots. In the first step, all three 
functions are defined then give these value give 
Fuzzy function for fuzzy compute value. 
      To generate the pseudo random number, 
Linear congruential generator technique is 
used. In used the seed value is taken by the 
selected dots value during pattern draw and 

also replaced the modules value by the final 
output of fuzzy rule base value computation. 
The pseudo random number generator runs the 
fixed number of times which is 5 in this test for 
each selected dot.   
The steps for pseudo random number generator 
are given below: 

PRNG(patternsequence[p], fuzzy_compute_value,) 
Seedvalue PatternSequence[p] 
ModlusParameter fuzzy_compute_value 

Define multiplier, increment term and number of rounds 
A MultiValue 
Inc IncTerm 
Round  Number of rounds 
FOR 1 to round 
RandNum[]  [A* SeedValue+C] MOD ModlusParameter 
END FOR 

END 
In the first step given seed Seedvalue and taken fuzzy_compute_valuefrom 
Fuzzy_computationfunction.Thefuzzy_compute_valuevalue is assign to ModlusParameter. defined multiplier 
A, increment term Inc and number of rounds as round. Run five times for each seed. 
The activity diagram for pseudo random generator is given below: 

 
Fig. 8:Activity Diagram for Pseudo Random Number Generator 

 
The Elgamal algorithm is a public key cryptography which use the different keys for encryption and 
decryption. In this algorithm we have used the output of pseudo random number generator algorithm is 
connected as a input of Elgamal Cryptosystem. The pseudo code of this algorithm given below: 
Elgamal_algo( msg) 

P  Large prime number, (Q ∈ group G <Z*p, A>) 
X  Y, (X ∈ group G <Z*p, A>& 1 ≤ X ≤ P -2) 
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Pr  Primitive root in G <Z*p, A> 
B =PrX MOD P 
Pub_Key=(Pr, B, P) 
Pri_Key = X 
ENCRYPTION 

Rdmn  Random Number, (R ∈ group G <Z*p, A>& 1 ≤ Rdmn ≤ P-1) 
Ctext1=PrRdmn MOD P 
Ctext2= (msg × BRmdn) MOD P 
DECRYPTION 

MSG= [Ctext2(Ctext1X)-1] MOD P     
END 

Define large prime number P, choose any 
random number X and primitive root Pr in cyclic 
group G <Z*p, A>. After all the parameter 
defined then calculate B = PrX mod P. Public key 
is (Pr, B, P) and private key is X. For encryption, 
taken a random number Rdmn which belong to 
group G <Z*p, A>. Then calculate Ctext1 = 
PrRdmnmod P and Ctext2 = (msg ×BRdmn) mod P. In 
decryption, calculate MSG = [Ctext2(Ctext1X)-1] 
mod P. 

 
4. RESULTS AND DISCUSSION  
The primary goal of the proposed work 
algorithm is provided high level of access 
control to avoid illegal activities from the hand-

held devices. In the proposed model, we have 
used three phases to enhance the security. In 
the first phase, fuzzy rule base value 
computation is used to get fuzzy value for 
number of selected dots during pattern set. The 
generated fuzzy value send to the next phase 
random number generator. This model pseudo 
random number generator selects dots value. In 
the next phase, encryption and decryption are 
perform to receive output of value pseudo 
random generator using Elgamal cryptosystem.  

Lets take an example of proposed model if 
any user set a pattern sequence [11, 21, 31, 
32,22, 23, 12, 13, 33] which is given in Fig. 9. 
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Fig. 9:Complex Pattern Lock and selected each dot 

 
The model counted number of selected dots which is nine. The Triangular membership function take 
nine as an input, and generate crisp value 6. 

 
 

Fig. 10:Triangular Membership Function (A) Fuzzy Set, (B) Fuzzy Rule and (C) Fuzzy Computation 
 

The PRNG takes value as input and generate a 
random number for every selected dot. The 
generated random number encrypted by the 

Elgamal algorithm and get the final ciphertext of 
selected dots. Hence as per comparison with 
the previous provided algorithms, the proposed 

1659



 
NeuroQuantology|November2022| Volume 20 | Issue 16|PAGE 1651-1661| DOI: 10.48047/NQ.2022.20.16.NQ880164 
Pawan Kumar et al / Fuzzy Rule Based Enhancement of Patten Lock Security System 

 
 

 eISSN1303-5150                                                                                                                             www.neuroquantology.com                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              
 

                                                                                                                                                                 

 

algorithm high level of security and better 
performance. 

 
5. CONCLUSIONS AND FUTURE SCOPE 
In this paper, we proposed fuzzy rule 
basedElgamal algorithm. Which provides 
Elgamal cryptosystem with the help of fuzzy 
logic and pseudo random number generator for 
patten lock system. The proposed algorithm 
improves security and useability of hand-held 
devices. In the future this algorithm can be used 
in text based password system. In text based 
password system, number of characters given 
as input in fuzzy computation and iteration 
term can be increased in pseudo random 
number generator. 
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