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ABSTRACT  

A black hat Data on computers and mobile devices has been compromised in a variety of ways by hackers and 
data thieves. One such example is computer malware. It is possible for a stalker to download malware to a 
target computer, as well as for malware to be downloaded to a stalked user's system and data collected. 
Malware has a wide variety of tools available to accomplish its goals. There are so many different kinds of 
malware out there that it's tough for cyber analysts to identify and classify an attack's type of malware. This 
study's goal is to discover the best machine learning method for identifying malware and classifying its type in 
order to address this problem. A total of three different machine learning algorithms were used to create the 
three models. In addition to the XGBoost and LightGBM algorithms, there is also the LR algorithm. The 
preprocessed data is then used to train and test the models. Before preprocessing, the data is retrieved from 
Kaggle. This data contains details on numerous types of malware and the traits that distinguish them. The 
accuracy, precision, true-negative rate, false-negative rate, etc. of the three models are compared. Based on 
the results of the testing, the LightGBM algorithm is proven to be the most accurate and precise. Thus, it can 
be stated that the LightGBM algorithm is the best method for detecting and classifying malware. The dangers 
posed by harmful software (malware)-based cyber attacks have grown exponentially in recent years. These 
malicious programs have gotten more difficult because so many individuals utilize web programs on a daily 
basis. Data integrity, availability, and confidentiality have all been compromised as a result of recent attacks, 
raising serious questions about the state of information systems worldwide. Because of its inefficiency and 
time-consuming nature, manual inspection and categorization procedures were once thought to shed some 
light on this issue. The rapid propagation of high-rate malware necessitates an innovative way to classifying 
them as virus or non-malicious software. Machine learning is a revolutionary technique to malware 
classification in this regard. Some of the machine learning classifiers utilized in this paper are the Support 
Vector Machine (SVM), Gaussian Naive Bayes, and Recurrent Neural Network. The deep learning classifiers 
employed include the Convolutional and the Recurrent Neural Network (RNN). Even though there are 
numerous ways to classify malware, a machine learning technique may be the most efficient and successful. 
Its main goal is to give an overview of the machine learning method to malware classification by illustrating 
which of the mentioned classifiers can effectively classify malware depending on their reliability or accuracy. 
Recurrent neural networks were identified as the most accurate method based on the results of this study. 
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1. INTRODUCTION 

Malware proliferation has increased exponentially 
in tandem with technological advancement, posing 
a significant threat to internet safety. When a piece 
of code is added, updated, or deleted from a 
software system with the intention of doing harm or 
destabilizing the system's intended function, it is 
considered malicious software (malware). A 

computer system's security policy can be breached 
in terms of confidentiality, integrity, as well as 
availability by a malicious program. The malware 
classification is based on the program's ability to run 
on a computer system. Depending on its payload, 
technique of vulnerability exploitation, and method 
of propagation, it can be classified into one of four 
categories: Viruses, worms, Trojan horses, Adware 
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ransomware, and spyware can all be classed in this 
way. Malware began as a prank or an experiment 
gone awry in the early days of its evolution. 
However, there are a number of lab-created 
malwares, such as Darwin game, creeper, pervasive 
animal, and Rabbit Virus, that have never been 
released. As far as viruses go, the Elk Cloner 
(published in 1981) was the first of its kind to infect 
a PC. As a result of Elk Cloner, the first virus to infect 
a Microsoft PC appeared. In the wake of them, 
malware has steadily overrun the world of computer 
technology. All of the recent major cyberattacks, 
from Zeus in 2007 to Koobface in 2008 to Stuxnet in 
2010, have shook the world. As a result, developing 
a way for quickly and accurately identifying malware 
is a need. One of the most important aspects of 
cybersecurity is the ongoing improvement of 
endpoint protection, which includes a firewall and a 
variety of security tools such as email protection and 
URL filtering as well as anti-spam and sandboxing. 
Antivirus software, the final line of security, is 
largely responsible for detecting and removing 
malware from endpoint devices. Signature-based or 
heuristic-based antiviral software is the norm. 
Heuristic methods define a set of criteria 
determined by analysts after analyzing malware 
behavior, whereas signatures can be defined as 
algorithms or hashes that uniquely identify a certain 
infection. However, malware cannot be detected 
using this technique. Traditional approaches to 
malware detection face a big hurdle because the 
new form of malware employs bypassing techniques 
that obscure the code. Malware detection will be 
hindered as a result of this. The finding and 
categorization phases of a malware investigation 
are often broken down into two separate phases. At 
this point, malware is discovered and recognized. 
Classifying malware based on feature vectors is 
categorized as either static or dynamic analysis, 
depending on the method used to identify them. 
The way features are extracted makes a difference 
in how they are classified. static analysis of malware 
extracts information from binary programs without 
running them, whereas dynamic analysis analyzes 
the activity of malware while it is running in an 
isolated system. Dynamic analysis approaches, on 
the other hand, can withstand obfuscation 
techniques more effectively than static analysis 
methods. Combining these two approaches results 
in a hybrid strategy. Because of this, the use of 
machine learning algorithms in the detection of 

malware is necessary. Malicious software is 
examined using machine learning techniques in this 
study. An example of feature representation utilized 
to generate training data, as well as the techniques 
used to understand the perfect prediction model, is 
demonstrated in this study. In this work, the major 
goal is to conceptualize the most effective and 
efficient machine learning approach for classifying 
malware, which basically divides them into malware 
and non-malicious. Infecting, exploring, stealing, or 
playing genuinely any action desired by the attacker 
is what malware is all about. There are numerous 
ways to infect a computer with malware due to the 
wide variety of variants that exist. Direct delivery to 
the target's system is also an option. Additionally, 
they are allowed to be disseminated widely across 
the internet, allowing any user to stumble upon and 
download the malware. Malicious code executes 
without the user's knowledge or consent when the 
user clicks or installs it. When a computer is infected 
with a malware or malware, it can cause a computer 
to become unworkable, stop access to documents, 
and overwhelm a website or desktop with 
advertisements. There are many different kinds of 
malware out there. There are advantages and 
disadvantages to each variety. Trojan horse 
infections, spyware, computer worms, logic bombs, 
etc. are some of the most popular malware. Trojan 
horses appear to be harmless programmes, but 
when activated, they inflict serious harm on the 
machine they are attached to. To distinguish it from 
a malware, a Trojan horse now steals documents or 
passwords instead of mirroring itself. A user's 
computer can be infected by spyware, which then 
displays and collects information about them. The 
hacker can see what apps and websites are being 
used while adware is running on a computer, for 
example, and can listen in on keystrokes to 
determine login and password data while adware is 
running. Because the malware has so many 
classifications and is so prevalent, novice computer 
users have a tough time identifying and detecting 
the infection. A machine learning model that is 
extremely effective at detecting malware and 
classifying it can solve this issue. Three machine 
learning models are being developed in this study, 
and their efficacy is being compared. Using the 
comparison findings, the best malware detection 
method may be found. The first section of the paper 
gives an introduction towards the malwares and the 
proposed system. Then the next section deals with 
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the previous studies done in this field. The third 
section deals with the methods and techniques used 
in the model. And finally the paper concludes with a 
conclusive result.   

 

2. REVIEW OF LITERATURE  

Malware and the different kinds of it have been 
studied by academics from all over the world. Some 
researchers go so far as to make malware as part of 
their work or to write about how malware is made. 
In one of their experiments, a group of academics 
from the Deakin University of Australia made an 
annotation for android malware. They say that 
Android malware is a big security and privacy risk for 
people who use mobile phones. Due to the rapid 
growth of malware, traditional malware detection 
and its circle of relative's class technology aren't as 
good as they used to be. The annotation used in this 
work is A3CM, which is clear from the name. For 
example, A3CM doesn't put found malware into 
families. Instead, it predicts how it will affect 
security and privacy. So, A3CM can protect against 
malware that is either unknown or hasn't been 
found yet. The semantic capabilities of A3CM can be 
used to record capabilities related to security and 
privacy. Deep learning is also being used to predict 
malwares. Indian researchers at the Vellore Institute 
of Technology used intelligent vision to find 
malware. In this study, random forest was also used. 
Even if the classifier has experience with known 
variants from the same family, it is hard to put new 
malware variants with similar traits into their 
correct families. For making the malware detection 
device more general, it is also important to find and 
extract the best features of each infection. They say 
that their algorithm works 98 percent of the time. 
Instead of using deep neural networks to find 
malware, the suggested solution uses a combination 
of deep ensemble stacking and occasional version 
complexity. The planned version can tell the 
difference between unknown malware samples 
from well-known malware families. 

A team from the University of Turkey also used deep 
learning algorithms to put malware into groups. 
Traditional artificial intelligence (AI) algorithms, 
especially those based on machine learning, can't 
find any of the new versions of malware, no matter 
how complex they are (ML). To fight new types of 
malware effectively, you need to use creative 
strategies that may be very different from more 

traditional ones. The results of the tests show that 
the suggested method can correctly classify 
malware with a high degree of accuracy, which is 
better than what other researchers have come up 
with so far. When applied to a large-scale domain, 
the proposed method is effective and cuts down on 
the amount of function space. Machine learning has 
a wide range of uses and is used in many different 
industries. Researchers at Ghana's Sunyani 
University did a study to show the many ways 
machine learning can be used and the problems it 
faces. Even though most AI and ML algorithms and 
frameworks for BDA are free, they require a new 
skill set that most people in this field and IT 
departments don't have. Also, the fact that there 
are many machine learning methods makes it hard 
to find the right one, like "looking for a needle in a 
haystack." We looked at the strengths and 
weaknesses of 66 types of study that use machine 
learning for categorization goals. They decided that 
a number of things should be used to choose the 
best algorithm. Some of the parameters are the 
requirements of the algorithm, the amount of 
storage space needed, the study area, and so on. On 
the other hand, machine learning methods can be 
used for a wide range of tasks, no matter what 
subject is being studied. As was said before, 
machine learning can be used in any field. Research 
from Morocco's Moulay Ismail University in Rabat 
shows that this statement is true. Machine learning 
has been used to find traffic. They said that 
modelling a good classifier is one of the most 
important problems in computerized education 
with a lot of expert data. There are a lot of 
computers in this category, so education strategies 
need to be used that can assign instruction to data 
devices based on the input games that study 
training offers. Training in the past makes it possible 
for the current elements to be so popular. In the 
new version, there are three levels: the input layer, 
the hidden layer, and the output layer. This 
proposed set of rules for system mastery is the most 
important part of the new version. In this study, 
rules based on education and popularity are used to 
make sure that the weights are set up in the best 
way possible. Before the evaluation stage, site visits 
are already set up. Their research focuses on 
classifiers for different types of site visitors and 
finding outliers. They want to explain how the math 
behind such a classifier works. 
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A method of machine learning called XGBoost is 
used in a wide range of situations. Researchers from 
the University of Shanghai for Science and 
Technology have used the XGboost method to figure 
out who a person is. They say that pedestrian 
detection is used a lot in smart monitoring, 
supported use of cars, smart transportation, and 
security. It has been used by computer programmes 
for a long time as a source of ideas and predictions. 
Particularly, using machine learning to identify 
pedestrians is becoming more and more popular. 
So, they've used a method called infrared screening. 
So, infrared and visible light video fusion methods 
can be used to improve the impact of detection. This 
makes the results of pedestrian actions at night 
more reliable and effective and gives clearer, more 
intuitive information about pedestrians. It is also 
used in a lot of different ways to keep computers 
safe. Chinese researchers at Shenzhen University 
used the XGBoost algorithm to find when fake data 
was added. They say that the exponential growth of 
data and communication technology will be helped 
by a CPES (cyber-physical energy system) with 
shared interactions between physical and cyber 
components. It also raises new safety concerns, 
which could have bad effects on the power source. 
The simulation results show that the released 
stealthy FDIAs can effectively avoid conventional 
bad record detection and damage the CPES's record 
security. This shows the CPES's vulnerability and the 
need for a detecting method. Their conclusion was 
based on how well and accurately the XGBoost 
classifier-based FDIA defence mechanism could spot 
cyber-attacks. The LightGBM algorithm is one 
example of a fast machine learning algorithm for 
classification and detection. Because it responds 
quickly, the lightGBM is used for many different 
things. Scientists at China's Nangching University 
have been using an algorithm to make a map of the 
population based on data they have collected over 
time about the density of the people living there. 
They say that because information times with big 
gradients play a bigger role in figuring out statistical 
advantage, GOSS can get a fairly accurate statistical 
advantage with a surprisingly small pattern dataset. 
So, EFB makes it possible to group exceptional 
functions together to reduce the number of 
functions. LightGBM, which is based mostly on GOSS 
and EFB, has the potential to make learning better. 
The lightGBM algorithm is also used by people in the 
medical field. Researchers at the University Of North 

Dakota use the light GBM algorithm to find sepsis. In 
sepsis, the body's overreaction to an infection can 
cause damage to tissues, organ failure, or even 
death. The fast development of better technology, 
like artificial intelligence and gadgets that can learn, 
made it possible to find better ways to spot sepsis 
cases quickly. In this work, an algorithm was made 
that can quickly and accurately predict sepsis. The 
Linear Regression (LR) method is one of the easiest 
to use when it comes to machine learning. So, this 
technique is used in a lot of different situations. 
Researchers at Saitama University of Japan used the 
LR method to figure out how active the lower leg 
muscles were. Many different fields have looked at 
measuring muscle activity as a key method. 
Electromyogram (EMG) comments are a common 
way to get visual feedback on the potential of the 
electromyogram. Linear Logistic Regression cuts 
down on errors caused by nonlinearities like the 
saturation of the enter sign and lets you figure out 
the regression coefficient with only a small amount 
of data. When learning was measured in 
milliseconds instead of minutes or hours, the 
proposed plan was the best. The LR algorithm can 
also be combined with other machine learning 
algorithms and deep learning algorithms. 
Researchers from the University of Technology 
Sydney in Australia say that the LR algorithm and 
CNN can be used to find face landmarks. The 
researchers say that most current facial detectors 
can't find landmarks without a lot of labelled data, 
which is expensive to get. We only need a small 
amount of well-labeled data to finish the project. 
Weakly supervised learning lets them train their LR-
CNN correctly with only a small amount of data that 
is clearly labelled and a lot of data that is not clearly 
labelled but was made by the same person. On 
benchmark datasets, new facial element and 
landmark detection algorithms have been tested a 
lot, and our method does better than them.  

When it comes to feature extraction, Bugra Cakir et 
al. [1] adopted a shallow deep learning strategy. As 
a result, the model's performance has been 
examined using a k-fold cross validation split 
without losing a validation split, which achieved an 
accuracy level of 96% for classification. A recurrent 
neural network by Matilda Rhode et al. [10] was 
used to determine if an executable was malicious or 
benign, with a 94% accuracy rate. A fresh Windows7 
64-bit installation was used for the testing of the 
dataset, which included 1000 malicious and 600 
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trusted Windows 7 executables, as well as 800 
trusted samples from the system files. Using a 
combination of static and dynamic characteristics, 
Huan Zhou presents a deep learning methodology 
for malware detection in his study [11]. Many 
machine learning techniques like k-Nearest 
Neighbors (kNN), J48 Decision Tree (JDT), Support 
Vector Machine (SVM), Nave Bayes, and Multiplayer 
Perceptron Neural Network (MPNN) are used by 
Ivan Firdausi et al [12]. (MLP). It was shown that the 
J48 decision tree had the highest accuracy (96%), 
the highest precision (95.9%), and the lowest false 

positive rate (2.4%) when applied with a dataset 
containing malware and benign data in the 
Windows PE format. A deep learning malware 
detection method is proposed by Muhammad 
Furqan Rafique et al [13]. A convolutional neural 
network (CNN) and a wrapper-based technique are 
used to extract the most essential and distinguishing 
features from the data. Finally, Microsoft's Kaggle 
dataset, BIG 2015, is trained using a Multilayer 
Perceptron. 

 

 

Fig. 1: Work flow of the study 

3.  METHOD OF RESEARCH AND MATERIALS USED 

3.1 COLLECTING AND PREPROCESSING DATA  

From Kaggle, you can get a dataset with many 
different types of malware and their characteristics. 
The dataset is then put through a number of steps 
to find the best algorithm that can be used to find 
malware. These steps are called "preprocessing." 
The model is then trained and tested using the 

values that have been processed. Machine learning 
models have a hard time processing all of the data 
since there is so much of it. Preprocessing is then 
performed on the resulting dataset to identify the 
features required for malware identification. The 
reduction of this database requires the use of five 
different preprocessing procedures. The 
approaches are: removing missing values, checking 
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cardinality, correlating, reducing features, and 
balancing data. It's all detailed in detail here. 

 

Fig 2 : DISTRIBUTION OF DATA TYPE 

 

3.2 DELETING THE MISSING VALUE 

Almost every one of the 83 columns has at least one 
missing value. A few missing values can, however, 
be ignored. However, if more than 40% of the 
columns in a given column are blank, the model's 
performance may suffer. As a result, columns with 
missing values of greater than 40% are deleted from 
the dataset. These missing values are spread across 
nearly six columns. 

 

Fig 3. COLUMNS WITH GREATER THAN 40%OF 
MISSSING VALUES 

 

3.3 CARDINALITY EVALUATION 

A machine learning model's performance is also 
influenced by the data's cardinality. If a column only 
has a few possible values, then training the model 
on that value is simpler, and the reverse is also true. 
As a result, the dataset no longer contains any 
columns with a cardinality greater than 50. 

 

Fig 4. Columns with a cardinality of more than 50 

 

 

 

 

 

DISTRIBUTION OF DATA TYPE

malware detected malware not detected
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3.4 CORRELATION CHECK 

There's a term for the relationship between two or 
more variables called "correlation," which means 
how one column's values are affected by changes to 
others. It is also necessary to examine the 
correlation between the columns in order to verify 

that the machine learning models work optimally. 
Only 15 columns can be correlated in a correlation 
check. It is thus divided into fifteen equal portions 
and examined for correlation. The correlation check 
for the dataset is demonstrated in the following 
example. 

 
Fig 5 Correlation check 

 

3.5 FEATURE REDUCTION 

Even after applying the preprocessing procedures 
outlined above to remove some columns, the 
dataset still contains attributes that aren't necessary 

for malware identification. In this classification, 
therefore, the extraneous columns are also deleted. 
Following each preprocessing stage, the number of 
columns is indicated in the following figure. 

 

FIG 6: Feature reduction 
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3.6 BALANCING THE DATA  

To ensure that the models are trained fairly, the data must be balanced. In situations where one type of data 
outnumbers another, the model is more likely to be trained for the first type of data. As a result, the dataset's 
values are tested for equality. There must be an equal number of values in order for data to be balanced. 
Following data balancing, a bar graph depicting the type of data is shown in the figure. 

 

Fig 7 .  Balancing Data 

4. CREATING A ML MODEL  

4.1 EXTREME GRADIANT BOOST 

Extreme Gradient Boosting (XGBoost) is a scalable, 
allotted gradient-boosted choice tree (GBDT) 
system gaining knowledge of the library. Regression, 
classification, and rating issues all benefit from this 
system, which aids in parallel tree boosting. This 
library for allocated gradient boosting has been 
carefully developed to be highly efficient, 
adaptable, and portable, which is why it is called 
XGBoost. A smaller RSME value can be achieved 
using the XGBoost algorithm in many instances. 
Gradient boosting (GBM) It does unsupervised 
learning by analyzing data without a predetermined 
model. An "all-in-one" algorithm is what it is called. 
The term "end-to-end algorithm" is also used to 
describe this process. Software and hardware 
optimization techniques are combined to deliver the 
best results while using the least amount of 
computer resources in the shortest amount of time. 
Gradient Boosting is faster, but this is faster yet. It's 
designed to alleviate a shortage of information 
because of its integrated features. 

4.2 LightGBM 

Gradient boosting for devices produced with 
Microsoft is made possible using the LightGBM 
framework, which goes by the name of "Light 
Gradient Boosting Machine." Ranking, classification, 

and other duties of gadget learning are all 
accomplished through the use of selection tree 
algorithms. The following are the benefits: Faster 
and more accurate training can be achieved using a 
set of histogram-based rules called LightGBM. It also 
requires far less storage space. The lightGBM may 
be extremely quick. When used to huge datasets in 
timed competitions, this shows to be a significant 
benefit. In comparison to other algorithms, the 
lightGBM algorithm has the lowest RMSPE value, 
making it more efficient. 

4.3 LOGISTIC REGRESSION 

An algorithm for categorical problems, Logistic 
Regression is a Machine Learning method that relies 
heavily on the possibility notion for its prediction 
evaluation. Approaching problems in a binary 
manner is what this method is all about. Forecasting 
the specific structural variable is done using this 
method, which takes an unambiguous set of inputs 
and turns them into something predictable. The 
output of a specific structured variable is intended 
to be used in logistic regression. In a logistic 
regression example, system learning can be used to 
determine whether or not or no longer a person is 
at risk of developing a specific disease. Linear 
regression is simple to understand and explain, and 
may be regularized to avoid over fitting. Stochastic 
gradient descent and novel statistics make it simple 

malware detected malware not detected
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to keep linear fashions current. It also has a high rate 
of prediction. 

5. RESULTS AND DISCUSSIONS  

Kaggle provides a dataset including information 
about malware and the different varieties of 
malware. A total of 83 columns and 8921483 
samples of data were found in the resulting dataset. 
Nearly half of the dataset's columns aren't needed 
for the malware type prediction. Preprocessing 
techniques delete these types of columns. Columns 
with missing values greater than 40%, columns with 
cardinality greater than 50%, correlation checks, 
feature reductions, and data balances are all part of 
the preprocessing. It is possible to train and evaluate 
machine learning models with preprocessed data. 
The data is then split into two equal portions, using 
a 4:1 split. Both parts will be utilized to train the 
models, while the smaller portion will be used to 
test them. Three different methods for machine 
learning were used to create three different 
machine learning models for this research. These 
are the XGBoost, LightGBM, and LR algorithms, 
respectively. Once the dataset had been analyzed, 
the models were then trained and validated for their 
efficiency. All three algorithms are graphed to 
compare their performance. 

 

Graph 1 

The LightGBM algorithm's accuracy can be 
extrapolated to be superior to the other two. One of 
the three algorithms, XGBoost, has the worst 
accuracy. The same is true of the accuracy. As far as 
malware detection is concerned, lightGBM has the 
largest true 95 percent, which is higher than many 
machine learning methods. 

 

 

 

6. CONCLUSION 

The outcomes of this study are a little better than if 
separate datasets were utilized for training and 
testing because the same dataset was used for both. 
Researchers can considerably benefit from stronger 
machine learning models by creating large enough 
datasets. For classifier over fitting, greater attention 
should be paid to preprocessing data, and clustering 
can be employed to remove outliers during 
processing. In addition to generating good results, 
avoiding the inclusion of noisy samples in training 
can also help. Kaggle has a dataset with information 
about malware and the different kinds of it. The 
data set that was gotten has 8921483 rows and 83 
columns. Nearly half of the columns in the dataset 
aren't needed to predict the type of malware. 
Preprocessing is used to get rid of these columns. 
Methods for preprocessing include getting rid of 
columns with more than 40 percent missing values, 
getting rid of columns with a cardinality of more 
than 50, doing a correlation check, reducing the 
number of features, and balancing the data. 
Machine learning models can be tested and trained 
with preprocessed data. The information is then 
split into two parts with a ratio of 4:1. The models 
will be trained on the bigger part, and the smaller 
part will be used to test them. Three different 
machine learning models were made with the help 
of three different algorithms for machine learning. 
The three are the LR algorithm, the XGBoost 
algorithm, and the LightGBM algorithm. Then, the 
trained models were tested to see how well they 
worked using the processed dataset. A graph is used 
to compare how well each algorithm works. In the 
end, we can say that the LightGBM algorithm is the 
most effective of the three. This algorithm works 
more than 93 percent of the time, which is better 
than most of the other algorithms used to find 
malware. The LightGBM algorithm is also better 
than the other two algorithms in many other ways, 
such as accuracy, number of true positives, number 
of false positives, etc. This model can be put into a 
website or piece of software and used in real time 
to find malware and sort it into its different types. 
Despite the numerous research and impressive 
progress made in recent years using machine 
learning to classify malware, this is still a difficult 
area to master. A defense strategy must always be 
updated because the attackers are constantly 
coming up with new ways to outwit them. When it 
comes to data and privacy protection, machine 
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learning can be a powerful weapon in the fight 
against intruders. Recurrent Neural Network (RNN) 
has the greatest accuracy rate of 99.96 percent and 
R2 score of 0.9989, according to the data. True 
Negative Rate was 0.02 percent, while False Positive 
Rate was 0.06 percent. When compared to the 
machine learning classifiers, Convolution Neural 
Network (CNN) also performed well. For machine 
learning classifiers, this research has shown that 
feature selection may be employed effectively to 
yield excellent results, highlighting the importance 
of this technique in malware classification. For the 
purposes of malware classification, it can be 
concluded that RNN, or Recurrent Neural Network, 
is an effective machine learning approach. 

 

SCOPE FOR FUTURE RESEARCH  

Research in this area is still in its infancy compared 
to other methodologies. It is possible to improve 
upon the outcomes currently being obtained 
through existing research, though. That the feature 
selection technique needs major changes in order to 
detect malware at a best accuracy rate was 
outwitted by the literature review above. This can 
help to avoid misunderstandings when it comes to 
identifying malware. In order to keep up with the 
evolving threats, it is necessary to make 
adjustments to the machine learning models. When 
the machine learning algorithms are fine-tuned, 
greater outcomes can be achieved by utilizing the 
characteristics to their full potential. Most 
investigations are hindered by the limits of their 
datasets. Inaccurate forecasts can be generated by 
a tiny data collection. 

 

REFERENCES  

[1] B.  Cakir  and  E.  Dogdu,  “Malware  
classification  using deep learning  methods,”  
Proc.  ACMSE 2018 Conf., vol. 2018-January, no. 
April 2018.  

[2] A. P. Namanya, A. Cullen, I. U. Awan, and J. P. 
Disso, “The  World  of  Malware:  An  Overview,”  
Proc.  - 2018 IEEE  6th  Int.  Conf.  Futur.  
Internet  Things  Cloud, FiCloud 2018, no. 
September, pp. 420–427, 2018. 

[3]   D. Gibert, C.  Mateu, and J. Planes, “The rise  of 
machine learning  for  detection  and  
classification  of  malware: Research 
developments, trends and challenges,” J. Netw. 

Comput. Appl., vol. 153, no. July 2019, p. 
102526, 2020. 
[Online].Available:https://doi.org/10.1016/j.jn
ca.2019.102526 

[4] R.  Vinayakumar,  M.  Alazab,  K.  P.  Soman,  P. 
Poornachandran,  and  S.  Venkatraman,  
“Robust Intelligent  Malware  Detection  Using  
Deep  Learning,” IEEE Access, vol. 7, pp. 46 717–
46 738, 2019.  

[5]  V.  Menger,  F.  Scheepers,  and  M.  Spruit,  
“Comparing deep learning and classical 
machine learning approaches for predicting 
inpatient  violence incidents  from clinical text,” 
Applied  Sciences,  vol. 8, no. 6, p.  981,  Jun. 
2018. [Online]. Available: 
https://doi.org/10.3390/app8060981  

[6]  C.  Liu,  L.  Wang,  B.  Lang,  and  Y.  Zhou,  
“Finding effective  classifier  for  malicious  URL  
detection,”  in Proceedings of the 2018 2nd 
International Conference on Management  
Engineering,  Software  Engineering  and 
Service  Sciences  -  ICMSS  2018.  ACM  Press,  
2018. 
[Online].Available:https://doi.org/10.1145/31
80374.3181352 

[7]   Z. Cui, F. Xue, X. Cai, Y. Cao, G. G. Wang, and J. 
Chen, “Detection  of  Malicious  Code  Variants 
Based  on  Deep Learning,” IEEE  Trans.  Ind.  
Informatics, vol. 14,  no.  7, pp. 3187–3196, 
2018.  

[8] B. B. Benuwa, Y. Zhan, B. Ghansah, D. K. 
Wornyo, and F. B. Kataka,  “A review of deep 
machine learning,”  Int. J. Eng. Res. Africa, vol. 
24, no. February 2017, pp. 124–136, 2016.  

[9] Y.  Kim,  Y.  Jernite,  D.  Sontag,  and  A.  M.  Rush, 
“Character-Aware neural  language  models,”  
30th  AAAI Conf. Artif. Intell. AAAI 2016, pp. 
2741– 2749, 2016 

[10]  M.  Rhode,  P.  Burnap,  and  K.  Jones,  “Early-
stage malware  prediction  using  recurrent  
neural  networks,” Comput. Secur.,  vol. 77, no.  
December 2017,  pp. 578–594,  2018.  [Online].  
Available: 
https://doi.org/10.1016/j.cose.2018.05.010  

[11]  R.  Olson,  G.  James,  and  R.  Howard,  Cyber  
Security Cyber  Security.  Springer  Singapore,  
2011.  [Online]. Available:  
http://dx.doi.org/10.1007/978-981-10-8536-9 
8 

[12]   I.  Firdausi,  C.  Lim,  A.  Erwin,  and  A.  S.  
Nugroho, “Analysis  of  machine  learning  

http://www.neuroquantology.com/
https://doi.org/10.3390/app8060981
https://doi.org/10.1016/j.cose.2018.05.010
http://dx.doi.org/10.1007/978-981-10-8536-9%208
http://dx.doi.org/10.1007/978-981-10-8536-9%208


 Neuro Quantology | Jul 2022 | Volume 20 | Issue 7 | Page 23-33 | doi: 10.14704/nq.2022.20.7.NQ33002  
D Anil Kumar/MALWARE DETECTION AND CLASSIFICATION USING ML ALGORITHMS 

 

33 

eISSN 1303-5150 www.neuroquantology.com 

 

techniques  used  in behavior-based malware 
detection,” Proc. - 2010 2nd Int. Conf.  Adv.  
Comput.  Control  Telecommun.  Technol. ACT 
2010, pp. 201–203, 2010.  

[13] A.  M.  M.  Muhammad  Furqan  Rafique,  Aqsa  
Saeed Qureshi,  Asifullah  Khan,  Jin  Young  Kim,  
“Malware Classification  using  Deep  Learning  
based  Feature Extraction  and  Wrapper  based  
Feature  Selection Technique Muhammad,” pp. 
1–20. 

[14]   Saravana,  “Malware  detection,”  Apr  2018.  
[Online]. Available:  
https://www.kaggle.com/nsaravana/malware-
detection. 

[15]  L.  Zhang,  Y.  Zhu,  P.  Shi,  and  Q.  Lu,  
“Performance analysis,” Stud.  Syst. Decis.  
Control,  vol. 53, pp.  59–85, 2016. 

[16] I. K. Nti, J. A. Quarcoo, J. Aning and G. K. Fosu, 
"A mini-review of machine learning in big data 
analytics: Applications, challenges, and 
prospects," in Big Data Mining and Analytics, 
vol. 5, no. 2, pp. 81-97, June 2022, doi: 
10.26599/BDMA.2021.9020028. 

[17] A. Guezzaz, Y. Asimi, M. Azrour and A. Asimi, 
"Mathematical validation of proposed machine 
learning classifier for heterogeneous traffic and 
anomaly detection," in Big Data Mining and 
Analytics, vol. 4, no. 1, pp. 18-24, March 2021, 
doi: 10.26599/BDMA.2020.9020019. 

[18] Y. Jiang, G. Tong, H. Yin and N. Xiong, "A 
Pedestrian Detection Method Based on Genetic 
Algorithm for Optimize XGBoost Training 
Parameters," in IEEE Access, vol. 7, pp. 118310-
118321, 2019, doi: 
10.1109/ACCESS.2019.2936454. 

[19] W. Xue and T. Wu, "Active Learning-Based 
XGBoost for Cyber Physical System Against 
Generic AC False Data Injection Attacks," in 
IEEE Access, vol. 8, pp. 144575-144584, 2020, 
doi: 10.1109/ACCESS.2020.3014644. 

[20] X. Zhao, N. Xia, Y. Xu, X. Huang and M. Li, 
"Mapping Population Distribution Based on 
XGBoost Using Multisource Data," in IEEE 
Journal of Selected Topics in Applied Earth 
Observations and Remote Sensing, vol. 14, pp. 
11567-11580, 2021, doi: 
10.1109/JSTARS.2021.3125197. 

[21] S. Chami and K. Tavakolian, "Early Prediction of 
Sepsis From Clinical Data Using Single Light-
GBM Model," 2019 Computing in Cardiology 

(CinC), 2019, pp. Page 1-Page 4, doi: 
10.23919/CinC49843.2019.9005718. 

[22] M. Sekiya, S. Sakaino and T. Toshiaki, "Linear 
Logistic Regression for Estimation of Lower 
Limb Muscle Activations," in IEEE Transactions 
on Neural Systems and Rehabilitation 
Engineering, vol. 27, no. 3, pp. 523-532, March 
2019, doi: 10.1109/TNSRE.2019.2898207. 

[23] R. Zhang, C. Mu, M. Xu, L. Xu and X. Xu, "Facial 
Component-Landmark Detection With Weakly-
Supervised LR-CNN," in IEEE Access, vol. 7, pp. 
10263-10277, 2019, doi: 
10.1109/ACCESS.2018.2890573. 

[24] https://www.kaggle.com/code/chandrimad31
/malware-prediction-using-dask-for-handling-
bigdata/data 

[25] X. Zhao, N. Xia, Y. Xu, X. Huang and M. Li, 
"Mapping Population Distribution Based on 
XGBoost Using Multisource Data," in IEEE 
Journal of Selected Topics in Applied Earth 

http://www.neuroquantology.com/
https://www.kaggle.com/nsaravana/malware-detection
https://www.kaggle.com/nsaravana/malware-detection

