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Introduction 
Face recognition (FR) is a computer vision problem 
that involves recognizing and authenticating a person 
from an image of their face. (FR) Systems are used in 
facial image processing tasks, and their prominence 
as a research subject has recently increased. These 
systems are most typically used and selected for 
people and security cameras, and they can be used 
for a range of security purposes, such as crime 
reduction, video surveillance, and human 
verification[1]. Computer vision is a form of machine 
learning applied to the science of vision[2], and it is 
an essential aspect of the artificial intelligence field. 
The aim of digital vision is really to collect images or 
videos, analyze the images or videos, and then extract 
the necessary information [3]. 

 
Computer vision is currently widely employed in a 
variety of applications, including video surveillance,  
 This enzyme is that the mainkey to the transfer 
automatic driving, medical attention, and 
consumption, and can be studied from the 
standpoints of object recognition and space 
vision[4]. The goal of object perception is to 
identify the type of item, whereas the goal of space 
vision is to determine the object’s position and 
shape. In the discipline of computer vision, several 
problems such as image categorization, FR, and 
object identification are currently being worked on 
to solve problems. FR has always been a significant 
project among them. 
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In the wake of the global health disaster brought on by the globally circulating COVID-19 coronavirus. It is currently 
a research topic in many fields, especially those interesting such as artificial intelligence and new information 
technologies. Many regulatory agencies now require wearing face masks, particularly in crowded areas involving 
regular and large-scale human interaction, like inside overcrowded transit facilities, where everyone must wear 
masks. It is challenging to identify the identity of a person using conventional facial recognition techniques, so it 
needs developed technology with high accuracy. The paper presents a new system by utilizing the advanced 
MobileNetV2 network to recognize the person's identity without the need to take off the face mask. The proposed 
system has trained by using different eight classes of regular people's faces (without wearing face masks) under 
diverse environmental conditions. The performance of the proposed system demonstrated high efficiency in 
identifying the identity of the person accurately up to 100%. The recognition process was achieved using Keras with 
TensorFlow in terms of accuracy and detection speed. 
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Basically, Attendance, security, and finance are the 
most common applications for FR technology, but it is 
also used in logistics, retail, smartphones, aviation, 
education, real estate, public administration, 
entertainment marketing, network information 
security, and other areas[5]. It is a huge step forward 
in artificial intelligence technology, meaning the need 
for more precise, adaptive, and speedier recognition 
technology. FR is the process of recognizing a 
previously identified face. It might be defined as 
recognizing people from our connected user 
database, who may be known or unknown[6]. The 
tasks of face recognition include "verification” and" 
identification". Face verification is a one-to-one 
match that compares a face image to a database of the 
available facial image to match a person's personality. 
Face recognition is a one-to-one problem in which a 
query image of the face is matched to an image in the 
face of the database. When the question face may or 
may not be in the avail faces databank. In this state, a 
similarity score can be computed based on the data. 
FR technologies have always been the most 
important component of identification, which has 
nearly failed due to new major challenges for face 
recognition-based authentication applications such as 
public entrance and exit, facial identity verification, 
facial participation, and facial access control, among 
others. Gateways at public checkpoints rely on a 
traditional face recognition system, which is 
incapable of acknowledging the Masked Faces during 
the COVID-19 outbreak [7]. The MobileNetV2 model 
was used, which is a pre-trained model on a set of 
images. 
 
In this proposed work, a face recognition 
MobileNetV2 on custom data set will be created. This 
is intended to train the model on images that have 
not been seen before. Eight classes were created and 
these classes were divided into 85% For training and 
15% for verification. The proposed system goal to 
define the person's identity even while still wearing a 
face mask, the input dataset has been collected from 
eight classes of normal people's faces of different 
(ages and gender). 

 
Related work 

proposed a simplified method for detecting and 
notifying individuals who had not wearing face 
masks. The system model had been trained and 
tested using Kaggle datasets. The mask has been 
created from real-time public faces and fed into a 

convolutional neural network as an input (CNN)[8]. 
proposed a hybrid face recognition algorithm that 
integrates Principal Component Analysis (PCA) and 
Linear Discriminant Analysis (LDA), two face 
recognition methods. The Eigenvector required by PCA 
and LDA algorithms is computed using the Jacobi 
approach. A Raspberry Pi 3 board-based embedded 
system with a face recognition system. The Raspberry 
Pi 3 module was used to implement the face 
recognition system on an embedded system that had a 
97 percent accuracy rate.[9]. developed and designed a 
face recognition-based security system using machine 
vision. It was suggested to use Principal Component 
Analysis (PCA) in conjunction with a classifier for 
Euclidean distance to recognize faces. The study 
employed a training database made up of 20 students. 
The change in pose orientation is largely responsible 
for the 86 percent success rate and 14% mistake rate of 
the face recognition system on fixed face images. 
Additionally, it has been discovered that the threshold 
value has a crucial role in how well facial recognition 
works.[10]. proposed the image super-resolution and 
classification networks to create a special facemask-
wearing condition recognition technique (SRCNet), The 
suggested technique has four basic components: 
facemask-wearing condition recognition, facial 
detection, and cropping, image super-resolution, and 
image pre-processing. The Medical Masks Dataset 
which consists of 3835 images and 671 images of 
people not wearing face masks, 134 images of people 
wearing face masks incorrectly, and 3030 images of 
people wearing face masks correctly. This data had 
been served as the training and evaluation for this 
approach. Finally, the suggested SRCNet beat 
conventional end-to-end picture classification 
techniques employing deep learning and obtained 
98.70 percent accuracy[11]. studied the performance 
of drop support vector machines (SVM) by training it 
on the deep features of similar pre-trained networks, 
as well as the applicability of MobileNet V2 deep 
convolutional neural networks on palmprint 
identification. Datasets from the Hong Kong 
Polytechnic University of Science and Technology were 
used to conduct the studies. The collection consists of 
6000 128 x 128-pixel grayscale images of 500 different 
palms. The strategy of MobileNet V2-based features 
with an SVM classifier was outperformed the best 
results previously published achieving the best average 
testing and validation accuracy rate of 100%[12]. 
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Methodology 

The proposed system shown in figure 1 aims to 
determine the person's identity even while still 
wearing a face mask. Many studies require the input 
dataset from a mixture of masked and unmasked 
faces to achieve during the training process to 
identify the person's identity[13]. Whereas the 
proposed work in this paper, the input dataset has 
been collected from eight classes of normal people's 
faces (without wearing face masks) of different ages 

and gender. Then the labeling technology has been 
used for drawing a bounding box (ground truth) 
around each person's face within eight classes of the 
input dataset.   

The faces labeled will be an input to the MobilenetV2 
network to be trained and extract the vital features of 
the face. Eventually, the proposed system will be 
tested for identification and identification of the 
person, even if (he or she) is wearing a face mask. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. The block diagram for identifying the masked face 
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The proposed system is evaluated on custom 
datasets involving eight classes of human faces 
belonging to different people undertaken on 
conditions such as various angles, gender (male, 
female), and camera low resolution. The datasets 
have been divided into a training set and validation 
set of 85% and 15% respectively to evaluate the 
candidate model efficiency performance. The 
primary stage is drawing a bounding box (ground 
truth) around only the face regardless of the rest of 
the other objects in the same image by using 
"haarcascade_frontalface_default.xml"[14]. As 
samples, figure 2 indicates samples of datasets for 
two persons under different conditions (gender, 
angles, and resolutions) by drawing a bounding 
box. Therefore, the proposed system understands 
that this person inside the box belonged to the 
person class. Afterward, all files are collected in a 
labels folder. 

 

 

 

 

MobileNetV2 

 

In MobileNetV2, ،there are two “types of blocks. 
The first one is a residual block،with a stride of 1. 
Another, one is block with a stride of 2 for 
downsizing. There are three layers for both, type of 
blocks the first layer is "1×1" convolution with 
ReLU6. The depth wise convolution is the second 
layer. The third’ layer is a 1x1 convolution once 
more, but this time there is no non- linearity[15] . 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

where t represents expansion factor, n: repeating 
number c: number of output channels, and s: stride. 
3×3 "kernels" are used for spatial convolution[16]. 

 

 

 

 

 

 

Figure 2:Samples of datasets for two persons of under different conditions 
(gender, angles and resolutions) by drawing bounding box. 

. 

 

 
 

Figure 3: MobileNetV2 Convolutional Block 

Table1 : Architectural details of the MobileNetV2 model  
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Learning Rate (LR) 

Learning -Rate (LR) is a crucial hyperparameter to 
adjust for efficient deep neural network training 
(DNNs)[17]. It is difficult to choose an appropriate 
constant rate for training a DNN where efficient 
learning rates require multi-step adjustment of LR 
values at different training process phases[18]. 
Therefore, Accuracy will decrease along with training 
speed if the learning rate is too high also training 
speed and application accuracy both increase as the 
learning rate declines. 

 

Transfer learning (TL)   

Transfer learning (TL) is a method that aims to apply 
knowledge gained from solving one problem to 
another that is unrelated but still present. Consider 

the scenario when a system needs to identify human 
faces in an image. Related issues can be resolved 
without a lot of data by using models that have 
previously been trained on millions of faces, often 
called pre-trained models. Figure 4 illustrates three 
typical ways that transfers may improve learning 
measures. The first performance in the goal task that 
can be achieved with only the transferred knowledge 
is compared to the initial performance of an ignorant 
agent. The second factor is how much quicker it is to 
fully learn the target task using the transferred 
information than it is to start from scratch. The third 
is the difference between the final performance level 
that can be achieved in the target task and the final 
level without transfer. A negative transfer has taken 
place if a transfer method actually makes the 
performance worse. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Experimental Results 

In this paper, the dataset composed of employees 
who worked in the Nineveh Governorate was 
collected using the 
"haarcascade_frontalface_default.xml" to run the 
face detector on each image and produce a 
bounding box around each face. All platforms use a 
deep open-source TensorFlow learning system. 
TensorFlow is an artificial intelligence learning 
system that calculates logarithmic graphs [20]. The 
platform analyzes and processes (AI) neural 
network models and is easy to use. 

 

Figure 4: Three ways in which transfer improves learning[19] 

 

 

Training the Proposed Model  

The proposed model employs the MobileNetV2 to 
personal identity detection even ،wearing a face mask. 
MobileNetV2 is used to load pre-trained weights from 
ImageNet[21]. The proposed model is fine-tuned and 
the weights are saved. Fine-tuning is an operation to 
take the weights of a network pattern that had been 
before trained and used it as starting for a new model 
of a second identical task. It might be utilized to rate up 
the training operation and to decrease the possibility of 
overfitting in case the expand of the dataset is not 
enough. For this reason, using pre-trained models 

saves time by allowing to apply of current weight training while keeping already learned features. In 
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addition to employing pre-trained MobileNetV2 able 
of an inaccessible put image of size (224 x 224 x 3). 
The model needs less time to train because RELU has 
no complex math and it is sparsely” activated. It is 
demonstrated that the use of pretrained MobileNetV2 
with fine-tuned fully connected layers as a classifier 
could be capable to produce a very surprising result. 
It has less execution time and memory usage while 
preserving the classification accuracy high. The fine-
tuned pretrained model achieves 100% accuracy for 
8 classes within 10 epochs. 

 

Training results 

Our findings revealed that the number of epochs had 

significant effects on the accuracy of the test. The 
system started to train gradually until it reached 10 
epochs. It was noticed that with the increase in the 
number of epochs, the accuracy of the system 
increased as the model achieved 100% and the loss 
(error rate) started decreasing gradually until it 
approached zero. The number of periods represents 
the number of times the entire training data set was 
used to learn the algorithm. The loss is a number 
representing how accurate the model is to predict 
and the effects of the number of epochs on the loss 
are illustrated in Figure 5 and Table 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5:The accuracy and loss curve for epoch 01 with the highest 

accuracy. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

No of 
epoch 

Loss per epoch Accuracy per epoch 

10 

 

 

Table 2  Recognition evaluation at Epoch 10 

Epoch Loss Accuracy % 

1 0.08533 97.88 

2 0.001381 99.97 

3 0.000574 100 

4 0.000325 100 

5 0.000236 100 

6 0.000191 100 

7 0.000165 100 

8 0.000165 100 

9 0.000138 100 

11 0.000130 100 

NeuroQuantology|July2022|Volume20|Issue8| Page 7547-7555|doi:10.14704/nq.2022.20.8.NQ44778

7552

http://www.neuroquantology.com/


Ruaa M Al-Alaf / Masked Face Detection And Identification By Using Deep Learning Technology 

eISSN1303-5150 www.neuroquantology.com 

 

 

 

Testing results 

The proposed system performance has been 
tested by taking a person's face image who is 
wearing a face mask. As a result, the person's 
identity will be identified because (his or her) 
features are located within the trained database. 
Vice versa the system will indicate that is found 
the person is unknown (a strange person) to the 
system because there are (his or her) no features 
within the system database. Accordingly, the 
proposed system performance will be highly 
efficient in the detection process of a person's 
face even if wearing a face mask, so that the 
detection accuracy reaches up to 100 percent. 
  

Figure 6, observes that although the training was 
carried out on normal images (without a mask), 
then the system was able to recognize a person's 
identity while still wearing a face mask. 

 

 

 

Confusion Matrix 

 

The confusion matrix is exceedingly used in deep 
learning for supervised classification of the 
behavior of the classification model. The square 
construction of a confusion matrix is represented 
through columns and rows where columns are 
the predicted classes and rows are the actual 
classes of the instances[22]. Figure 7 depicts the 
confusion matrix for the proposed DL model's 
precision and recall after fine-tuning the 
hyperparameters. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Sample of the proposed model prediction for a 
person's identity detection 

Figure7:confusion matrix for the proposed system 
 

Figure8 showing the position of TP, FP, and FN for each class in 
the proposed system 
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True Positives (TP): There is only one cell 
(highlighted in green) where the true and predicted 
labels are both "(1) nisreenakra”. True Positives will 
be represented by the number within this cell. 

False Positives (FP): These are all the instances 
when the label was expected to be "(1) nisreenakra" 
but the real label was something different. Except for 
the cell with the TP, these are all the cells within the 
same columns as the true positives (highlighted 
blue). Therefore, the values in the blue area add up 
to represent false positives. 

False Negatives (FN): All of these are instances 
where the making prediction is something different 
even if the real label was "(1) nisreenakra".Except 
for the cell with TP, all of the cells are within the 
same rows as the positive instances (highlighted in 
pink). All those cells add up to False Negatives. 

Figure 8 shows the (TP, FP, FN) and table 3 shows 
these numbers in a table, and sums them up into 
totals.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 3:Total of TP, FP, and FN for the proposed system 

Figure9: precision ,Recall and Accuracy for eight classes of the proposed 
system 
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Conclusion  
This work provided a new approach to 
identifying the person's identity even still 
wearing the face mask because many places are 
required to wear face masks, especially in 
crowded places where there is frequent and 
intense human interaction, such as inside 
overcrowded transportation facilities. The 
dataset was trained with eight different classes of 
regular people's faces (without wearing face 
masks) under diverse environmental conditions. 
MobileNetV2 is used as the base model with 
haarcascade_frontalface_default.xml. The number 
of epochs had a significant effect on the system 
performance during the dataset training which 
achieved high accuracy when the number of 
epochs was set to 10. The proposed system 
improved facial identity recognition speed with 
high performance and significant accuracy up to 
100% in less loss. Transfer learning and fine-
tuning technique were used in this work. The 
recognition process was achieved using Keras 
with TensorFlow in terms of accuracy and 
detection speed. 
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