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ABSTRACT

Data is the input for various artificial intelligence (AI) algorithms to mine valuable features, yet
data in Internet is scattered everywhere and controlled by different stakeholders who cannot
believe in each other, and usage of the data in complex cyberspace is difficult to authorize or to
validate. In this paper, we propose the SecNet, an architecture that can enable secure data storing,
computing, and sharing in the large-scale Internet environment, aiming at a more secure
cyberspace with real big data and thus enhanced. With the development of information
technologies, the trend of integrating Cyber, Physical and Social (CPS) systems to a highly unified
information society, rather than just a digital Internet, is becoming increasing obvious. The data is
secured using. Blockchain is used for storing of data in the blocks connected by chains. Artificial
Intelligence is used for security. Quantum Key Distribution issued for avoiding the access to the third
party.
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Introduction

An increasing amount of personal data, including
location information, web-searching behavior,
user calls, user preference, is being silently
collected by the built-in sensors inside the
products from those big companies, which
brings in huge risk on privacy leakage of data
owners.

Blockchain-based data sharing with ownership
guarantee, which enables trusted data sharing in
the large-scale environment to form real big
data. In this technique users can define access
control which

means which user has permission to

access data and which user cannot access data
and Blockchain object will be generate on that
access data and allow only those users to access
data which has permissions. In Blockchain
object user will add/subscribe share data and
give permission.

Al-based secure computing platform to produce
more intelligent security rules, which helps to
construct a more trusted cyberspace.

Al work similar to human brain and responsible
to execute logic to check whether requesting
user has permission to access shared data.
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If access is available then Al allow Blockchain to
display share data otherwise ignore request.

To secured communication between patient and
server. In propose work malicious users or
database managing employees can steal patient
login ID and then can login to application to steal
patient data and to overcome from this problem
we are using Quantum Key Distribution which
publish secure random data between patients
and server and they both compute Quantum
circuit value and if both share same data then
same key will be generated and then patient can
access the data and if attacker hack password
then he will not have secured data to compute
Quantum key so he cannot able to login.

Blockchain: Blockchain-based data shares the
ownership guarantee, which enable trusted data
sharing in the large-scale environment to form
real big data.

Al: Al based secure computing platform to
produce more intelligent security rules, which
helps to construct a more trusted cyberspace
Quantum Key Distribution: It is a secure
communication method which implements a
cryptographic protocol involving components of
quantum mechanics. It enables two parties to
produce a shared random secret key known only
to them, which can then be used to encrypt and
decrypt messages. It is often incorrectly called
quantum cryptography, as it is the best-known
example of a quantum cryptographic task.

Literature Survey

1.Lightweight RFID protocol for
medical privacy protection in 10T

Radio frequency identification (RFID) is one
of the core technologies of the Internet of
Things. The application of the RFID system
to the medical system can effectively solve
this problem of medical privacy. RFID tags in
the system can collect useful information
and conduct data exchange and processing
with a back-end server through the reader.
The whole process of information interaction
is mainly in the form of ciphertext [4].

In the context of the Internet of Things,
the existing project presents a lightweight
RFID medical privacy protection scheme.

The scheme ensures security  privacy of
the collected data via secure
authentication. The security analysis and
evaluation of the scheme indicate that

the protocol can effectively prevent the
risk of medical privacy data being easily
leaked.

2. Adaptable blockchain-primarily = based
structures: A case have a look at for product
traceability

Tracing the beginning of merchandise across
complicated deliver chains calls for an

obvious, tamper-evidence metadata
infrastructure it truly is now not most
effective relied on via all the involved

parties however also adaptable to converting
environments and guidelines. Can such
superior infrastructure be implemented
in a decentralized manner? Qinghua Lu and
Xiwei Xu share their tale of growing the
beginning Chain system, which leverages

emerging blockchain generation to
accomplish that.
In existing systems, lack of ability to

effectively manage data makes it very
difficult for an individual to control the
potential risks associated with the collected
data.

Limitations of Existing System

1. Security is less.
2. Accuracy is less.

Formulation of the Problem

In this project, we propose the SecNet, which is a
new networking paradigm focusing on secure
data storing, sharing and computing instead of
communicating. SecNet provides data ownership
guaranteeing with the help of blockchain
technologies, and Al-based secure computing
platform as well as blockchain-based incentive
mechanism, offering paradigm and incentives
for data merging and more powerful Al to nally
achieve better network security [1].

Objectives:

1. To secure the data using Blockchain, Al and
Quantum Key Distribution.

2To avoid the
Methodology:

information  hacking.

Securing of data is made easy by Blockchain, Al
and Quantum Key Distribution. Blockchain
holds the information in blocks connected with
the chains. Each block posses with some amount
of information interconnected with the chains.
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Patient’s medical data is stored in the form of
blocks [2].

Artificial Intelligence based secure computing
platform is to produce more intelligent security
rules, which helps to construct a more trusted
cyberspace. Al holds a security rule with ID
provided to the individual(patient).

Quantum Key Distribution secures
communication method which implements a
cryptographic protocol involving components of
Quantum mechanics. It enables two parties to
produce a shared random secret key known only
to them, which can then be use to encrypt and
decrypt the message

System Design
A. Class Diagram

The elegance diagram is the precept
constructing block of object-oriented modeling.
It is used both for significant conceptual
modeling of the systematic of the software,
and for precise modeling translating the
fashions into programming code.

Class diagram also can be used for statistic
modelling. The lessons in class diagram
represent  both  the main devices,
interactions inside the application and
the instructions to be programmed. In
the diagram, commands are represented with
boxes which encompass 3 elements

1. The upper part holds the decision of the
class

2. The center part contains attribute of the
class

3. The down part offers the techniques or
operations the class can take or undertake.

. Block
| AppS
SecureConfig()

nit()
compute-hash()

/

Blockchain

init()
create-genesis-block()
last-block()
add-block()
is-valid-proof()
proof-of-work()
add-new-transaction()
mine()

Use case Diagram

Use case diagram for Hospital

LOGIN

Access
patient Data

\ LOGOUT

Use case Diagram for Hospital

Human /
x

Human

REGISTER

LOGIN

VIEW
BLIOCKCHAIN
HASHCODE
DETAILS

LOGOUT

DATA FLOW DIAGRAM
Data drift diagrams illustrate how
information is processed by a system in

phrases of inputs and outputs. Data waft
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diagrams may be used to offer a clear
representation of any commercial enterprise
characteristic.

The method begins with a general image of
the commercial enterprise and maintains
by using studying every of the practical areas
of hobby. This evaluation may be done in
exactly the extent of element required. The
approach exploits a technique called pinnacle-
down enlargement to conduct the analysis in
a centered manner.

As the call indicates, Data Flow Diagram (DFD)
[2] is an instance that explicates the passage of
information in a procedure. A DFD can be
without difficulty drawn the use of simple
symbols. Additionally, complicated tactics may
be easily automatic with the aid of growing
DFDs the usage of clean-to-use, free
downloadable diagramming equipment.

2 Register successfully
4 Login Succegsfully
11.Details

PATIENT

Successfully displayed
1.Register

3.Login

10{View blockchain
hash code and details

12|Logout
» System
s
6.Login successfully 5.Login
8.Patient data accessed 7.Access
patient data
9.Tlogout
v
Hospital

Result & Discussion

Deploy code on DJANOGO and start server and
run-in browser to get below scree

‘Securing Data With Blockchain and Al

In above screen click on ‘New Patient Register
Here’ link to get below screen

Patients Profile Creation Screen

In above screen | am adding patient disease
details and selecting ‘Hospital1’ to share my data
and if you want to share with two hospitals then
hold ‘CTRL’ key and select both hospitals to give
permission. Now press ‘Create’ button to create
profile

In above screen one patient is created with
patient ID 1 and now Hospital 1 can login and
search and access this patient data as patient has
given permission to Hospitall
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In above screen to login as Hospitall click on
‘Hospital’ link to get above screen. Use
‘Hospitall’ as username and ‘Hospitall’ as
password to login as Hospitall and use
Hospital2 to login as Hospital2. After login will
get below screen

In above screen click on ‘Access Patient Share
Data’ link to search for patient details

In above screen [ want to search for all patients
who are suffering from ‘pain’ and then click on
‘Access data’ button to get below screen

Securing Data With Blockchain and Al

In above screen Hospitall getting details of
patient and Hospital2 not having permission so
it will not get details. To see this logout and login
as ‘Hospital2’

The same process will be applied to Hospital2 by
giving the name and password as Hospital2.

Conclusion

In order to leverage Al and blockchain to fit the
problem of abusing data, as well as empower Al
with the help of blockchain for trusted data
management in trust-less environment, we
propose the SecNet, which is a new networking
paradigm focusing on secure data storing,
sharing and computing instead of
communicating. SecNet provides data ownership
guaranteeing with the help of blockchain
technologies, and Al-based secure computing
platform as well as blockchain-based incentive
mechanism, offering paradigm and incentives
for data merging and more powerful Al to nally
achieve better network security.

Applications

1. Industries

2.  For Personal Information
3. In Government Offices

4. Hospitals

Advantages

1. It is used in companies or industries to
secure the formula of the product.

2. Itis also used for securing the trade secret
in Business.

Limitations

1. Once if Password and ID of the user were
hacked there is no chance of reusing the same
account.
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2. Once the Violation / Intruding of third party
is noticed server hangs and take some time to
recover.

Future Scope

Moreover, we discuss the typical use scenario of
SecNet in medical care system, and gives
alternative ways for employing the storage
function of SecNet.

Furthermore, we evaluate its improvement on
network vulnerability when countering DDoS
attacks, and analyses the inventive aspect on
encouraging users to share security rules for a
more secure network. In future work, we will
explore how to leverage blockchain for the
access authorization on data requests, and
design secure and detailed smart contracts for
data sharing and Al-based computing service in
SecNet. In addition, we will model SecNet and
analyze its performance through exten- sive
experiments based on advanced platforms (e.g.,
inte- grating IPFS and Ethereum to form a
SecNet-like architecture).
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